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20 QoS Commands

About This Chapter

(110 NOTE

4GE-2S boards do not support QoS.
20.1 MQC Configuration Commands
20.2 Priority Mapping Commands
20.3 Traffic Policing and Traffic Shaping Commands
20.4 Congestion Avoidance and Congestion Management Commands
20.5 Filtering Configuration Commands
20.6 Statistics Configuration Commands
20.7 ACL-based Simplified Traffic Policy Commands
20.8 Bandwidth Management Configuration Commands
20.9 Application Control Management Commands

20.10 SAC Configuration Commands

20.1 MQC Configuration Commands

(11 NOTE

The 4GE-2S, 4ES2G-S, 4ES2GP-S, 9ES2 and 24ES2GP cards do not support MQC.
20.1.1 classifier behavior

Function

The classifier behavior command binds a traffic behavior to a traffic classifier in a
traffic policy.
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Format

Parameters

Views

The undo classifier command unbinds a traffic behavior from a traffic classifier in

a traffic policy.

By default, no traffic classifier or traffic behavior is bound to a traffic policy.

classifier classifier-name behavior behavior-name [ precedence precedence-

value ]

undo classifier classifier-name

Parameter

Description

Value

classifie-name

Specifies the name of a
traffic classifier.

The value is a string of 1
to 31 case-sensitive
characters without
spaces.

behavior-name

Specifies the name of a
traffic behavior.

The value is a string of 1
to 31 case-sensitive
characters without
spaces.

precedence precedence-
value

Specifies the priority of a
pair of a traffic classifier
and a traffic behavior.

e If another pair of a
traffic classifier and a
traffic behavior in the
same traffic policy is
specified with the
same priority, the
priority setting takes
effect on the first
configured pair.

e If no priority is
specified for a pair of
a traffic classifier and
a traffic behavior, the
device automatically
allocates a priority,
which is a multiple of
5 and larger than the
current largest
priority value, to the
pair.

The value is an integer
that ranges from 0 to
65535. A smaller value
indicates a higher
priority.

Traffic policy view
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Default Level

2: Configuration level

Usage Guidelines
Usage Scenario

To take an action for packets of a certain type, use a traffic classifier to group the
packets into one class and use a traffic behavior to define an action. Then
associate the traffic classifier with the traffic behavior and bind them to a traffic
policy. You can run the precedence precedence-value command to specify the
priority of the bound traffic classifier and traffic behavior. A smaller value of
precedence-value indicates a higher priority.

Prerequisites

e A traffic classifier has been created using the traffic classifier command.
e A traffic behavior has been created using the traffic behavior command.
e A traffic policy has been created using the traffic policy command.

Precautions

When a traffic policy that is bound to a traffic classifier and a traffic behavior is
applied to an interface, you can directly change the binding between the traffic
classifier and the traffic behavior.

The device supports a maximum of 1024 traffic classifiers, traffic behaviors, or
traffic policies. In a traffic policy, one traffic classifier can be bound to only one
traffic behavior; each traffic policy supports a maximum of 1024 pairs of traffic
classifiers and traffic behaviors.

Example

# Bind the traffic classifier c1 to the traffic behavior b1 in the traffic policy p1, and
apply the traffic policy to Eth2/0/0 in the inbound direction.

<Huawei> system-view

[Huawei] traffic classifier c1
[Huawei-classifier-c1] if-match any
[Huawei-classifier-c1] quit

[Huawei] traffic behavior b1
[Huawei-behavior-b1] remark 8021p 2
[Huawei-behavior-b1] quit

[Huawei] traffic policy p1
[Huawei-trafficpolicy-p1] classifier c1 behavior b1
[Huawei-trafficpolicy-p1] quit

[Huawei] interface ethernet 2/0/0
[Huawei-Ethernet2/0/0] traffic-policy p1 inbound
[Huawei-Ethernet2/0/0] quit

# In policy b, bind traffic classifier c to traffic behavior b, and set the priority of
the bound traffic classifier and traffic behavior to 3.

<Huawei> system-view

[Huawei] traffic classifier ¢
[Huawei-classifier-c] if-match any
[Huawei-classifier-c] quit

[Huawei] traffic behavior b
[Huawei-behavior-b] remark 8021p 2
[Huawei-behavior-b] quit
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[Huawei] traffic policy p

[Huawei-trafficpolicy-p] classifier ¢ behavior b precedence 3

# Bind the traffic classifier ¢1 to the new traffic behavior newb1 in the traffic
policy p1 that has been applied to Eth2/0/0 in the inbound direction.

<Huawei> system-view
[Huawei] traffic policy p1

[Huawei-trafficpolicy-p1] classifier c1 behavior newb1

[Huawei-trafficpolicy-p1] quit

Related Topics

20.1.2 display traffic behavior
20.1.3 display traffic classifier
20.1.4 display traffic policy
20.1.44 traffic behavior
20.1.45 traffic classifier
20.1.46 traffic policy

20.1.2 display traffic behavior

The display traffic behavior command displays the traffic behavior configuration

display traffic behavior { system-defined | user-defined } [ behavior-name ]

Description

Value

Displays the configuration
of the system-defined
traffic behavior.

Displays the configuration
of a user-defined traffic
behavior.

Specifies the name of a
traffic behavior. If this
parameter is not specified,
the configuration of all
traffic behaviors is

displayed.

The value is a string of 1 to
31 case-sensitive characters
without spaces.

Function
on the device.
Format
Parameters
Parameter
system-defined
user-defined
behavior-name
Views

All views
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Default Level

1: Monitoring level

Usage Guidelines

Example

Usage Scenario

The display traffic behavior command displays the configuration of a specified
traffic behavior or all traffic behaviors. The command output helps you check the
traffic behavior configuration and locate faults.

Precautions

If no traffic behavior is created, the system displays the following information

after this command is executed:
Info: There is no behavior exists.

If the specified traffic behavior name is incorrect, the system displays an error

message after this command is executed:
Error: The behavior does not exist.

# Display configurations of all traffic behaviors on the device.

<Huawei> display traffic behavior user-defined
User Defined Behavior Information:
Behavior: b1

Committed Access Rate:
CIR 256 (Kbps), PIR 0 (Kbps), CBS 48128 (byte), PBS 80128 (byte)
Color Mode: color Blind
Conform Action: pass
Yellow Action: pass
Exceed Action: discard

statistic: enable

Marking:
Remark DSCP 15

Table 20-1 Description of the display traffic behavior user-defined command
output

Item Description

Behavior Traffic behavior name. To create a traffic
behavior, run the traffic behavior command.

Committed Access Rate CAR. To configure an action taken for packets
whose rate exceeds the CIR, run the car (traffic
behavior view) command.

CIR Committed information rate (CIR). To set the CIR,
run the car (traffic behavior view) command.

PIR Peak information rate (PIR). To set the PIR, run

the car (traffic behavior view) command.
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CBS Committed burst size (CBS). To set the CBS, run

the car (traffic behavior view) command.

PBS Peak burst size (PBS). To set the PBS, run the car
(traffic behavior view) command.

Color Mode Color mode, which can be color-aware or color-
blind. To set the color mode, run the car (traffic
behavior view) command.

Conform Action Action taken for packets whose rate is within the
CIR. To configure an action taken for packets
whose rate is within the CIR, run the car (traffic
behavior view) command.

Yellow Action Action taken for yellow packets. To configure an
action taken for yellow packets, run the car
(traffic behavior view) command.

Exceed Action Action taken for packets whose rate exceeds the
CIR. To configure an action taken for packets
whose rate exceeds the CIR, run the car (traffic
behavior view) command.

Marking Re-marking action. To configure re-marking, run
the remark command.

Related Topics
20.3.2 car (traffic behavior view)
20.1.44 traffic behavior
20.6.1 statistic enable (traffic behavior view)

20.1.3 display traffic classifier

Function
The display traffic classifier command displays the traffic classifier configuration
on the device.

Format

display traffic classifier { system-defined | user-defined } [ classifier-name ]
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Description

Value

Displays the configuration
of the system-defined
traffic classifier.

Displays the configuration
of a user-defined traffic
classifier.

Displays the configuration
of a specified traffic
classifier. If the name of a

The value is a string of 1 to
31 case-sensitive characters
without spaces.

Parameters
Parameter
system-defined
user-defined
classifier-name
Views

Default Level

traffic classifier is not
specified, the configuration
of the system-defined
traffic classifier or all user-
defined traffic classifiers is
displayed.

All views

1: Monitoring level

Usage Guidelines

Example

Usage Scenario

The display traffic classifier command displays the configuration of a specified
traffic classifier or all traffic classifiers. The command output helps you check the
traffic classifier configuration and locate faults.

Precautions

If no traffic classifier is created, the system displays the following information

after this command is executed:
Info: There is no classifier exists.

If the specified traffic classifier name is incorrect, the system displays an error

message after this command is executed:
Error: The classifier does not exist.

# Display the configuration of all traffic classifiers on the device.

<Huawei> display traffic classifier user-defined
User Defined Classifier Information:
Classifier: c2
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Operator: AND
Rule (s) :
if-match vlan-id 110

Classifier: c3
Operator: AND

Rule (s) :

if-match vlan-id 100

Classifier: c1
Operator: AND

Rule (s) :

if-match vlan-id 120

Table 20-2 Description of the display traffic classifier user-defined command

output

Item Description

Classifier Traffic classifier name. To create a traffic
classifier, run the traffic classifier
command.

Operator Relationship between rules in the traffic
classifier. To configure the relationship
between rules in a traffic classifier, run the
traffic classifier command.

Rule(s) Rule in a traffic classifier.

Related Topics
20.1.45 traffic classifier

20.1.4 display traffic policy

Function
The display traffic policy command displays the traffic policy configuration on
the device.
Format
display traffic policy user-defined [ policy-name [ classifier classifier-name] ]
Parameters
Parameter Description Value
user-defined Displays the user-defined | -

traffic policy
configuration.
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Views

Default Level

Parameter

Description

Value

policy-name

Specifies the name of a
traffic policy. If this
parameter is not
specified, the
configuration of all
traffic policies is
displayed.

The value is a string of 1
to 31 case-sensitive
characters without
spaces.

classifier classifie-name

Specifies the name of a
traffic classifier. If the
name of a traffic policy
is specified but this
parameter is not
specified, only the traffic
policy configuration is
displayed.

The value is a string of 1
to 31 case-sensitive
characters without
spaces.

All views

1: Monitoring level

Usage Guidelines

Example

Usage Scenario

The display traffic policy command displays the configuration of a specified
traffic policy or all traffic policies. The command output helps you check the traffic
policy configuration and locate faults.

Precautions

If no traffic policy is created, the system displays an error message after this

command is executed:
Info: There is no policy exists.

If the specified traffic policy name is incorrect, the system displays an error
message after this command is executed:

Error: The policy does not exist.

# Display the configuration of the traffic behavior bound to the traffic classifier c1

in the traffic policy p1.

<Huawei> display traffic policy user-defined p1 classifier c1
User Defined Traffic Policy Information:

Classifier: c1
Operator: OR

Behavior: b1
statistic: enable
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Committed Access Rate:
CIR 1000 (Kbps), PIR 2000 (Kbps), CBS 125000 (byte), PBS 250000 (byte)
Color Mode: color Blind
Conform Action: pass
Yellow Action: pass
Exceed Action: discard

Table 20-3 Description of the display traffic policy user-defined command
output

Item Description

Classifier Traffic classifier in a traffic policy. To
create a traffic classifier, run the traffic
classifier command.

Operator Relationship between rules in the
traffic classifier. To configure the
relationship between rules in a traffic
classifier, run the traffic classifier
command.

Behavior Traffic behavior bound to the traffic
classifier. To create a traffic behavior,
run the traffic behavior command.

statistic Whether the traffic statistics function is
enabled. To enable the traffic statistics
function, run the statistic enable
(traffic behavior view) command.

Committed Access Rate CAR. To configure CAR, run the car
(traffic behavior view) command.

CIR 1000 (Kbps), PIR 2000 (Kbps), CBS | Parameters in the QoS CAR profile,
125000 (byte), PBS 250000 (byte) including the CIR, PIR, CBS, and PBS. To
configure CAR parameters, run the car
(traffic behavior view) command.

Color Mode Color mode, which can be color-aware
or color-blind. To configure a color
mode, run the car (traffic behavior
view) command.

Conform Action Action taken for packets whose rate is
within the CIR. To configure an action
taken for packets whose rate is within
the CIR, run the car (traffic behavior
view) command.

Yellow Action Action taken for yellow packets. To
configure an action taken for yellow
packets, run the car (traffic behavior
view) command.
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Exceed Action Action taken for packets whose rate

exceeds the CIR. To configure an action
taken for packets whose rate exceeds
the CIR, run the car (traffic behavior

view) command.

Related Topics

20.3.2 car (traffic behavior view)
20.1.44 traffic behavior

20.1.45 traffic classifier

20.1.46 traffic policy

20.1.49 traffic-policy (interface view)

20.1.5 display traffic policy statistics

Function

Format

Parameters

The display traffic policy statistics command displays statistics on packets
matching a traffic policy that is applied to an interface.

display traffic policy statistics interface /interface-type interface-number [ pvc
vpi-number] vci-number | dlci dlic-number] { inbound | outbound } [ verbose
{ classifier-base | rule-base } [ class classifier-name [ son-class son-class-
name]]]

display traffic policy statistics interface virtual-template vé-number virtual-
access va-number { inbound | outbound } [ verbose { classifier-base | rule-
base } [ class classifier-name [ son-class son-class-name] ] ]

Parameter Description Value

interface /nterface-type | Displays packet statistics | -
interface-number on a specified interface
to which a traffic policy
has been applied.

e /nterface-type
specifies the interface
type.

e /nterface-number
specifies the interface
number.
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Parameter

Description

Value

pvc vpi-number] vci-
number

Specifies the Virtual Path
Identifier (VPI)/Virtual
Channel Identifier (VCI)
pair.

The VPI/VCI pair can be
specified on only ATM
interfaces.

e vpi-numberis an
integer that ranges
from 0 to 255.

e vci-numberis an
integer that can be
0-2, or 5-255.

dlci dlic-number

Specifies the DLCI
number.

The DLCI number can be
specified on only serial or
MFR interfaces.

The value is an integer
that ranges from 16 to
1022.

virtual-template v¢-
number virtual-access
va-number

Displays packet statistics
on a specified virtual
interface to which a
traffic policy has been
applied.

e virtual-template vz-
number specifies the
number of a virtual
template interface.

e virtual-access va-
number specifies the
number of a virtual
access interface.

vi-number is an integer
that ranges from 0 to
1023.

va-number is an integer
that ranges from 0 to
1023.

inbound

Displays packet statistics
in the inbound direction

to which a traffic policy

has been applied.

outbound

Displays packet statistics
in the outbound direction
to which a traffic policy
has been applied.

verbose

Displays detailed packet
statistics.

classifier-base

Displays statistics on
packets matching a
specified traffic classifier.
If this parameter is
specified, statistics on
packets matching all
traffic classifiers in the
traffic policy are
displayed.
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Parameter

Description

Value

rule-base

Displays statistics on
packets matching a rule.
If this parameter is
specified, statistics on
packets matching all
rules are displayed.
NOTE

Matching rules cannot be

used to query packet

statistics about the nested
traffic policy.

class classifie-name

Specifies the name of a
traffic classifier. If this
parameter is specified,
statistics on packets
matching the specified
traffic classifier or rules
in the specified traffic
classifier are displayed. If
this parameter is not
specified, statistics on
packets matching all
traffic classifiers are
displayed.

Displays statistics on
packets matching a

specified traffic classifier
in HQoS.

The value is a string of 1
to 31 case-sensitive
characters without
spaces.

son-class son-class-

Displays statistics on

The value is a string of 1

name packets matching a to 31 case-sensitive
traffic classifier of a sub | characters without
traffic policy bound to spaces.
the traffic classifier
specified by classifier-
name.

Views
All views

Default Level

1: Monitoring level

Usage Guidelines

Usage Scenario
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Example

The display traffic policy statistics command displays statistics on forwarded
packets and discarded packets on an interface to which a traffic policy has been
applied. The command output helps you locate faults.

Precautions

If no traffic policy is applied, the system displays the following error message after

this command is executed:
Info: The Policy is not applied in this view.

If you do not run the statistic enable (traffic behavior view) command in the
view of the traffic behavior in a traffic policy, the system displays the following

information after this command is executed:
Info: Statistic has not been enabled.

# Display packet statistics on Eth2/0/0 in the inbound direction to which a traffic
policy has been applied.

<Huawei> display traffic policy statistics interface ethernet 2/0/0 inbound

Interface: Ethernet2/0/0
Traffic policy inbound: p1
Rule number: 1

Current status: OK!

Iltem Sum (Packets/Bytes) Rate(pps/bps)
Matched 585,859/72,646,516 999/991,976
Passed 296,554/36,772,696 504/499,976
Dropped 289,305/35,873,820 495/491,992

Filter 0/0 0/0
CAR 289,305/35,873,820 495/491,992
Queue Matched 0/0 0/0
Enqueued 0/0 0/0
Discarded 0/0 0/0
CAR 585,859/72,646,516 1,000/992,000
Green packets 296,050/36,710,200 504/500,000
Yellow packets 504/62,496 0/0
Red packets 289,305/35,873,820 495/491,992

# Display statistics on incoming packets matching a traffic classifier in the traffic
policy that has been applied to Eth2/0/0.

<Huawei> display traffic policy statistics interface ethernet 2/0/0 inbound verbose classifier-base class
cl

Interface: Ethernet2/0/0

Traffic policy inbound: p1

Rule number: 1

Current status: OK!

Classifier: c1 operator or

Behavior: b1
Iltem Sum (Packets/Bytes) Rate(pps/bps)
Matched 640,466/79,417,784 1,000/992,168
Passed 324,078/40,185,672 504/500,096
Dropped 316,388/39,232,112 496/492,072
Filter 0/0 0/0
CAR 316,388/39,232,112 496/492,072
Queue Matched 0/0 0/0
Enqueued 0/0 0/0
Discarded 0/0 0/0
CAR 640,466/79,417,784 1,000/992,168
Green packets 323,574/40,123,176 504/500,096
Yellow packets 504/62,496 0/0
Red packets 316,388/39,232,112 496/492,072
Behavior:Be
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Item Sum (Packets/Bytes) Rate(pps/bps)
Queue Matched 0/0 0/0
Enqueued 0/0 0/0
Discarded 0/0 0/0

# Display statistics on incoming packets matching the traffic classifier ¢0 in a sub
traffic policy bound to the traffic classifier c1 in the traffic policy that has been
applied to Eth2/0/0.1.

<Huawei> display traffic policy statistics interface ethernet 2/0/0.1 inbound verbose classifier-base

class son-class cO

Interface: Ethernet2/0/0.1
Traffic policy inbound: p1

Rule number: 1
Current status: OK!

Classifier: c1
Behavior: b1
Nest Policy: p0

Classifier: cO operator or

Behavior: b0
Iltem Sum(Packets/Bytes) Rate(pps/bps)
Matched 2,575,767/ 2,000/
319,395,108 1,984,880
+--Passed 130,327/ 100/
16,160,548 100,040
+--Dropped 2,445,440/ 1,900/
303,234,560 1,884,840
+--Filter 0/ 0/
0 0
+--CAR 2,445,440/ 1,900/
303,234,560 1,884,840
+--Queue Matched 0/ 0/
0 0
+--Enqueued 0/ 0/
0 0
+--Discarded 0/ 0/
0 0
+--Car 2,575,767/ 2,000/
319,395,108 1,984,880
+--Green packets 130,127/ 100/
16,135,748 100,040
+--Yellow packets 200/ 0/
24,800 0
+--Red packets 2,445,440/ 1,900/
303,234,560 1,884,840

Table 20-4 Description of the display traffic policy statistics command output

Item

Description

Interface

Interface to which the traffic policy is applied.

Traffic policy inbound

Applied traffic policy.

Rule number

Number of valid rules in the traffic classifier.

Current status

Traffic policy status.
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Item Description

Classifier Relationship between rules in the traffic
classifier. To configure the relationship between
rules in a traffic classifier, run the traffic
classifier command.

Behavior Traffic behavior name. To create a traffic
behavior, run the traffic behavior command.

Iltem Statistical item.

Sum(Packets/Bytes) Number of packets or bytes. If the information
is displayed as -, the statistics on this item
cannot be collected.

Rate(pps/bps) Rate, in pps or bit/s. If the information is
displayed as -, the statistics on this item cannot
be collected.

Matched Numbers of packets and bytes that match
traffic classification rules. The data is originated
from the packet statistics that have been
collected since the original statistics were
cleared last time.

Passed Numbers of forwarded packets and bytes that
match traffic classification rules. The data is
originated from the packet statistics that have
been collected since the original statistics were
cleared last time.

Dropped Numbers of discarded packets and bytes that
match traffic classification rules. The data is
originated from the packet statistics that have
been collected since the original statistics were
cleared last time. The discarded packets include
the filtered packets and packets dropped by
CAR.

Filter Numbers of filtered packets and bytes that
match traffic classification rules. The data is
originated from the packet statistics that have
been collected since the original statistics were
cleared last time.

CAR Numbers of packets and bytes that match
traffic classification rules and are discarded by
CAR. The data is originated from the packet
statistics that have been collected since the
original statistics were cleared last time. To
configure CAR, run the car (traffic behavior
view) command.
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Item

Description

Queue Matched

Numbers of packets and bytes that match rules
in AF, LLQ, EF, and BE queues. The data is
originated from the packet statistics that have
been collected since the original statistics were
cleared last time.

Enqueued

Numbers of forwarded packets and bytes that
match rules in AF, LLQ, EF, and BE queues. The
data is originated from the packet statistics that
have been collected since the original statistics
were cleared last time.

Discarded

Numbers of discarded packets and bytes that
match rules in AF, LLQ, EF, and BE queues. The
data is originated from the packet statistics that
have been collected since the original statistics
were cleared last time.

Car

Numbers of packets and bytes that match the
traffic classifier. The traffic classifier is bound to
the traffic behavior that containing the CAR
action. The data is originated from the packet
statistics that have been collected since the
original statistics were cleared last time.

Green packets

Number of green packets, including the number
of bytes in green packets. The data is originated
from the packet statistics that have been
collected since the original statistics were
cleared last time.

Yellow packets

Number of yellow packets, including the
number of bytes in yellow packets. The data is
originated from the packet statistics that have
been collected since the original statistics were
cleared last time.

Red packets

Number of red packets, including the number
of bytes in red packets. The data is originated
from the packet statistics that have been
collected since the original statistics were
cleared last time.

Related Topics

20.3.2 car (traffic behavior view)

20.1.41 reset traffic policy statistics

20.6.1 statistic enable (traffic behavior view)

20.1.44 traffic behavior
20.1.45 traffic classifier
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20.1.6 display traffic policy statistics bridge-domain

Function

The display traffic policy statistics bridge-domain command displays statistics
on packets matching a traffic policy that is applied to a BD.

(11 NOTE

Only ART100&ART20&AR150&ART60&AR200&AR1200 series and AR2220E support this

command.

Format

display traffic policy statistics bridge-domain bd-/d { inbound | outbound }
[ verbose { classifier-base | rule-base } [ class classifier-name [ son-class son-

class-name] ] ]

Parameters

Parameter

Description

Value

bd-id

Displays statistics on
packets matching a
traffic policy that is
applied to a specified BD.

The value is an integer.
The value ranges are as
follows:

e AR1T00&AR120&AR15
0&AR160&AR200
series: 1-64

e AR1200 series: 1-128

e AR2220E: 1-256

inbound

Displays statistics on
packets matching a
traffic policy that is
applied to a BD in the
inbound direction.

outbound

Displays statistics on
packets matching a
traffic policy that is
applied to a BD in the
outbound direction.

verbose

Displays detailed packet
statistics.
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Parameter

Description

Value

classifier-base

Displays statistics on
packets matching a
specified traffic classifier.
If this parameter is
specified, statistics on
packets matching all
traffic classifiers in the
traffic policy are
displayed.

rule-base

Displays statistics on
packets matching a rule.
If this parameter is
specified, statistics on
packets matching all
rules are displayed.
NOTE

Matching rules cannot be

used to query packet

statistics about the nested
traffic policy.

class classifier-name

Specifies the name of a
traffic classifier. If this
parameter is specified,
statistics on packets
matching the specified
traffic classifier or rules
in the specified traffic
classifier are displayed. If
this parameter is not
specified, statistics on
packets matching all
traffic classifiers are
displayed.

The value is a string of 1
to 31 case-sensitive
characters without
spaces.

son-class son-class-
name

Displays statistics on
packets matching a
traffic classifier of a sub
traffic policy bound to
the traffic classifier
specified by classifier-
name.
NOTE

Currently, the device does

not support the function of
this parameter.

The value is a string of 1
to 31 case-sensitive
characters without
spaces.

Views

All views
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Default Level

1: Monitoring level

Usage Guidelines

Example

Usage Scenario

The display traffic policy statistics bridge-domain command displays statistics
on forwarded and discarded packets in a BD to which a traffic policy has been
applied. You can determine whether the traffic policy is applied correctly, and the
command output helps you locate faults.

Configuration Notes

If you do not run the statistics enable (traffic behavior view) command in the
view of the traffic behavior bound to the traffic policy, the system displays an error
message after the display traffic policy statistics bridge-domain command is

executed:
Info: Statistic has not been enabled!

(1 NOTE

When packets successfully match the traffic policy that is applied to a BD in the inbound or
outbound direction, the statistics queried through the display traffic policy statistics bridge-
domain command are twice the actual statistics.

# Display statistics on packets matching a traffic policy that is applied to BD 1 in
the outbound direction.

<Huawei> display traffic policy statistics bridge-domain 1 outbound

bridge-domain: 1

Traffic policy outbound: p1
Rule number: 1

Current status: OK!

Item Sum(Packets/Bytes) Rate(pps/bps)
Matched 0/0 0/0
Passed 0/0 0/0
Dropped 0/0 0/0
Filter 0/0 0/0
CAR 0/0 0/0
CAR 0/0 0/0
Green packets 0/0 0/0
Yellow packets 0/0 0/0
Red packets 0/0 0/0

Table 20-5 Description of the display traffic policy statistics bridge-domain
command output

Item Description

bridge-domain BD to which the traffic policy is applied.
Traffic policy outbound Traffic policy that is applied.

Rule number Number of valid rules in the traffic classifier.
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Item

Description

Current status

Status of the traffic policy.

Item

Statistical item.

Sum(Packets/Bytes)

Number of packets or bytes. If the information
is displayed as -, the statistics on this item
cannot be collected.

Rate(pps/bps)

Rate, in pps or bit/s. If the information is
displayed as -, the statistics on this item cannot
be collected.

Matched

Numbers of packets and bytes that match
traffic classification rules. The data is originated
from the packet statistics that have been
collected since the original statistics were
cleared last time.

Passed

Numbers of forwarded packets and bytes that
match traffic classification rules. The data is
originated from the packet statistics that have
been collected since the original statistics were
cleared last time.

Dropped

Numbers of discarded packets and bytes that
match traffic classification rules. The data is
originated from the packet statistics that have
been collected since the original statistics were
cleared last time. The number of dropped
packets includes the number of packets
dropped by filtering and CAR.

Filter

Numbers of filtered packets and bytes that
match traffic classification rules. The data is
originated from the packet statistics that have
been collected since the original statistics were
cleared last time.

CAR

Numbers of packets and bytes that match
traffic classification rules and are discarded by
CAR. The data is originated from the packet
statistics that have been collected since the
original statistics were cleared last time. To
configure CAR, run the car (traffic behavior
view) command.

CAR

Numbers of discarded packets and bytes that
match the traffic classifier. The traffic classifier
is bound to the traffic behavior that defines
CAR. The data is originated from the packet
statistics that have been collected since the
original statistics were cleared last time.
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Item

Description

Green packets

Numbers of green packets and bytes in green
packets that match the traffic classifier. The
traffic classifier is bound to the traffic behavior
that defines CAR. The data is originated from
the packet statistics that have been collected
since the original statistics were cleared last
time.

Yellow packets

Numbers of yellow packets and bytes in yellow
packets that match the traffic classifier. The
traffic classifier is bound to the traffic behavior
that defines CAR. The data is originated from
the packet statistics that have been collected
since the original statistics were cleared last
time.

Red packets

Numbers of red packets and bytes in red
packets that match the traffic classifier. The
traffic classifier is bound to the traffic behavior
that defines CAR. The data is originated from
the packet statistics that have been collected
since the original statistics were cleared last
time.

Related Topics

20.3.2 car (traffic behavior view)

20.1.42 reset traffic policy statistics bridge-domain

20.6.1 statistic enable (traffic behavior view)

20.1.44 traffic behavior
20.1.45 traffic classifier

20.1.7 display traffic policy statistics global

Function

The display traffic policy statistics global command displays statistics on packets
matching a global traffic policy.

Format

display traffic policy statistics global [ verbose { classifier-base | rule-base }
[ class classifier-name [ son-class son-class-name] ] |
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Parameters

Parameter

Description

Value

verbose

Displays detailed packet
statistics.

classifier-base

Displays statistics on
packets matching a
specified traffic classifier.
If this parameter is
specified, statistics on
packets matching all
traffic classifiers in the
traffic policy are
displayed.

rule-base

Displays statistics on
packets matching a rule.
If this parameter is
specified, statistics on
packets matching all
rules are displayed.
NOTE
Matching rules cannot be
used to query packet
statistics about the nested
traffic policy.

class classifier-name

Specifies the name of a
traffic classifier. If this
parameter is specified,
statistics on packets
matching the specified
traffic classifier or rules
in the specified traffic
classifier are displayed. If
this parameter is not
specified, statistics on
packets matching all
traffic classifiers are
displayed.

The value is a string of 1
to 31 case-sensitive
characters without
spaces.

son-class son-class-
name

Displays statistics on
packets matching a
traffic classifier of a sub
traffic policy bound to
the traffic classifier
specified by classifier-
name.
NOTE

The device does not

support the function of
this parameter.

The value is a string of 1
to 31 case-sensitive
characters without
spaces.
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Views

All views

Default Level

1: Monitoring level

Usage Guidelines
Usage Scenario

You can run the display traffic policy statistics global command to check
statistics on packets that are forwarded and discarded after a global traffic policy
has been applied. The command output helps you check the global policy
configuration and locate faults.

Precautions

If you do not run the statistic enable (traffic behavior view) command in the
view of the traffic behavior in a traffic policy, the system displays the following

information after this command is executed:
Info: Statistic has not been enabled.

Example

# Check statistics on packets matching a global traffic policy.
<Huawei> display traffic policy statistics global

global

Traffic policy inbound: a
Rule number: 1
Current status: OK!

Item Sum (Packets/Bytes) Rate(pps/bps)
Matched 89,181/25,711,702 1/528
Passed 89,181/25,711,702 1/528

Dropped 0/0 0/0
Filter 0/0 0/0
CAR 0/0 0/0

Queue Matched 0/0 0/0
Enqueued 0/0 0/0
Discarded 0/0 0/0

CAR 0/0 0/0
Green packets 0/0 0/0
Yellow packets 0/0 0/0
Red packets 0/0 0/0

Table 20-6 Description of the display traffic policy statistics global command

output
Item Description
global Global traffic policy.
Traffic policy inbound Applied traffic policy.
Rule number Number of valid rules in the traffic classifier.
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Item Description
Current status Traffic policy status.
ltem Statistical item.
Sum(Packets/Bytes) Number of packets or bytes. If the information

is displayed as -, the statistics on this item
cannot be collected.

Rate(pps/bps) Rate, in pps or bit/s. If the information is
displayed as -, the statistics on this item cannot
be collected.

Matched Numbers of packets and bytes that match
traffic classification rules. The data is originated
from the packet statistics that have been
collected since the original statistics were
cleared last time.

Passed Numbers of forwarded packets and bytes that
match traffic classification rules. The data is
originated from the packet statistics that have
been collected since the original statistics were
cleared last time.

Dropped Numbers of discarded packets and bytes that
match traffic classification rules. The data is
originated from the packet statistics that have
been collected since the original statistics were
cleared last time. The discarded packets include
the filtered packets and packets dropped by
CAR.

Filter Numbers of filtered packets and bytes that
match traffic classification rules. The data is
originated from the packet statistics that have
been collected since the original statistics were
cleared last time.

CAR Numbers of packets and bytes that match
traffic classification rules and are discarded by
CAR. The data is originated from the packet
statistics that have been collected since the
original statistics were cleared last time. To
configure CAR, run the car (traffic behavior
view) command.

Queue Matched Numbers of packets and bytes that match rules
in AF, LLQ, EF, and BE queues. The data is
originated from the packet statistics that have
been collected since the original statistics were
cleared last time.
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Item

Description

Enqueued

Numbers of forwarded packets and bytes that
match rules in AF, LLQ, EF, and BE queues. The
data is originated from the packet statistics that
have been collected since the original statistics
were cleared last time.

Discarded

Numbers of discarded packets and bytes that
match rules in AF, LLQ, EF, and BE queues. The
data is originated from the packet statistics that
have been collected since the original statistics
were cleared last time.

CAR

Numbers of packets and bytes that match the
traffic classifier. The traffic classifier is bound to
the traffic behavior that containing the CAR
action. The data is originated from the packet
statistics that have been collected since the
original statistics were cleared last time.

Green packets

Number of green packets, including the number
of bytes in green packets. The data is originated
from the packet statistics that have been
collected since the original statistics were
cleared last time.

Yellow packets

Number of yellow packets, including the
number of bytes in yellow packets. The data is
originated from the packet statistics that have
been collected since the original statistics were
cleared last time.

Red packets

Number of red packets, including the number
of bytes in red packets. The data is originated
from the packet statistics that have been
collected since the original statistics were
cleared last time.

20.1.8 display traffic-policy applied-record

Function

The display traffic-policy applied-record command displays traffic policy records.

Format

display traffic-policy applied-record [ policy-name]
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Parameters
Parameter Description Value
policy-name Displays the record of a | The value is a string of 1
specified traffic policy. If | to 31 case-sensitive
this parameter is not characters without
specified, records of all spaces.
the applied traffic
policies are displayed.
Views

All views

Default Level

1: Monitoring level

Usage Guidelines

Usage Scenario

The display traffic-policy applied-record command displays a record of an
applied traffic policy or records of all applied traffic policies, including the view,
interface number, and direction that the traffic policy/policies is/are applied to,
and number of times the traffic policy/policies is/are applied. The command
output helps you check traffic policy records and locate faults.

Precautions

If no traffic policy is created or the specified traffic policy name is incorrect, the
system displays an error message after this command is executed:

Error: Traffic policy does not exist.

Example

# Display the record of the traffic policy.

<Huawei> display traffic-policy applied-record p1

Policy Name: p1
Policy Index: 2

Classifier:c1 ~ Behavior:b1

Precedence:5

*interface GigabitEthernet2/0/0
traffic-policy p1 inbound
slot 0 : success
slot 2 : success
Classifier: c1
Operator: OR
Rule(s) :
if-match 8021p 4
Behavior: b1
Marking:
Remark DSCP cs2
Behavior: Be
Assured Forwarding:
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Bandwidth 0 (Kbps)

Policy total applied times: 1.

<Huawei> display traffic-policy applied-record p

Policy Name: p
Policy Index: 1

Classifier:c  Behavior:b Precedence:5

*global

traffic-policy p inbound
slot 11 : success

Classifier: ¢

Operator: OR

Rule(s) :
if-match any
Behavior: b
statistic: enable

Policy total applied times: 1.

Table 20-7 Description of the display traffic-policy applied-record command

output
Item Description
Policy Name Traffic policy name.
Policy Index Traffic policy index.
Classifier Traffic classifier name.
Behavior Traffic behavior name.
Precedence Priority of a pair of a traffic classifier and a
traffic behavior.
interface Interface to which the traffic policy is applied.

GigabitEthernet2/0/0

global

System to which the traffic policy is applied.

traffic-policy p1 inbound

Inbound direction to which the traffic policy p1
is applied.

slot

Status of the traffic policy applied to the
specified card.

e success: The traffic policy is applied
successfully.

e fail: The traffic policy fails to be applied.

Operator

Relationship between rules in the traffic
classifier.

Rule(s)

Rules in the traffic classifier.

Marking

Re-marking action.

Policy total applied times

Number of times the traffic policy is applied.
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Related Topics
20.1.45 traffic classifier
20.1.44 traffic behavior
20.1.46 traffic policy

20.1.9 if-match 8021p

Function
The if-match 8021p command configures a matching rule based on the 802.1p
priority of VLAN packets in a traffic classifier.
The undo if-match 8021p command deletes a matching rule based on the 802.1p
priority of VLAN packets in a traffic classifier.
By default, a matching rule based on the 802.1p priority of VLAN packets is not
configured in a traffic classifier.
Format
if-match 8021p 8027p-value &<1-8>
undo if-match 8021p
Parameters
Parameter Description Value
8021p-value Specifies the 802.1p The value is an integer
priority in VLAN packets. | that ranges from 0 to 7.
A larger value indicates a
higher priority in VLAN
packets.
Views

Traffic classifier view

Default Level

2: Configuration level

Usage Guidelines

Usage Scenario

You can run the if-match 8021p command to classify traffic based on the 802.1p
priority in VLAN packets so that the device processes packets matching the same
traffic classifier in the same manner.

Prerequisites
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Example

A traffic classifier has been created using the traffic classifier command in the
system view.

Precautions

Regardless of whether the relationship between traffic classification rules is AND
or OR, if you enter multiple values of 802.1p priorities, the packet that matches
one 802.1p priority matches a rule.

If you run the if-match 8021p command in the same traffic classifier view
multiple times, only the latest configuration takes effect.

# Configures a matching rule based on the 802.1p priority of 1 in the traffic
classifier c1.

<Huawei> system-view
[Huawei] traffic classifier c1 operator and
[Huawei-classifier-c1] if-match 8021p 1

Related Topics

20.1.45 traffic classifier

20.1.10 if-match acl

Function

Format

Parameters

The if-match acl command configures a matching rule based on an Access
Control List (ACL) in a traffic classifier.

The undo if-match acl command deletes a matching rule based on an ACL.

By default, a matching rule based on an ACL is not configured in a traffic classifier.

if-match [ ipv6 ] acl { acl-number| acl-name }

undo if-match [ ipv6 ] acl { acl-number| acl-name }

Parameter Description Value

ipv6 Indicates that IPv6 ACLs | -
are matched. If this
parameter is not
specified, IPv4 ACLs are

matched.
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Parameter Description Value
acl-number Specifies the number of | The value is an integer
an ACL. that ranges from 2000 to

4999. The number of an
ACL6 ranges from 2000
to 3999.

e ACLs numbered 2000
to 2999 are basic
ACLs, which are used
to classify all packets.

e ACLs numbered 3000
to 3999 are advanced
ACLs, which are used
to classify packets
based on Layer 3
information.

e ACLs numbered 4000
to 4999 are Layer 2
ACLs, which are used
to classify packets
based on the source
MAC address,
destination MAC
address, and packet

type.
acl-name Specifies the name of an | The value is a string of 1
ACL. to 32 case-sensitive

characters without
spaces. The value must
start with a letter (case
sensitive).

Views

Traffic classifier view

Default Level

2: Configuration level

Usage Guidelines
Usage Scenario

To classify packets based on the interface that receives packets, source IP address,
destination IP address, protocol over IP, source and destination TCP port numbers,
ICMP type and code, and source and destination MAC addresses, ARP packets,
reference an ACL in a traffic classifier. You must first define an ACL and configure
rules in the ACL, and then run the if-match acl command to configure a matching
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Example

rule based on the ACL so that the device processes packets matching the same
rule in the same manner.

Prerequisites

The following operations must have been performed:
e Create an ACL and configure rules in the ACL.
e C(Create a traffic classifier using the traffic classifier command.

Precautions

Regardless of whether the relationship between rules in a traffic classifier is AND
or OR, if an ACL contains multiple rules, the packet that matches one ACL rule
matches the ACL.

You can configure multiple ACL rules in a traffic classifier to match different types
of packets. A traffic classifier allows a maximum of 1024 if-match rules.

If a traffic policy containing if-match acl is applied to a Layer 2 interface on the
device, it does not take effect for traffic forwarded at Layer 2.

(11 NOTE

A traffic policy containing if-match ipv6 acl can be applied to only WAN-side interfaces.

# Configure a matching rule based on ACL 2046 in the traffic classifier c1.

<Huawei> system-view

[Huawei] acl 2046

[Huawei-acl-basic-2046] rule permit source any
[Huawei-acl-basic-2046] quit

[Huawei] traffic classifier c1 operator and
[Huawei-classifier-c1] if-match acl 2046

Related Topics

19.7.4 acl (system view)
20.1.18 if-match inbound-interface
20.1.30 if-match vlan-id
20.1.45 traffic classifier

20.1.11 if-match any

Function

The if-match any command configures a matching rule based on all data packets
in a traffic classifier.

The undo if-match any command deletes a matching rule based on all data
packets in a traffic classifier.

By default, a matching rule based on all data packets is not configured in a traffic
classifier.
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Format

Parameters

Views

Default Level

if-match any

undo if-match any

None

Traffic classifier view

2: Configuration level

Usage Guidelines

Example

Usage Scenario

To process all the data packets in the same manner, run the if-match any
command.

Prerequisites

A traffic classifier has been created using the traffic classifier command in the
system view.

Precautions

The if-match any command is valid for all data packets but is invalid for the
control packets sent to the CPU, such as Bridge Protocol Data Units (BPDUs) of
the Spanning Tree Protocol (STP).

(11 NOTE

A traffic policy containing if-match any that is applied to a LAN-side interface takes effect
for only IPv4 packets.

If if-match any and other Layer 3 rules exist in a traffic classifier, if-match any matches
only Layer 3 packets.

# Configure a matching rule based on all data packets in the traffic classifier c1.

<Huawei> system-view
[Huawei] traffic classifier c1 operator and
[Huawei-classifier-c1] if-match any

Related Topics

20.1.45 traffic classifier

20.1.12 if-match cvlan-8021p
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Function

The if-match cvlan-8021p command configures a matching rule based on the
802.1p priority in the inner tag of QinQ packets in a traffic classifier.

The undo if-match cvlan-8021p command deletes a matching rule based on the
802.1p priority in the inner tag of QinQ packets in a traffic classifier.

By default, a matching rule based on the 802.1p priority in the inner tag of QinQ
packets is not configured in a traffic classifier.

Format
if-match cvlan-8021p 8027p-value &<1-8>
undo if-match cvlan-8021p
Parameters
Parameter Description Value
8021p-value Specifies the 802.1p The value is an integer
priority in the inner tag that ranges from 0 to 7.
of QinQ packets. A larger value indicates a
higher priority of QinQ
packets.
Views

Traffic classifier view

Default Level

2: Configuration level

Usage Guidelines
Usage Scenario

You can run the if-match cvlan-8021p command to classify packets based on the
802.1p priority in the inner tag of QinQ packets so that the device processes
packets matching the same traffic classifier in the same manner.

Prerequisites

A traffic classifier has been created using the traffic classifier command in the
system view.

Precautions
The if-match cvlan-8021p command is valid for only the double-tagged packets.

If you enter multiple 802.1p priorities in the inner tags of packets in the
command, a packet matches a rule as long as it matches one of the 802.1p
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priorities in the inner tags of packets, regardless of whether the relationship
between traffic classification rules is AND or OR.

If you run the if-match cvlan-8021p command multiple times in the same traffic
classifier view, only the latest configuration takes effect.
Example

# Configure a matching rule based on the inner 802.1p priority of 1 in QinQ
packets in the traffic classifier c1.

<Huawei> system-view
[Huawei] traffic classifier c1 operator and
[Huawei-classifier-c1] if-match cvlan-8021p 1

Related Topics
20.1.45 traffic classifier

20.1.13 if-match cvlan-id

Function

The if-match cvlan-id command configures a matching rule based on the VLAN
ID in the inner tag of QinQ packets in a traffic classifier. You can specify the VLAN
ID range in the inner tag.

The undo if-match cvlan-id command deletes a matching rule based on the
VLAN ID in the inner tag of QinQ packets in a traffic classifier.

By default, a matching rule based on the VLAN ID in the inner tag of QinQ
packets is not configured in a traffic classifier.

Format
if-match cvlan-id start-cvian-id [ to end-cvian-id]

undo if-match cvlan-id start-cvian-id [ to end-cvian-id ]
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Parameters

Views

Default Level

Parameter

Description

Value

start-cvlan-id [ to end-
cvian-id ]

Specifies the VLAN ID in
the inner tag of a QinQ
packet.

e start-cvlan-id specifies
the start VLAN ID in
the inner tag. The
value is an integer
that ranges from 1 to
4094.

e end-cvlan-id specifies
the end VLAN ID in
the inner tag. The
value is an integer
that ranges from 1 to
4094.

The value of end-cvian-
id must be larger than
the value of start-cvian-
id.

If to end-cvlan-id is not
specified, only the VLAN
ID specified by start-
cvlan-id is matched.

Traffic classifier view

2: Configuration level

Usage Guidelines

Usage Scenario

You can run the if-match cvlan-id command to classify packets based on the
VLAN ID in the inner tag of QinQ packets so that the device processes packets

matching the same traffic classifier in the same manner.

Prerequisites

A traffic classifier has been created using the traffic classifier command in the

system view.

Precautions

The if-match cvlan-id command is valid for only the double-tagged packets.
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Example

# Configure a matching rule based on the VLAN ID of 100 in the inner tag of
QinQ packets in the traffic classifier c1.

<Huawei> system-view
[Huawei] traffic classifier c1 operator and
[Huawei-classifier-c1] if-match cvlan-id 100

Related Topics
20.1.45 traffic classifier

20.1.14 if-match destination-mac

Function
The if-match destination-mac command configures a matching rule based on
the destination MAC address in a traffic classifier.
The undo if-match destination-mac command deletes a matching rule based on
the destination MAC address in a traffic classifier.
By default, a matching rule based on the destination MAC address is not
configured in a traffic classifier.
Format
if-match destination-mac mac-address [ mac-address-mask mac-address-mask ]
undo if-match destination-mac
Parameters
Parameter Description Value
mac-address Specifies the destination | The value is in H-H-H
MAC address. format. An His a
hexadecimal number of
4 digits.
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Parameter Description Value

mac-address-mask mac- | Specifies the mask of the | The value is in H-H-H
address-mask destination MAC address. | format. An H is a
Similar to the mask of hexadecimal number of

the IP address, the value | 4 digits. The value
F indicates that the cannot be 0-0-0.
destination MAC address
is matched and the value
0 indicates that the
destination MAC address
is not matched. The
mask of the MAC
address determines a
group of MAC addresses.
The device can
accurately match certain
bits in the destination
MAC address using the
mask of the MAC
address. In practice, you
can set these bits to F in
the mask of the
destination MAC address.

Views

Traffic classifier view

Default Level

2: Configuration level

Usage Guidelines
Usage Scenario

You can run the if-match destination-mac command to configure a matching
rule based on the destination MAC address in a traffic classifier so that the device
processes packets matching the same traffic classifier in the same manner.

Prerequisites

A traffic classifier has been created using the traffic classifier command in the
system view.

Precautions

If you run the if-match destination-mac command in the same traffic classifier
view multiple times, only the latest configuration takes effect.
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Example

# Configure a matching rule based on the destination MAC address of 0050-ba27-
bed3 in the traffic classifier c1.

<Huawei> system-view
[Huawei] traffic classifier c1 operator and
[Huawei-classifier-c1] if-match destination-mac 0050-ba27-bed3

# Configure a matching rule based on the destination MAC address of XX50-bXX7-
bed3 in the traffic classifier c1.

<Huawei> system-view

[Huawei] traffic classifier c1 operator and

[Huawei-classifier-c1] if-match destination-mac 0050-b007-bed3 mac-address-mask 00ff-fOOf-ffff
Related Topics

20.1.27 if-match source-mac

20.1.45 traffic classifier

20.1.15 if-match dlci

Function
The if-match dlci command configures a matching rule based on the data line
connection identifier (DLCI) value of Frame Relay (FR) packets in a traffic
classifier.
The undo if-match dlci command deletes a matching rule based on the DLCI
value of FR packets in a traffic classifier.
By default, a matching rule based on the DLCI value of FR packets is not
configured in a traffic classifier.

Format

if-match dlci start-dlci-number [ to end-dlci-number ]

undo if-match dlci start-dici-number [ to end-dlci-number |
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Parameters

Parameter

Description

Value

start-dlci-number [ to
end-dlci-number ]

Specifies the DLCI value
in FR packets.

e start-dlci-number

The values of start-dlci-
number and end-dlci-
number are integers in

Views

Default Level

specifies the start the range of 16 to 1022.

DLCI value.

e end-dlci-number
specifies the end DLCI
value.

end-dlci-number must
be larger than start-dlci-
number. If end-dlci-
number is not specified,
only the start DLCI value
is matched.

Traffic classifier view

2: Configuration level

Usage Guidelines

Example

Usage Scenario

You can run the if-match dlci command to classify FR packets based on the DLCI
number so that the device processes packets matching the same traffic classifier in
the same manner.

Prerequisites

A traffic classifier has been created using the traffic classifier command in the
system view.

Precautions

If you run the if-match dlci command in the same traffic classifier view multiple
times, only the latest configuration takes effect.

# Configure a matching rule based on DLCI number 16 of FR packets in the traffic
classifier database.

<Huawei> system-view
[Huawei] traffic classifier database
[Huawei-classifier-database] if-match dlci 16
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Related Topics
20.1.1 classifier behavior
20.1.44 traffic behavior
20.1.45 traffic classifier
20.1.46 traffic policy

20.1.16 if-match dscp

Function
The if-match dscp command configures a matching rule based on the
Differentiated Services Code Point (DSCP) priority of packets in a traffic classifier.
The undo if-match dscp command deletes a matching rule based on the DSCP
priority of packets in a traffic classifier.
By default, a matching rule based on the DSCP priority of packets is not
configured in a traffic classifier.
Format
if-match [ ipv6 ] dscp dscp-value &<1-8>
undo if-match [ ipv6 ] dscp
Parameters
Parameter Description Value
ipv6 Indicates that IPv6 -

packets are matched. If
this parameter is not
specified, IPv4 packets
are matched.

Issue 14 (2025-10-30) Copyright © Huawei Technologies Co., Ltd. 11323



Huawei AR Series Access Routers

Command Reference

20 QoS Commands

Parameter Description Value
dscp dscp-value Specifies the DSCP The value can be a
priority. DiffServ code, an integer

ranging from 0 to 63, or
the name of the DSCP
service type such as af11,
af12, af13, af21, af22,
af23, af31, af32, af33,
af41, afd2, af43, cs1-cs7,
default, and ef.

The values
corresponding to service
types are as follows:

e af11:10
e af12:12
e af13:14
e af21:18
e af22:20
e af23:22
e af31:26
e af32:28
e af33:30
e afd1: 34
e af42: 36
e af43:38
e ¢s1:8
e (s2:16
e (s3:24
e cs4: 32
e (s5:40
e (s6:48
e (s7:56
e default: 0
o ef: 46

Views

Traffic classifier view

Default Level

2: Configuration level
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Usage Guidelines

Example

Usage Scenario

You can run the if-match dscp command to classify packets based on the DSCP
priority of packets so that the device processes packets matching the same traffic
classifier in the same manner.

Prerequisites

A traffic classifier has been created using the traffic classifier command in the
system view.

Precautions

If you enter multiple DSCP priorities in the command, a packet matches a rule as
longs as it matches one of the DSCP priorities, regardless of whether the
relationship between traffic classification rules is AND or OR.

In a traffic classifier where the relationship between rules is AND, the if-match
dscp and if-match ip-precedence commands cannot be used simultaneously.

L] NOTE
A traffic policy containing if-match ipv6 dscp can be applied to only WAN-side interfaces.

If you run the if-match dscp command in the same traffic classifier view multiple
times, only the latest configuration takes effect.

# Configure a matching rule based on the DSCP priority of 1 in the traffic classifier
class1.

<Huawei> system-view
[Huawei] traffic classifier class1
[Huawei-classifier-class1] if-match dscp 1

Related Topics

20.1.19 if-match ip-precedence
20.1.45 traffic classifier

20.1.17 if-match fr-de

Function

The if-match fr-de command configures a matching rule based on the Discard
Eligibility (DE) value of Frame Relay (FR) packets in a traffic classifier.

The undo if-match fr-de command deletes a matching rule based on the DE
value of FR packets in a traffic classifier.

By default, a matching rule based on the DE value of FR packets is not configured
in a traffic classifier.
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(11 NOTE

The AR160 series does not support this command.

Format
if-match fr-de
undo if-match fr-de
Parameters
None
Views

Traffic classifier view

Default Level

2: Configuration level

Usage Guidelines
Usage Scenario

The DE value of FR packets is set by the DTE such as a router or the FR network.
On the FR network where congestion occurs, FR packets with the DE value of 1
are discarded without any notification, and FR packets with the DE value of 0 are
not discarded.

You can run the if-match fr-de command to classify FR packets based on the DE
value. The FR packets with the DE value of 1 are matched.

Prerequisites

A traffic classifier has been created using the traffic classifier command in the
system view.

Example

# Configure a matching rule based on the DE value of 1 in FR packets in the
traffic classifier database.

<Huawei> system-view
[Huawei] traffic classifier database
[Huawei-classifier-database] if-match fr-de

Related Topics
20.1.1 classifier behavior
20.1.44 traffic behavior
20.1.45 traffic classifier
20.1.46 traffic policy
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20.1.18 if-match inbound-interface

Function
The if-match inbound-interface command configures a matching rule based on
an inbound interface in a traffic classifier.
The undo if-match inbound-interface command deletes a matching rule based
on an inbound interface in a traffic classifier.
By default, a matching rule based on an inbound interface is not configured in a
traffic classifier.
Format
if-match inbound-interface /nterface-type interface-number
undo if-match inbound-interface
Parameters
Parameter Description Value
interface-type interface- | Specifies the type and -
number number of an inbound
interface.
e /nterface-type
specifies the interface
type.
e /nterface-number
specifies the interface
number.
Views

Traffic classifier view

Default Level

2: Configuration level

Usage Guidelines

Usage Scenario

You can run the if-match inbound-interface command to classify traffic based on
an inbound interface so that the device processes packets matching the same
traffic classifier in the same manner.

Prerequisites

A traffic classifier has been created using the traffic classifier command in the

system view.
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Precautions

e A traffic policy containing if-match inbound-interface can only be configured
on WAN-side interfaces of the device.

e If you run the if-match inbound-interface command in the same traffic
classifier view multiple times, only the latest configuration takes effect.

Example

# Configure a matching rule based on the inbound interface of Eth2/0/0 in the
traffic classifier class1.
<Huawei> system-view

[Huawei] traffic classifier class1
[Huawei-classifier-class1] if-match inbound-interface ethernet 2/0/0

Related Topics
20.1.45 traffic classifier

20.1.19 if-match ip-precedence

Function
The if-match ip-precedence command configures a matching rule based on the
IP precedence of packets in a traffic classifier.
The undo if-match ip-precedence command deletes a matching rule based on
the IP precedence of packets in a traffic classifier.
By default, a matching rule based on the IP precedence of packets is not
configured in a traffic classifier.
Format
if-match ip-precedence /p-precedence-value &<1-8>
undo if-match ip-precedence
Parameters
Parameter Description Value
ip-precedence-value Specifies the IP The value is an integer
precedence. that ranges from 0 to 7.
A larger value indicates a
higher priority of
packets.
Views

Traffic classifier view
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Default Level

2: Configuration level

Usage Guidelines
Usage Scenario

You can run the if-match ip-precedence command to classify packets based on
the IP precedence so that the device processes packets matching the same traffic
classifier in the same manner.

Prerequisites

A traffic classifier has been created using the traffic classifier command in the
system view.

Precautions

After the if-match ip-precedence command is run, IP precedences are listed in
ascending order.

If you enter multiple IP precedences in the if-match ip-precedence command, a
packet matches a rule as long as it matches one of the IP precedence, regardless
of whether the relationship between traffic classification rules is AND or OR.

In a traffic classifier where the relationship between rules is AND, the if-match
dscp and if-match ip-precedence commands cannot be used simultaneously.

If you run the if-match ip-precedence command in the same traffic classifier view
multiple times, only the latest configuration takes effect.

Example

# Configure a matching rule based on the IP precedence of 1 in the traffic
classifier class1.
<Huawei> system-view

[Huawei] traffic classifier class1
[Huawei-classifier-class1] if-match ip-precedence 1

Related Topics
20.1.16 if-match dscp

20.1.19 if-match ip-precedence
20.1.45 traffic classifier

20.1.20 if-match (2-protocol

Function

The if-match [2-protocol command configures a matching rule based on the
Layer 2 protocol type in a traffic classifier.

The undo if-match 12-protocol command deletes a matching rule based on the
Layer 2 protocol type in a traffic classifier.
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By default, a matching rule based on the Layer 2 protocol type is not configured in

a traffic classifier.

Format
if-match [2-protocol { arp | ip | mpls | rarp | protocol-value }
undo if-match [2-protocol
Parameters
Parameter Description Value
arp Indicates that ARP The value of arp
packets are classified. corresponds to 0x0806.
ip Indicates that IP packets [ The value of ip
are classified. corresponds to 0x0800.
mpls Indicates that MPLS The value of mpls
packets are classified. corresponds to 0x8847.
rarp Indicates that RARP The value of rarp
packets are classified. corresponds to 0x8035.
protocol-value Specifies the value of a The value ranges from
protocol type. 0x0600 to OXFFFF in
hexadecimal notation
and must start with Ox.
The value of protocol-
value must be larger
than 0x600.
Views

Traffic classifier view

Default Level

2: Configuration level

Usage Guidelines

Usage Scenario

You can run the if-match [2-protocol command to classify packets based on the
Layer 2 protocol type so that the device processes packets matching the same
traffic classifier in the same manner.

Prerequisites

A traffic classifier has been created using the traffic classifier command in the

system view.
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Precautions
The device supports Layer 2 protocols including ARP, IP, MPLS, and RARP.
{0 NOTE

A traffic policy containing if-match 12-protocol that is applied to a LAN-side interface
takes effect for only IPv4 packets.

If you run the if-match 2-protocol command in the same traffic classifier view
multiple times, only the latest configuration takes effect.

Example

# Define a matching rule based on the protocol type of ARP in the traffic classifier
cl.

<Huawei> system-view
[Huawei] traffic classifier c1 operator and
[Huawei-classifier-c1] if-match 12-protocol arp

Related Topics
20.1.45 traffic classifier

20.1.21 if-match mpls-exp

Function

The if-match mpls-exp command configures a matching rule based on the EXP
priority of MPLS packets in a traffic classifier.

The undo if-match mpls-exp command deletes a matching rule based on the EXP
priority of MPLS packets in a traffic classifier.

By default, a matching rule based on the EXP priority of MPLS packets is not
configured in a traffic classifier.

(1 NOTE

The ART00&AR120&AR150&AR1T60&AR200 series do not support the if-match mpls-exp
command.

Format

if-match mpls-exp exp-value &<1-8>

undo if-match mpls-exp
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Parameter Description Value
exp-value Specifies the EXP priority | The value is an integer
of MPLS packets. that ranges from O to 7.

A larger value indicates a
higher priority of MPLS
packets.

Views

Traffic classifier view

Default Level

2: Configuration level

Usage Guidelines
Usage Scenario

You can run the if-match mpls-exp command to classify MPLS packets based on
the EXP priority so that the device processes packets matching the same traffic
classifier in the same manner.

Prerequisites

A traffic classifier has been created using the traffic classifier command in the
system view.

Precautions

If you enter multiple values of EXP priorities in the command, a packet matches
the traffic classifier as long as it matches one of the EXP priorities, regardless of
whether the relationship between traffic classification rules is AND or OR.

A traffic policy containing if-match mpls-exp that is applied to the outbound
direction does not take effect.

If you run the if-match mpls-exp command in the same traffic classifier view
multiple times, only the latest configuration takes effect.

Example

# Configure a matching rule based on the EXP priority of 1 or 4 in the traffic
classifier class1.

<Huawei> system-view
[Huawei] traffic classifier class1
[Huawei-classifier-class1] if-match mpls-exp 1 4

Related Topics
20.1.45 traffic classifier
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20.1.22 if-match outbound-interface

Function
The if-match outbound-interface command configures a matching rule based on
an outbound cellular interface in a traffic classifier.
The undo if-match outbound-interface command deletes a matching rule based
on an outbound cellular interface in a traffic classifier.
By default, no matching rule based on an outbound cellular interface is configured
in a traffic classifier.
Format
if-match outbound-interface Cellular /nterface-number:.channel
undo if-match outbound-interface
Parameters
Parameter Description Value
Cellular /nterface- Specifies the number of | -
number a cellular interface.
channel Specifies the channel ID | The value is 1 or 2.
of a cellular interface.
Views

Traffic classifier view

Default Level

2: Configuration level

Usage Guidelines
Usage Scenario

You can run the if-match outbound-interface command to classify packets based
on an outbound cellular interface so that the device processes packets matching
the same traffic classifier in the same manner.

Prerequisites

A traffic classifier has been created using the traffic classifier command in the
system view.

Precautions
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e The traffic policy that is bound to the traffic classifier based on the outbound
interface can be only applied to the cellular interface in the outbound
direction.

e If you run the if-match outbound-interface command in the same traffic
classifier view multiple times, only the latest configuration takes effect.

Example

# Configure a matching rule based on the outbound interface of Cellular3/0/0:1 in
the traffic classifier class1.

<Huawei> system-view

[Huawei] traffic classifier class1
[Huawei-classifier-class1] if-match outbound-interface Cellular 3/0/0:1

Related Topics
20.1.45 traffic classifier

20.1.23 if-match packet-length

Function
The if-match packet-length command configures a matching rule based on the
IPv4 packet length in a traffic classifier.
The undo if-match packet-length command deletes a matching rule based on
the IPv4 packet length in a traffic classifier.
By default, no matching rule based on the IPv4 packet length is configured in a
traffic classifier.
Format
if-match packet-length min-length [ to max-length ]
undo if-match packet-length
Parameters
Parameter Description Value
min-length Specifies the minimum The value is an integer
value in the IPv4 packet | that ranges from 1 to
length range if max- 16000, in bytes.

length is specified, or the
IPv4 packet length if
max-length is not
specified.
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Parameter Description Value
to max-length Specifies the maximum The value is an integer
value in the IPv4 packet | that ranges from 1 to
length range. If this 16000, in bytes. The
parameter is not value of max-length
specified, the IPv4 packet | must be larger than or
length is matched. equal to the value of
min-length.
Views

Default Level

Traffic classifier view

2: Configuration level

Usage Guidelines

Example

Usage Scenario

You can run the if-match packet-length command to classify packets based on
the IPv4 packet length so that the device processes packets matching the same
traffic classifier in the same manner.

Prerequisites

A traffic classifier has been created using the traffic classifier command in the
system view.

Precautions

In the if-match packet-length command, the matched packet length is the IP
packet header plus the data length, excluding the Ethernet packet header.

The if-match packet-length command cannot be used to match the IPv6 packet
length.

If you run the if-match packet-length command in the same traffic classifier view
multiple times, only the latest configuration takes effect.

# Configure a matching rule based on the IPv4 packet length of 1000 bytes in the
traffic classifier class1.

<Huawei> system-view
[Huawei] traffic classifier class1
[Huawei-classifier-class1] if-match packet-length 1000

Related Topics

20.1.45 traffic classifier
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20.1.24 if-match protocol

Function

The if-match protocol command configures a matching rule based on a protocol
in a traffic classifier.

The undo if-match protocol command deletes a matching rule based on a
protocol in a traffic classifier.

By default, a matching rule based on a protocol is not configured in a traffic
classifier.

Format
if-match protocol { ip | ipv6 }

undo if-match protocol

Parameters

Parameter Description Value

ip Indicates an IP protocol. | -

ipv6 Indicates an IPv6 -
protocol.

Views

Traffic classifier view

Default Level

2: Configuration level

Usage Guidelines
Usage Scenario

You can run the if-match protocol command to classify packets based on a

protocol so that the device processes packets of the same protocol in the same
manner.

Prerequisites

A traffic classifier has been created using the traffic classifier command in the
system view.

Precautions
Currently, the device supports IPv4 and IPv6.

If you run the if-match protocol command in the same traffic classifier view
multiple times, only the latest configuration takes effect.
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Example

# Configure a matching rule based on the IP protocol in the traffic classifier c1.

<Huawei> system-view
[Huawei] traffic classifier c1 operator and
[Huawei-classifier-c1] if-match protocol ip

Related Topics

20.1.45 traffic classifier

20.1.25 if-match qos-group

Function

Format

Parameters

The if-match qos-group command configures a matching rule for traffic
classification based on the QoS group index in a traffic classifier.

The undo if-match qos-group command deletes a matching rule based on the
QoS group index in a traffic classifier.

By default, no matching rule based on the QoS group index is configured in a
traffic classifier.

if-match qos-group min-value [ to max-value]

undo if-match qos-group min-value [ to max-value]

Parameter Description Value
min-value [ to max- Specifies the QoS group | e The value of min-
value ] ID ranges. value is an integer

e min-value specifies that ranges from 1 to

the ID of the first QoS 99.
group. e The value of max-

e to max-value specifies valueis an integer
the ID of the last QoS that ranges from 1 to
group. The value of 99.
max-value must be
greater than the value
of min-value. max-
value and min-value
identify a range of
QoS groups. If to
max-value is not
specified, only the
QoS group specified
by min-value is

displayed.
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Views

Default Level

Traffic classifier view

2: Configuration level

Usage Guidelines

Example

Usage Scenario

After a QoS group of packets is specified, run the if-match qos-group command
to configure a matching rule based on the QoS group index of packets in a traffic
classifier so that the device can provide differentiated services.

Prerequisites

e Run the remark qos-group command in the traffic behavior view to configure
the QoS group that packets belong to.

(10 NOTE

A QoS group that packets belong to has been configured using the qos group
command in the view of the IPSec policy in manual mode, view of the IPSec policy in
ISAKMP mode, IPSec policy template view, IPSec profile view, or Efficient VPN policy
view.

e A traffic classifier has been created using the traffic classifier command in
the system view.

Precautions

If a QoS group is modified in an IPSec policy and the traffic policy matches the
modified QoS group, run the reset ipsec sa or reset ike sa command to clear SAs
and establish new SAs through re-negotiation.

The if-match qos-group and if-match packet-length commands cannot be
configured in the same traffic classifier.

# Configure the device to match packets with QoS group 2 to 10 in the traffic
classifier class1.

<Huawei> system-view

[Huawei] traffic behavior b

[Huawei-behavior-b] remark qos-group 3
[Huawei-behavior-b] traffic classifier class1
[Huawei-classifier-class1] if-match qos-group 2 to 10

Related Topics

20.1.45 traffic classifier
20.1.40 remark gos-group

20.1.26 if-match rtp
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Function

The if-match rtp command configures a matching rule based on the Real-time
Transport Protocol (RTP) port number in a traffic classifier.

The undo if-match rtp command deletes a matching rule based on the RTP port
number in a traffic classifier.

By default, a matching rule based on the RTP port number is not configured in a
traffic classifier.

Format
if-match rtp start-port start-port-number end-port end-port-number
undo if-match rtp
Parameters
Parameter Description Value
start-port start-port- Specifies the start RTP The value is an integer
number port number. that ranges from 2000 to
65535.
end-port end-port- Specifies the end RTP The value is an integer
number port number. that ranges from 2000 to
65535. end-port-number
must be larger than
start-port-number.
Views

Traffic classifier view

Default Level

2: Configuration level

Usage Guidelines
Usage Scenario

You can run the if-match rtp command to classify packets based on the RTP port
number so that the device processes packets with even port numbers in the range
of start-port-number and end-port-number matching the same traffic classifier in
the same manner.

Prerequisites

A traffic classifier has been created using the traffic classifier command in the
system view.

Precautions
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A traffic policy containing if-match rtp can only be configured on WAN-side
interfaces of the device.

If you run the if-match rtp command in the same traffic classifier view multiple
times, only the latest configuration takes effect.

Example

# Configure a matching rule based on even port numbers in the range of 2222 to
2666 in the traffic classifier database.

<Huawei> system-view
[Huawei] traffic classifier database
[Huawei-classifier-database] if-match rtp start-port 2222 end-port 2666

Related Topics

20.1.1 classifier behavior
20.1.44 traffic behavior
20.1.45 traffic classifier
20.1.46 traffic policy

20.1.27 if-match source-mac

Function
The if-match source-mac command configures a matching rule based on the
source MAC address in a traffic classifier.
The undo if-match source-mac command deletes a matching rule based on the
source MAC address in a traffic classifier.
By default, a matching rule based on the source MAC address is not configured in
a traffic classifier.
Format
if-match source-mac mac-address [ mac-address-mask mac-address-mask ]
undo if-match source-mac
Parameters
Parameter Description Value
mac-address Specifies the source MAC | The value is in H-H-H
address. format. An His a
hexadecimal number of
4 digits.
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Parameter Description Value
mac-address-mask mac- | Specifies the mask of the | The value is in H-H-H
address-mask source MAC address. format. An His a
Similar to the mask of hexadecimal number of
the IP address, the mask | 4 digits. The value
of the MAC address cannot be 0-0-0.

determines a group of
MAC addresses. The
device can accurately
match certain bits in the
source MAC address
using the mask of the
MAC address. In practice,
you can set these bits to
F in the mask of the
source MAC address.

Views

Traffic classifier view

Default Level

2: Configuration level

Usage Guidelines
Usage Scenario

You can run the if-match source-mac command to classify packets based on the
source MAC address so that the device processes packets matching the same
traffic classifier in the same manner.

Prerequisites

A traffic classifier has been created using the traffic classifier command in the
system view.

Precautions

If you run the if-match source-mac command in the same traffic classifier view
multiple times, only the latest configuration takes effect.

Example

# Configure a matching rule based on the source MAC address of 0050-ba27-bed2
in the traffic classifier c1.

<Huawei> system-view
[Huawei] traffic classifier c1 operator and
[Huawei-classifier-c1] if-match source-mac 0050-ba27-bed2
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# Configure a matching rule based on the source MAC address of XX50-bXX7-
bed3 in the traffic classifier c1.

<Huawei> system-view
[Huawei] traffic classifier c1 operator and
[Huawei-classifier-c1] if-match source-mac 0050-ba27-bed3 mac-address-mask 00ff-fOOf-ffff

Related Topics
20.1.14 if-match destination-mac
20.1.45 traffic classifier

20.1.28 if-match tcp

Function
The if-match tcp command configures a matching rule based on the SYN Flag in
the TCP packet header in a traffic classifier.
The undo if-match tcp command deletes a matching rule based on the SYN Flag
in the TCP packet header in a traffic classifier.
By default, a matching rule based on the SYN Flag in the TCP packet header is not
configured in a traffic classifier.
Format
if-match tcp syn-flag { ack | fin | psh | rst | syn |urg }’
undo if-match tcp syn-flag
Parameters
Parameter Description Value
syn-flag Specifies the SYN Flag in | -

the TCP packet header.

ack Indicates that the SYN -
Flag type in the TCP
packet header is ACK.

fin Indicates that the SYN -
Flag type in the TCP
packet header is FIN.

psh Indicates that the SYN -
Flag type in the TCP
packet header is PSH.

rst Indicates that the SYN -
Flag type in the TCP
packet header is RST.
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Parameter Description Value
syn Indicates that the SYN -

Views

Default Level

Flag type in the TCP
packet header is SYN.

urg Indicates that the SYN -
Flag type in the TCP
packet header is URG.

Traffic classifier view

2: Configuration level

Usage Guidelines

Example

Usage Scenario

You can run the if-match tcp command to classify packets based on the SYN Flag
in the TCP packet header so that the device processes packets matching the same
traffic classifier in the same manner.

Prerequisites

A traffic classifier has been created using the traffic classifier command in the
system view.

Precautions

A traffic policy containing if-match tcp that is applied to a LAN-side interface
takes effect for only IPv4 packets.

If you run the if-match tcp command in the same traffic classifier view multiple
times, only the latest configuration takes effect.

# Configure a matching rule based on the SYN Flag of psh in the traffic classifier
cl.

<Huawei> system-view
[Huawei] traffic classifier c1 operator and
[Huawei-classifier-c1] if-match tcp syn-flag psh

Related Topics

20.1.45 traffic classifier
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20.1.29 if-match user-set

Function

Format

Parameters

Views

Default Level

The if-match user-set command configures a matching rule based on the user

group in a traffic classifier.

The undo if-match user-set command deletes a matching rule based on the user

group in a traffic classifier.

By default, no matching rule based on the user group is configured in a traffic

classifier.

(11 NOTE

Only the ART00&AR120&AR150&AR160&AR200 series supports this command.

if-match user-set user-set-name [ time-range time-range-name ]

undo if-match user-set

Parameter

Description

Value

user-set-name

Specifies the name of a
user group.

The value is a string of 1
to 32 case-sensitive
characters without
spaces.

time-range time-range-
name

Specifies the time range
during which traffic from
a user group is limited.
The time range must
have been configured
using the time-range
command; otherwise, the
time range does not take
effect after the if-match
user-set command is
used.

The value is a string of 1
to 32 case-sensitive
characters without
spaces, starting with an
upper-case or lower-case
letter.

Traffic classifier view

2: Configuration level
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Usage Guidelines
Usage Scenario

You can run the if-match user-set command to configure a matching rule based
on the user group in a traffic classifier so that the device processes packets
matching the same traffic classifier in the same manner.

Prerequisites

A user group has been created using the user-set command.

Example

# Define a matching rule to match packets from the user group vip in the traffic
classifier class1.

<Huawei> system-view

[Huawei] web

[Huawei-web] user-set vip
[Huawei-web-user-set-vip] quit

[Huawei-web] quit

[Huawei] traffic classifier class1 operator or
[Huawei-classifier-class1] if-match user-set vip

Related Topics
20.1.45 traffic classifier
19.7.24 time-range
20.8.6 user-set

20.1.30 if-match vlan-id

Function
The if-match vlan-id command configures a matching rule based on the VLAN ID
of packets in a traffic classifier.
The undo if-match vlan-id command deletes a matching rule based on the VLAN
ID of packets in a traffic classifier.
By default, a matching rule based on the VLAN ID of packets is not configured in a
traffic classifier.

Format

if-match vlan-id start-vian-id [ to end-vian-id ]

undo if-match vlan-id start-vian-id [ to end-vian-id |
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Parameters
Parameter Description Value
start-vlan-id [ to end- Specifies the outer VLAN | e start-vian-id specifies
vian-id | ID. the start outer VLAN

Views

Default Level

ID. The value of start-
vlan-idis an integer
that ranges from 1 to
4094.

e end-vian-id specifies
the end outer VLAN
ID. The value of end-
vlan-id is an integer
that ranges from 1 to
4094.

end-vilan-id must be
larger than start-vian-id.
If to end-vian-id is not
specified, only the VLAN
ID specified by start-
vian-id is matched.

Traffic classifier view

2: Configuration level

Usage Guidelines

Example

Usage Scenario

You can run the if-match vlan-id command to classify packets based on the VLAN
ID so that the device processes packets matching the same traffic classifier in the
same manner.

Prerequisites

A traffic classifier has been created using the traffic classifier command in the
system view.

# Configure a matching rule based on VLAN 2 in the traffic classifier c1.

<Huawei> system-view
[Huawei] traffic classifier c1 operator and
[Huawei-classifier-c1] if-match vlan-id 2
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Related Topics

20.1.45 traffic classifier

20.1.31 if-match pvc

The if-match pvc command configures a matching rule based on the Permanent
Virtual Circuit (PVC) of ATM packets in a traffic classifier.

The undo if-match pvc command deletes a matching rule based on the PVC of
ATM packets in a traffic classifier.

By default, a matching rule based on the PVC of ATM packets is not configured in

if-match pvc vpi-number/ vci-number

undo if-match pvc vpi-number] vci-number

Description

Value

vpi-number|vci-number | Specifies the Virtual Path

Identifier (VPI) or Virtual
Channel Identifier (VCI)
number.

e The VPl number is an
integer that ranges
from 0 to 255.

e The VCI number is an
integer that can be
0-2, or 5-65534.

Function
a traffic classifier.
Format
Parameters
Parameter
Views

Traffic classifier view

Default Level

2: Configuration level

Usage Guidelines

Usage Scenario

You can run the if-match pvc command to classify ATM packets based on the PVC
so that the device processes packets matching the same traffic classifier in the
same manner.

Prerequisites
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A traffic classifier has been created using the traffic classifier command in the
system view.

Precautions

If you run the if-match pvc command in the same traffic classifier view multiple
times, only the latest configuration takes effect.

Example
# Configure a matching rule based on the VPI/VCI pair of 1/101 in the traffic
classifier database.

<Huawei> system-view
[Huawei] traffic classifier database
[Huawei-classifier-database] if-match pvc 1/101

Related Topics
20.1.1 classifier behavior
20.1.44 traffic behavior
20.1.45 traffic classifier
20.1.46 traffic policy

20.1.32 ip netstream sampler (traffic behavior view)

Function
The ip netstream sampler command configures an action of sampling IPv4
packets in a traffic behavior.
The undo ip netstream command deletes an action of sampling IPv4 packets in a
traffic behavior.
By default, an action of sampling IPv4 packets is not configured in a traffic
behavior.
Format
ip netstream sampler { fix-packets packet-interval | fix-time time-interval |
random-packets packet-interval | random-time time-interval} { multicast | rpf-
failure | unicast }’
undo ip netstream
Parameters
Parameter Description Value
fix-packets packet- Specifies the number of | The value is an integer
interval packets between two that ranges from 1 to

sampled packets in the 65535.
packet-based regular
sampling.

Issue 14 (2025-10-30) Copyright © Huawei Technologies Co., Ltd. 11348



Huawei AR Series Access Routers
Command Reference

20 QoS Commands

Default Level

Parameter

Description

Value

fix-time time-interval

Specifies the sampling
interval in time-based
regular sampling.

The value is an integer
that ranges from 5 to
30000, in milliseconds.

random-packets packet-
interval

Specifies the number of
packets between two
sampled packets in the
packet-based random
sampling.

The value is an integer
that ranges from 1 to
65535.

random-time &ime-
interval

Specifies the sampling
interval in time-based
random sampling.

The value is as follows:
e 30

e 60

e 120

e 240

e 48.0

e 96.0

e 1920

e 3835

e 7670

e 1534.0

e 3068.0

e 6136.0

The unit is millisecond.

multicast

Enables sampling of
multicast packets.

rpf-failure

Enables sampling of
packets that fail the RPF
check in a traffic
behavior.

unicast

Enables sampling of
unicast packets.

Traffic behavior view

2: Configuration level

Usage Guidelines

Usage Scenario
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You can configure NetStream for packets matching a traffic classifier, and set a
sampling mode and the sampling interval so that the device only analyzes
statistics on packets matching the traffic classifier.

If you run the ip netstream sampler command multiple times in the same view,
only the latest configuration takes effect.
Example

# Configure sampling of multicast packets at intervals of 100 packets in the traffic
behavior b1.

<Huawei> system-view
[Huawei] traffic behavior b1
[Huawei-behavior-b1] ip netstream sampler fix-packets 100 multicast

Related Topics
21.12.13 ip netstream

20.1.33 gos pre-nat

Function
The gos pre-nat command enables NAT pre-classification.
The undo qos pre-nat command disables NAT pre-classification.
By default, NAT pre-classification is disabled.
Format
gos pre-nat
undo gos pre-nat
Parameters
None
Views

Interface view

Default Level

2: Configuration level

Usage Guidelines
Usage Scenario

After the NAT-enabled device translates the private IP address of IP packets into
the public IP address, the NAT-enabled device cannot identify the private IP
address before translation on the outbound interface and cannot classify IP
packets based on private IP addresses. NAT pre-classification enables the NAT-
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Example

enabled device to carry the private IP address before translation on the outbound
interface so that the NAT-enabled device can classify IP packets based on private
IP addresses and provide differentiated services.

Follow-up Procedure

Configure a traffic classifier, configure a matching rule based on private IP
addresses, configure a traffic behavior for packets matching the traffic classifier,
associate the traffic classifier with the traffic behavior in a traffic policy, and apply
the traffic policy to the outbound interface of the NAT-enabled device.

# Enable NAT pre-classification on GE1/0/0 and configure traffic policing for
packets matching private IP addresses.

<Huawei> system-view

[Huawei] acl 2001

[Huawei-acl-basic-2001] rule permit source 10.110.10.0 0.0.0.255
[Huawei-acl-basic-2001] quit

[Huawei] nat address-group 1 10.2.2.2 10.2.2.3

[Huawei] interface gigabitethernet 1/0/0
[Huawei-GigabitEthernet1/0/0] qos pre-nat
[Huawei-GigabitEthernet1/0/0] quit

[Huawei] traffic classifier c1

[Huawei-classifier-c1] if-match acl 2001
[Huawei-classifier-c1] quit

[Huawei] traffic behavior b1

[Huawei-behavior-b1] car cir 10000

[Huawei-behavior-b1] quit

[Huawei] traffic policy p1

[Huawei-trafficpolicy-p1] classifier c1 behavior b1
[Huawei-trafficpolicy-p1] quit

[Huawei] interface gigabitethernet 1/0/0
[Huawei-GigabitEthernet1/0/0] traffic-policy p1 outbound

Related Topics

8.5.24 nat outbound

20.1.34 remark 8021p

Function

Format

The remark 8021p command configures an action of re-marking the 802.1p
priority in VLAN packets in a traffic behavior.

The undo remark 8021p command deletes the configuration.

By default, an action of re-marking the 802.1p priority in VLAN packets is not
configured in a traffic behavior.

remark 8021p 8027p-value

undo remark 8021p
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Parameters

Parameter Description Value

8021p-value Specifies the 802.1p The value is an integer

Views

Default Level

priority in VLAN packets. | that ranges from 0 to 7.
A larger value indicates a
higher priority in VLAN
packets.

Traffic behavior view

2: Configuration level

Usage Guidelines

Example

Usage Scenario

To provide differentiated services based on the inner 802.1p priority in VLAN
packets, run the remark 8021p command to configure the device to re-mark the
inner 802.1p priority in VLAN packets in a traffic behavior.

Follow-up Procedure

Run the traffic policy command to create a traffic policy and run the classifier
behavior command in the traffic policy view to bind the traffic classifier to the
traffic behavior containing 8021.p priority re-marking.

Precautions

If a traffic policy containing remark 8021p is applied to the outbound direction on
an interface, the device still processes outgoing packets based on the original
priority but the downstream Layer 2 device processes the packets based on the re-
marked priority.

If the trust command and a traffic policy containing remark 8021p are used on
the same interface, remark 8021p in the traffic policy takes precedence over the
trust command. Packet priorities are not affected by the trust command.

If you run the remark 8021p command in the same traffic behavior view multiple
times, only the latest configuration takes effect.

# Re-mark 802.1p priorities of VLAN packets with 4 in the traffic behavior b1.

<Huawei> system-view
[Huawei] traffic behavior b1
[Huawei-behavior-b1] remark 8021p 4
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Related Topics
20.1.9 if-match 8021p
20.1.44 traffic behavior

20.1.35 remark cvlan-8021p

Function
The remark cvlan-8021p command configures an action of re-marking the inner
802.1p priority in QinQ packets in a traffic behavior.
The undo remark cvlan-8021p command deletes the configuration.
By default, an action of re-marking the inner 802.1p priority in QinQ packets is
not configured in a traffic behavior.
Format
remark cvlan-8021p 8027p-value
undo remark cvlan-8021p
Parameters
Parameter Description Value
8021p-value Re-marks the inner The value is an integer
802.1p priority in QinQ that ranges from 0 to 7.
packets. A larger value indicates a
higher priority.
Views

Traffic behavior view

Default Level

2: Configuration level

Usage Guidelines
Usage Scenario

To provide differentiated services based on the inner 802.1p priority in QinQ
packets, run the remark cvlan-8021p command to configure the upstream device
to re-mark the inner 802.1p priority in QinQ packets in a traffic behavior.

Precautions

The remark cvlan-8021p command is valid only for QinQ packets that carry two
or more layers of tags.
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If you run the remark cvlan-8021p command in the same traffic behavior view
multiple times, only the latest configuration takes effect.

Example

# Re-mark the inner 802.1p priority in QinQ packets with 5 in the traffic behavior

b1.

<Huawei> system-view
[Huawei] traffic behavior b1
[Huawei-behavior-b1] remark cvlan-8021p 5

Related Topics
20.1.44 traffic behavior

20.1.36 remark dscp

Function
The remark dscp command configures an action of re-marking the DSCP priority
in IP packets in a traffic behavior.
The undo remark dscp command deletes the configuration.
By default, an action of re-marking the DSCP priority in IP packets is not
configured in a traffic behavior.
Format
remark dscp { dscp-name | dscp-value}
undo remark dscp
Parameters
Parameter Description Value
dscp-name Specifies the DSCP The value can be ef,
priority name in IP af11, af12, af13, af21,
packets. af22, af23, af31, af32,
af33, af41, af42, af43,
cs1, cs2, ¢s3, cs4, cs5,
cs6, cs7, or default.
dscp-value Specifies the DSCP The value is an integer
priority in IP packets. that ranges from 0 to 63.
A larger value indicates a
higher priority.
Views

Traffic behavior view
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Default Level

2: Configuration level

Usage Guidelines

Example

Usage Scenario

To provide differentiated services based on the DSCP priority, run the remark dscp
command to configure the device to re-mark the DSCP priority in IP packets in a
traffic behavior.

Follow-up Procedure

Run the traffic policy command to create a traffic policy and run the classifier
behavior command in the traffic policy view to bind the traffic classifier to the
traffic behavior containing DSCP priority re-marking.

Precautions

If a traffic policy containing remark dscp is applied to the outbound direction on
an interface, the device still processes outgoing packets based on the original
priority but the downstream Layer 3 device or above processes the packets based
on the re-marked priority.

If the trust command and a traffic policy containing remark dscp are used on the
same interface, remark dscp in the traffic policy takes precedence over the trust
command. Packet priorities are not affected by the trust command.

If you run the remark dscp command in the same traffic behavior view multiple
times, only the latest configuration takes effect.

# Re-mark the DSCP priority in IP packets with 56 in the traffic behavior b1.

<Huawei> system-view
[Huawei] traffic behavior b1
[Huawei-behavior-b1] remark dscp 56

Related Topics

20.1.44 traffic behavior

20.1.37 remark fr-de

Function

The remark fr-de command configures an action of re-marking the DE value in
FR packets in a traffic behavior.

The undo remark fr-de command deletes the configuration.

By default, an action of re-marking the DE value in FR packets is not configured in
a traffic behavior.
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Format
remark fr-de fr-de-value

undo remark fr-de

Parameters
Parameter Description Value
fr-de-value Specifies the DE value in | The value is O or 1.
FR packets.
Views

Traffic behavior view

Default Level

2: Configuration level

Usage Guidelines
Usage Scenario

The remark fr-de command takes effect for FR packets with the DE value. The
device replaces the DE value in FR packets sent on an interface by using the
remark fr-de command. When FR packets with the DE value reach a downstream
device through the device, you can run the remark fr-de command to re-mark the
DE value in FR packets so that the downstream device can identify the packets.

Precautions

If you run the remark fr-de command in the same traffic classifier view multiple
times, only the latest configuration takes effect.

Example

# Re-mark the DE value in FR packets to 1 in the traffic behavior database.

<Huawei> system-view
[Huawei] traffic behavior database
[Huawei-behavior-database] remark fr-de 1

Related Topics
20.1.1 classifier behavior
20.1.44 traffic behavior
20.1.45 traffic classifier
20.1.46 traffic policy
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20.1.38 remark local-precedence

Function
The remark local-precedence command configures an action of re-marking the
internal priority in packets in a traffic behavior.
The undo remark local-precedence command deletes the configuration.
By default, an action of re-marking the internal priority in packets is not
configured in a traffic behavior.
Format
remark local-precedence /local-precedence-value
undo remark local-precedence
Parameters
Parameter Description Value
local-precedence-value Specifies the internal The value is an integer
priority value. that ranges from 0 to 7.
A larger value indicates a
higher priority. The value
can be af1, af2, af3, af4,
be, cs6, cs7, or ef.
The values
corresponding to internal
priority names are as
follows:
e afl: 1
e af2:2
e af3:3
e afd: 4
e be:0
® (s6:6
o cs7:7
e ef:5
Views

Traffic behavior view

Default Level

2: Configuration level
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Usage Guidelines

Example

Usage Scenario

To provide differentiated services based on the internal priority of packets, run the
remark local-precedence command to configure the device to re-mark the
internal priority of packets so that the device can provide QoS based on the re-
marked priority.

Follow-up Procedure

Run the traffic policy command to create a traffic policy and run the classifier
behavior command in the traffic policy view to bind the traffic classifier to the
traffic behavior containing internal priority re-marking.

Precautions

Re-marking the internal priority only affects QoS processing of packets on the
device.

When remark local-precedence is defined in the traffic behavior, you are advised
to apply the traffic policy containing the traffic behavior to the inbound direction
of the interface.

If you run the remark local-precedence command in the same traffic behavior
view multiple times, only the latest configuration takes effect.

# Re-mark the internal priority of packets with 2 in the traffic behavior b1.

<Huawei> system-view
[Huawei] traffic behavior b1
[Huawei-behavior-b1] remark local-precedence 2

Related Topics

20.1.44 traffic behavior

20.1.39 remark mpls-exp

Function

Format

The remark mpls-exp command configures an action of re-marking the EXP
priority in MPLS packets in a traffic behavior.

The undo remark mpls-exp command deletes the configuration.

By default, an action of re-marking the EXP priority in MPLS packets is not
configured in a traffic behavior.

(11 NOTE

The ARTO00&AR120&AR150&AR160&AR200 series do not support this command.

remark mpls-exp exp-value
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Parameters

Views

Default Level

undo remark mpls-exp

Parameter Description Value
exp-value Specifies the EXP priority | The value is an integer
of MPLS packets. that ranges from O to 7.

A larger value indicates a
higher priority of MPLS
packets.

Traffic behavior view

2: Configuration level

Usage Guidelines

Example

Usage Scenario

To provide differentiated services based on the DSCP priority, run the remark
mpls-exp command to configure the device to re-mark the EXP priority in MPLS
packets in a traffic behavior.

Follow-up Procedure

Run the traffic policy command to create a traffic policy and run the classifier
behavior command in the traffic policy view to bind the traffic classifier to the
traffic behavior containing internal priority re-marking.

Precautions

If a traffic policy containing remark mpls-exp is applied to the outbound direction
on an interface, the device still processes outgoing packets based on the original
priority but the downstream device processes the packets based on the re-marked
priority.

If the trust command and a traffic policy containing remark mpls-exp are used
on the same interface, remark mpls-exp in the traffic policy takes precedence
over the trust command. Packet priorities are not affected by the trust command.

If you run the remark mpls-exp command in the same traffic behavior view
multiple times, only the latest configuration takes effect.

# Re-mark the EXP priority in MPLS packets with 4 in the traffic behavior b1.

<Huawei> system-view
[Huawei] traffic behavior b1
[Huawei-behavior-b1] remark mpls-exp 4
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Related Topics

20.1.21 if-match mpls-exp
20.1.44 traffic behavior

20.1.40 remark gos-group

Function

Format

Parameters

Views

Default Level

The remark gos-group command configures a QoS group that packets belong to.

The undo remark qos-group command deletes a QoS group that packets belong
to.

By default, the QoS group that packets belong to is not configured.

remark qos-group gos-group-value

undo remark qos-group

Parameter Description Value
qos-group-value Specifies the ID of a QoS The value is an integer that
group. ranges from 1 to 99.

Traffic behavior view

2: Configuration level

Usage Guidelines

Usage Scenario

After the QoS group that packets belong to is specified, the device classifies
packets to implement QoS management.

Follow-up Procedure

After the QoS group that packets belong to is configured, run the if-match qos-
group command in the traffic classifier view to create a matching rule based on
the QoS group.

Precautions

After the QoS group that packets belong to is configured, packets are not
modified and the configuration is not delivered to the downstream device.
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Example

A QoS group that IPSec packets belong to has been configured using the qos
group command in the view of the IPSec policy in manual mode, view of the IPSec
policy in ISAKMP mode, IPSec policy template view, IPSec profile view, or Efficient

VPN policy view.

# Configure QoS group 2 that packets belong to in the traffic behavior view.

<Huawei> system-view
[Huawei] traffic behavior b

[Huawei-behavior-b] remark qos-group 2

Related Topics

20.1.44 traffic behavior

20.1.25 if-match gos-group

20.1.41 reset traffic policy statistics

Function

Format

Parameters

The reset traffic policy statistics command clears traffic statistics on an interface
to which a traffic policy has been applied.

reset traffic policy statistics interface /interface-type interface-number [ pvc vpi-
numbery/vci-number | dlci dlic-number] { inbound | outbound }

reset traffic policy statistics interface virtual-template vé-number virtual-
access va-number { inbound | outbound }

Parameter

Description

Value

interface /interface-type
interface-number

Clears traffic statistics on
a specified interface.

e /nterface-type
specifies the interface
type.

e /nterface-number
specifies the interface
number.

pvc vpi-number] vci-
number

Specifies the Virtual Path
Identifier (VPI)/Virtual
Channel Identifier (VCI)
pair.

The VPI/VCI pair can be
specified on only ATM
interfaces.

e vpi-numberis an
integer that ranges
from 0 to 255.

e vci-numberis an
integer that can be
0-2, or 5-255.
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Parameter

Description

Value

dlci dlic-number

Specifies the DLCI
number.

The DLCI number can be
specified on only serial
or MFR interfaces.

The value is an integer
that ranges from 16 to
1022.

virtual-template v¢-
number virtual-access
va-number

Clears traffic statistics on
a specified virtual
interface.

The value of vt-number
is an integer that ranges
from 0 to 1023.

The value of va-number
is an integer that ranges
from 0 to 1023.

e virtual-template v¢-
number specifies the
number of a virtual
template interface.

e virtual-access va-
number specifies the
number of a virtual
access interface.

inbound Clears traffic statistics in | -
the inbound direction.
outbound Clears traffic statistics in | -
the outbound direction.
Views
User view

Default Level

2: Configuration level

Usage Guidelines
Usage Scenario

Before recollecting statistics on packets matching a traffic policy on an interface,
run the reset traffic policy statistics command to clear existing packet statistics.
Then run the display traffic policy statistics command to view packet statistics.

Precautions

The cleared traffic statistics cannot be restored. Exercise caution when you use the
command.

If no traffic policy is applied, the system displays an error message after the reset

traffic policy statistics command is executed:
Error: The Policy is not applied in this view.

If you do not run the statistic enable (traffic behavior view) command in the
view of the traffic behavior in a traffic policy, the system displays an error message
after the reset traffic policy statistics command is executed:
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Info: Statistic has not been enabled.

Example

# Clear traffic statistics on Eth2/0/0 in the inbound direction to which a traffic
policy has been applied.

<Huawei> reset traffic policy statistics interface ethernet 2/0/0 inbound

Related Topics
20.1.5 display traffic policy statistics
20.6.1 statistic enable (traffic behavior view)
20.1.46 traffic policy

20.1.42 reset traffic policy statistics bridge-domain

Function
The reset traffic policy statistics bridge-domain command clears statistics on
packets matching a traffic policy that is applied to a BD.
{1 NOTE
Only ART100&ART20&AR150&ART60&AR200&AR1200 series and AR2220E support this
command.
Format
reset traffic policy statistics bridge-domain 5d-/d { inbound | outbound }
Parameters
Parameter Description Value
bd-id Clears statistics on The value is an integer.
packets matching a The value ranges are as
traffic policy that is follows:
0&AR160&AR200
series: 1-64

e AR1200 series: 1-128
e AR2220E: 1-256

inbound Clears statistics on -
packets matching a
traffic policy that is
applied to a BD in the
inbound direction.

Issue 14 (2025-10-30) Copyright © Huawei Technologies Co., Ltd. 11363



Huawei AR Series Access Routers

Command Reference 20 QoS Commands
Parameter Description Value
outbound Clears statistics on -

Views

Default Level

packets matching a
traffic policy that is
applied to a BD in the
outbound direction.

User view

2: Configuration level

Usage Guidelines

Example

Usage Scenario

To re-collect statistics on packets matching a traffic policy that is applied to a BD,
run the display traffic policy statistics bridge-domain command to check packet
statistics and run the reset traffic policy statistics bridge-domain command to
clear existing packet statistics.

Configuration Notes

After the reset traffic policy statistics bridge-domain command is executed,
packet statistics are cleared and cannot be restored. Exercise caution when you
use this command.

If you do not run the statistics enable (traffic behavior view) command in the
view of the traffic behavior bound to the traffic policy, the system displays an error
message after the reset traffic policy statistics bridge-domain command is

executed:
Info: Statistic has not been enabled!

# Clear statistics on packets matching a traffic policy that is applied to BD 1 in the
outbound direction.

<Huawei> reset traffic policy statistics bridge-domain 1 outbound

Related Topics

20.1.6 display traffic policy statistics bridge-domain
20.6.1 statistic enable (traffic behavior view)
20.1.47 traffic-policy (BD view)
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20.1.43 reset traffic policy statistics global

Function

Format

Parameters

Views

Default Level

The reset traffic policy statistics global command clears statistics on packets
matching a global traffic policy.

reset traffic policy statistics global

None

User view

2: Configuration level

Usage Guidelines

Example

Usage Scenario

Before recollecting statistics on packets matching a global traffic policy, run the
reset traffic policy statistics global command to clear existing packet statistics.
Then run the display traffic policy statistics global command to view packet
statistics.

Precautions

The cleared traffic statistics cannot be restored. Exercise caution when you use this
command.

If you do not run the statistic enable (traffic behavior view) command in the
view of the traffic behavior in a traffic policy, the system displays an error message

after the reset traffic policy statistics command is executed:
Info: Statistic has not been enabled.

# Clear statistics on packets matching a global traffic policy.

<Huawei> reset traffic policy statistics global

Related Topics

20.1.7 display traffic policy statistics global
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20.1.44 traffic behavior

Function
The traffic behavior command creates a traffic behavior and displays the traffic
behavior view, or directly displays the view of an existing traffic behavior.
The undo traffic behavior command deletes a traffic behavior.
By default, the traffic behavior be exists in the system.
Format
traffic behavior behavior-name
undo traffic behavior behavior-name
Parameters
Parameter Description Value
behavior-name Specifies the name of a The value is a string of 1
traffic behavior. to 31 case-sensitive
characters without
spaces.
Views

System view

Default Level

2: Configuration level

Usage Guidelines
Usage Scenario

A traffic classifier is used to differentiate services and must be associated with a
flow control or resource allocation action such as packet filtering, traffic policing,
and re-marking. The actions constitute a traffic behavior. The traffic behavior
command creates a traffic behavior.

Follow-up Procedure

Configure an action in the traffic behavior view. For example, run the car (traffic
behavior view) command to configure the traffic policing action.

Precautions

The default traffic behavior be exists in the system. This traffic behavior cannot be
deleted or modified.

To delete a traffic behavior, unbind the traffic policy containing the traffic behavior
from an interface and unbind the traffic behavior from a traffic classifier in the
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traffic policy. To modify only actions in a traffic behavior, you do not need to
unbind the traffic policy containing the traffic behavior from an interface.

On the device, a maximum of 1024 traffic behaviors can be created and multiple
traffic actions can be configured in a traffic behavior.

Example

# Create the traffic behavior b1 and enter the traffic behavior view.

<Huawei> system-view
[Huawei] traffic behavior b1
[Huawei-behavior-b1]

Related Topics
20.1.1 classifier behavior
20.1.2 display traffic behavior
20.1.45 traffic classifier
20.1.46 traffic policy

20.1.45 traffic classifier

Function
The traffic classifier command creates a traffic classifier and displays the traffic
classifier view, or directly displays the view of an existing traffic classifier.
The undo traffic classifier command deletes a traffic classifier.
By default, the traffic classifier default-class exists in the system.
Format
traffic classifier classifier-name [ operator { and | or } ]
undo traffic classifier classifier-name
Parameters
Parameter Description Value
classifier-name Specifies the name of a The value is a string of 1
user-defined traffic to 31 case-sensitive
classifier. characters without
spaces.
operator Specifies the relationship | -

between rules in a traffic
classifier. If this
parameter is not
specified, the
relationship between
rules is OR by default.
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Parameter

Description

Value

and

Indicates that the
relationship between
rules is AND.

After this parameter is
specified, the following
situations occur:

e If a traffic classifier
contains ACL rules,
packets match the
traffic classifier only
when the packets
match one ACL rule
and all the non-ACL
rules.

e |f a traffic classifier
does not contain ACL
rules, packets match
the traffic classifier
only when the
packets match all the
non-ACL rules.

or

Indicates that the
relationship between
rules is OR.

After this parameter is
specified, packets match
a traffic classifier if the
packets match one or
more rules.

Views

System view

Default Level

2: Configuration level

Usage Guidelines

Usage Scenario

A traffic classifier classifies traffic of a certain type using matching rules. To
provide differentiated services for service flows, bind a traffic classifier and a traffic
behavior (see traffic behavior) to a traffic policy and apply the traffic policy.

A traffic classifier can be created based on Layer 2 information such as the 802.1p
priority in the VLAN ID, 802.1p priority in the C-VLAN ID, VLAN ID, or Layer 2
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Example

protocol type, and Layer 3 information such as the DSCP priority or IP priority, or
ACLs.

Follow-up Procedure

Define rules in the traffic classifier. For example, run the if-match 8021p
command to define rules based on the 802.1p priority in the VLAN tag.

Precautions

The default traffic classifier default-class exists in the system. This traffic classifier
cannot be deleted or modified.

To delete a traffic classifier, unbind the traffic policy containing the traffic classifier
from an interface and unbind the traffic classifier from a traffic behavior in the
traffic policy. To modify a traffic classifier, you do not need to unbind the traffic
policy containing the traffic classifier from an interface.

A maximum of 1024 traffic classifiers can be created on the device.

(11 NOTE

After the relationship between rules in a traffic classifier is changed, the system checks
whether rules conflict. When the relationship between rules is changed from OR to AND
and multiple rules are configured, for example, matching rules based on the 802.1p priority
in the inner tag, DSCP priority, IP precedence, and VLAN ID, the rules may conflict and the
system displays a message indicating that the relationship cannot be changed. The
relationship between rules can be changed from AND to OR but services may be affected
because more packets are matched. Exercise caution when you change the relationship
between rules.

# Create a traffic classifier c1 and enter the traffic classifier view.

<Huawei> system-view
[Huawei] traffic classifier c1 operator and
[Huawei-classifier-c1]

Related Topics

20.1.1 classifier behavior
20.1.3 display traffic classifier
20.1.44 traffic behavior
20.1.46 traffic policy

20.1.46 traffic policy

Function

The traffic policy command creates a traffic policy and displays the traffic policy
view, or displays the view of an existing traffic policy.

The undo traffic policy command deletes a traffic policy.

By default, no traffic policy is created in the system.
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Format
traffic policy policy-name [ match-extended ]

undo traffic policy policy-name

Parameters
Parameter Description Value
policy-name Specifies the name of a user- The value is a sfcr_lng of 1
defined traffic policy. to 31 case-sensitive
’ characters without spaces
m::tcl:j— d Set the matching mode of traffic |-
extende classifiers in a traffic policy to
extended.
Views
System view

Default Level

2: Configuration level

Usage Guidelines
Usage Scenario

Packets are obtained based on Layer 2 information, Layer 3 information, or ACLs.
To implement differentiated services for service flows of packets, bind a traffic
classifier and a traffic behavior to the created traffic policy and apply the traffic
policy. You can use the traffic policy command to create a traffic policy. A
maximum of 1024 traffic policies can be created on the device.

When a traffic policy is bound to two or more than two pairs of traffic classifiers
and traffic behaviors, packets first match the deny rule in a traffic classifier, and
match-extended is specified, packets are not discarded. The device continues to
match packets with rules in the subsequent traffic classifier. If packets do not
match any rule, packets are forwarded based on the original forwarding path. If
the permit rule is defined, packets are processed based on the action in a traffic
behavior.

Pre-configuration Tasks
A traffic classifier and a traffic behavior have been created.
Follow-up Procedure

e Run the classifier behavior command in the traffic policy view to associate
the traffic policy with a traffic classifier and a traffic behavior.

e Run the traffic-policy (interface view) command to apply the traffic policy
to an interface to make the created traffic policy take effect.
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Precautions

If the traffic policy that you want to delete has been applied to an interface, run
the undo traffic-policy command to unbind the traffic policy from the interface.
Then run the undo traffic policy command in the system view to delete the traffic
policy. If the traffic policy is not applied, delete it directly.

# Create a traffic policy p1, and associate the traffic classifier ¢1 with the traffic
behavior b1 in the traffic policy.

<Huawei> system-view

[Huawei] traffic classifier c1
[Huawei-classifier-c1] if-match any
[Huawei-classifier-c1] quit

[Huawei] traffic behavior b1
[Huawei-behavior-b1] remark 8021p 2
[Huawei-behavior-b1] quit

[Huawei] traffic policy p1
[Huawei-trafficpolicy-p1] classifier c1 behavior b1

# Delete the traffic policy p1 that has been applied to the inbound indirection on
Eth2/0/0.

<Huawei> system-view

[Huawei] interface ethernet 2/0/0
[Huawei-Ethernet2/0/0] undo traffic-policy inbound
[Huawei-Ethernet2/0/0] quit

[Huawei] undo traffic policy p1

# After the traffic policy p is applied to Ethernet2/0/0 in the outbound direction,
the packets that match the traffic classifier c1 are not denied. The device
continues to match packets with the traffic classifier c2 and processes the packets
based on the action defined in the traffic behavior b2.

<Huawei> system-view

[Huawei] acl 3000

[Huawei-acl-adv-3000] rule deny ip source 10.10.1.1 0
[Huawei-acl-adv-3000] quit

[Huawei] acl 3001

[Huawei-acl-adv-3001] rule permit ip source 10.10.1.2 0
[Huawei-acl-adv-3001] quit

[Huawei] traffic classifier c1 operator or
[Huawei-classifier-c1] if-match acl 3000
[Huawei-classifier-c1] quit

[Huawei] traffic classifier c2 operator or
[Huawei-classifier-c2] if-match acl 3001
[Huawei-classifier-c2] quit

[Huawei] traffic behavior b1
[Huawei-behavior-b1] statistic enable
[Huawei-behavior-b1] quit

[Huawei] traffic behavior b2
[Huawei-behavior-b2] statistic enable
[Huawei-behavior-b2] quit

[Huawei] traffic policy p match-extended
[Huawei-trafficpolicy-p] classifier c1 behavior b1
[Huawei-trafficpolicy-p] classifier c2 behavior b2
[Huawei-trafficpolicy-p] quit

[Huawei] interface ethernet 2/0/0
[Huawei-Ethernet2/0/0] traffic-policy p outbound

Related Topics

20.1.1 classifier behavior
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20.1.4 display traffic policy
20.1.44 traffic behavior
20.1.45 traffic classifier

20.1.49 traffic-policy (interface view)

20.1.47 traffic-policy (BD view)

Function
The traffic-policy command applies a traffic policy to a BD.
The undo traffic-policy command unbinds a traffic policy from a BD.
By default, no traffic policy is applied to a BD.
(11 NOTE
Only ART00&ART20&AR150&ART160&AR200&AR1200 series and AR2220E support this
command.
Format
traffic-policy policy-name { inbound | outbound }
undo traffic-policy { inbound | outbound }
Parameters
Parameter Description Value
policy-name Specifies the name of a The value is an integer.
traffic policy. The value ranges are as
follows:
e ART00&AR1T20&AR15
0&AR160&AR200
series: 1-64
e AR1200 series: 1-128
e AR2220E: 1-256
inbound Applies a traffic policy to | -
a BD in the inbound
direction.
outbound Applies a traffic policy to | -
a BD in the outbound
direction.
Views
BD view
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Default Level

2: Configuration level

Usage Guidelines

Example

Usage Scenario

Packets are classified based on Layer 2 information, Layer 3 information, or ACL
rules. To implement differentiated services for service flows, bind a traffic classifier
and a traffic behavior to the created traffic policy and apply the traffic policy. The
traffic-policy command applies a traffic policy to a BD.

Prerequisites

A traffic policy has been created using the traffic policy command, and traffic
classifiers and traffic behaviors have been bound to the traffic policy.

(11 NOTE

The traffic behavior of the traffic policy that is applied to the BD can only define the following
actions: packet filtering, priority re-marking, traffic policing, NetStream sampling, and traffic
statistics.

Configuration Notes

Only one traffic policy can be applied to each direction in a BD, but a traffic policy
can be applied to different directions in different BDs.

After a traffic policy is applied, you cannot directly delete the traffic policy or
traffic classifiers or traffic behaviors in the traffic policy. If the traffic policy that
you want to delete has been applied to a BD, run the undo traffic-policy
command to unbind the traffic policy. Then run the undo traffic policy command
in the system view to delete the traffic policy.

# Create a traffic policy named p1, bind the created traffic classifier ¢1 and traffic
behavior b1 to the traffic policy, and apply the traffic policy to BD 10 in the
inbound direction.

<Huawei> system-view

[Huawei] traffic classifier c1
[Huawei-classifier-c1] if-match any
[Huawei-classifier-c1] quit

[Huawei] traffic behavior b1
[Huawei-behavior-b1] remark 8021p 2
[Huawei-behavior-b1] quit

[Huawei] traffic policy p1
[Huawei-trafficpolicy-p1] classifier c1 behavior b1
[Huawei-trafficpolicy-p1] quit

[Huawei] bridge-domain 10
[Huawei-bd10] traffic-policy p1 inbound

Related Topics

20.1.1 classifier behavior
20.1.4 display traffic policy
20.1.44 traffic behavior
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20.1.45 traffic classifier
20.1.46 traffic policy

20.1.48 traffic-policy (interzone view)

Function

Format

Parameters

Views

Default Level

The traffic-policy command binds a traffic policy to an interzone.

The undo traffic-policy command unbinds a traffic policy from an interzone.

By default, no traffic policy is bound to an interzone.

(11 NOTE

Only ART100&AR120&AR150&AR160&AR200 series support this command.

traffic-policy policy-name

undo traffic-policy policy-name

Parameter

Description

Value

policy-name

Specifies the name of a
traffic policy to be bound
to an interzone.

The value is a string of 1
to 31 case-sensitive
characters without
spaces.

Interzone view

2: Configuration level

Usage Guidelines

Usage Scenario

After a traffic policy is created, the traffic policy must be bound to an interzone so
that the bound traffic classifiers and traffic behaviors in the traffic policy take
effect and differentiated services are implemented.

Prerequisites

The firewall interzone command has been executed to create an interzone and

enter the interzone view.
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A traffic policy has been created using the traffic policy command, and traffic
classifiers and traffic behaviors have been bound to the traffic policy.

# Bind the traffic policy security to an interzone.

<Huawei> system-view

[Huawei] firewall zone zone1

[Huawei-zone-zone1] priority 10

[Huawei-zone-zone1] quit

[Huawei] firewall zone zone2

[Huawei-zone-zone2] priority 13

[Huawei-zone-zone2] quit

[Huawei] traffic classifier c1

[Huawei-classifier-c1] if-match dscp 0
[Huawei-classifier-c1] quit

[Huawei] traffic behavior b1

[Huawei-behavior-b1] statistic enable
[Huawei-behavior-b1] quit

[Huawei] traffic policy security
[Huawei-trafficpolicy-security] classifier c1 behavior b1
[Huawei-trafficpolicy-security] quit

[Huawei] firewall interzone zone1 zone2
[Huawei-interzone-zone2-zone1] traffic-policy security

Related Topics

19.8.51 firewall interzone
20.1.44 traffic behavior
20.1.45 traffic classifier
20.1.46 traffic policy

20.1.49 traffic-policy (interface view)

Function

Format

Parameters

The traffic-policy command applies a traffic policy to an interface.

The undo traffic-policy command deletes a traffic policy from an interface.

By default, no traffic policy is applied to an interface.

traffic-policy policy-name { inbound | outbound }

undo traffic-policy { inbound | outbound }

Parameter Description

Value

policy-name Specifies the name of a
user-defined traffic

policy.

The value is a string of 1
to 31 case-sensitive
characters without
spaces.
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Parameter Description Value

inbound Applies a traffic policy to | -

the inbound direction.

outbound Applies a traffic policy to | -

the outbound direction.

Views

Interface view

Default Level

2: Configuration level

Usage Guidelines

Usage Scenario

Packets are classified based on Layer 2 information, Layer 3 information, or ACLs.
To provide differentiated services for service flows, bind a traffic classifier and a
traffic behavior to a traffic policy and apply the traffic policy. You can use the
traffic-policy command to apply a created traffic policy to an interface.

Prerequisites

A traffic policy has been created using the traffic policy command, and traffic
classifiers and traffic behaviors have been bound to the traffic policy.

Precautions

Example

Only one traffic policy can be applied to each direction on an interface, but a
traffic policy can be applied to different directions on different interfaces.

When traffic policy nesting is applied to a sub-interface, the traffic policy that
is bound to sub traffic policies can be bound to only one pair of the traffic
classifier and traffic behavior and only the default traffic classifier default-
class can be used.

If the traffic policy that you want to delete has been applied to an interface,
run the undo traffic-policy command to unbind the traffic policy from the
interface. Then run the undo traffic policy command in the system view to
delete the traffic policy.

Except for the 8FE1GE and 24GE, the configuration is invalid during LAN-side
data switching.

# Create a traffic policy p1, bind the created traffic classifier c1 and traffic
behavior b1 to the traffic policy, and apply the traffic policy to the inbound
direction on Eth2/0/0.

<Huawei> system-view
[Huawei] traffic policy p1
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[Huawei-trafficpolicy-p1] classifier c1 behavior b1
[Huawei-trafficpolicy-p1] quit

[Huawei] interface ethernet 2/0/0
[Huawei-Ethernet2/0/0] traffic-policy p1 inbound

Related Topics
20.1.1 classifier behavior
20.1.4 display traffic policy
20.1.44 traffic behavior
20.1.45 traffic classifier
20.1.46 traffic policy

20.1.50 traffic-policy (traffic behavior view)

Function
The traffic-policy command configures an action of binding a sub traffic policy in
a traffic behavior.
The undo traffic-policy command deletes the action of binding a sub traffic policy
from a traffic behavior.
By default, an action of binding a sub traffic policy is not configured in a traffic
behavior.
Format
traffic-policy policy-name
undo traffic-policy
Parameters
Parameter Description Value
policy-name Specifies the name of a The value is a string of 1
user-defined traffic to 31 case-sensitive
policy. characters without
spaces.
Views

Traffic behavior view

Default Level

2: Configuration level

Usage Guidelines

Usage Scenario
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On the WAN-side interface, a traffic behavior in a traffic policy can be bound to a
sub traffic policy. The sub traffic policy is used to configure queue scheduling and
traffic shaping. The traffic-policy command binds a sub traffic policy to a traffic
behavior so that the device can provide differentiated services.

Prerequisites
A sub traffic policy has been configured.
Precautions

The traffic policy whose sub traffic policy is bound to a traffic behavior can be
applied to only the WAN interface.

To apply traffic policy nesting to the inbound direction of an interface or a sub-
interface, the traffic behavior of a traffic policy only can be statistic and sub traffic

policy.

# Bind the sub traffic policy tp-son to the traffic behavior tb1.

<Huawei> system-view
[Huawei] traffic behavior tb1
[Huawei-behavior-tb1] traffic-policy tp-son

Related Topics

20.1.44 traffic behavior
20.1.45 traffic classifier
20.1.46 traffic policy

20.1.51 traffic-policy global bind interface

Function

Format

The traffic-policy global bind interface command applies a traffic policy to the
system of an AR and binds this traffic policy to an interface.

The undo traffic-policy global bind interface command unbinds the globally
applied traffic policy from an interface.

By default, no traffic policy is applied to the system or bound to any interface of
an AR.

traffic-policy policy-name global bind interface { interface-type interface-
number }&<1-16>

undo traffic-policy global bind interface [ /interface-type interface-
number1&<1-16>
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Parameters

Parameter

Description

Value

policy-name

Specifies the name of a
traffic policy.

The value is a string of 1
to 31 case-sensitive

characters without
spaces.

interface-type interface-
number

Specifies the interface to | -
which the traffic policy is
bound.

e /nterface-type
Specifies the interface
type.

e /nterface-number.
Specifies the interface
number.

Views

System view

Default Level

2: Configuration level

Usage Guidelines
Usage Scenario

Traffic classifiers can be used to classify traffic and traffic behaviors to implement
refined traffic processing. If the traffic policy is bound to interfaces of the AR,
these interfaces process all entering traffic based on this traffic policy in the same
manner.

Prerequisites

A traffic policy has been created using the traffic policy command, and traffic
classifiers and traffic behaviors have been bound to the traffic policy.

Precautions

Only one traffic policy can apply to the system of an AR, and the traffic policy
takes effect only for inbound traffic.

If you run the traffic-policy global bind interface command multiple times to
bind the traffic policy to multiple interfaces, the traffic policy takes effect on all
these interfaces.

If you run the undo traffic-policy global bind interface command without
setting the /nterface-type and interface-number parameters, the global traffic
policy will be unbound from all bound interfaces.
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Classifiers in a global traffic policy cannot be used to match the EXP field of MPLS
packets or applied to IPv6 packets. The remark mpls-exp action cannot be
configured in a global traffic policy.

If an interface-based traffic policy is applied to the interface where a global traffic
policy is applied, the traffic policies take effect according to the following rules:

e If the redirecting action is configured in both traffic policies, only the
redirecting behavior in the interface-based traffic policy is valid.

e |n other cases, the device executes the traffic behavior in the interface-based
traffic policy and then the traffic behavior in the global traffic policy.

The globally applied traffic policy can be bound only to GE, Ethernet, and VLANIF
interfaces.

(11 NOTE

e After a traffic policy is applied to an AR, this traffic policy as well as bound traffic
classifiers or traffic behaviors cannot be directly deleted. To delete a traffic policy
applied to an AR, run the undo traffic-policy global bind interface command in the
system view to cancel the application of the traffic policy and then run the undo traffic
policy command.

e This configuration does not take effect when the AR transfers LAN-side data.

# Create a traffic policy named p1, and bind the traffic classifier ¢1 and traffic
behavior b1 to the traffic policy, and bind it to an interface of the AR.

<Huawei> system-view

[Huawei] traffic policy p1

[Huawei-trafficpolicy-p1] classifier c1 behavior b1
[Huawei-trafficpolicy-p1] quit

[Huawei] traffic-policy p1 global bind interface GigabitEthernet0/0/1

Related Topics

20.1.46 traffic policy

20.1.52 url-filter-profile

Function

Format

The url-filter-profile command binds a URL filtering profile to a traffic behavior.

The undo url-filter-profile command unbinds a URL filtering profile from a traffic
behavior.

By default, no URL filtering profile is bound to a traffic behavior.
{1 NOTE

Only ART100&ART20&AR150&AR160&AR200 series support this command.

url-filter-profile profile-name
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undo url-filter-profile

Parameters

Parameter Description Value

profile-name Specifies the name of a The value is a string of
URL filtering profile. case-sensitive characters.
The value cannot contain
question marks (?),
commas (,), double
quotation marks ("), and
hyphens (-).

e The value contains 1
to 32 characters if the
value does not
contain spaces.

e |[f the value contains
spaces, you must
enclose the value with
double quotation
marks (""), for
example, "user for
test". The value is a
string of 3 to 34
characters.

Views

Traffic behavior view

Default Level

2: Configuration level

Usage Guidelines
Usage Scenario

With rapid development of Internet applications and popularity of computer
networks, acquisition, sharing, and dissemination of information have become
more widespread than ever, which brings unprecedented threats to enterprises.

e Employees visit non-work-related websites during working hours, reducing the
working efficiency.

e Visiting illegal or malicious websites may result in threats such as wormes,
viruses, and Trojan horses.

After a URL filtering profile is bound to a traffic behavior, bind the traffic behavior
and traffic classifier to a traffic policy and apply the traffic policy to the interzone
so that URL filtering takes effect. URL filtering regulates online behaviors by
controlling which URLs users can access.
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Prerequisites

A URL filtering profile has been created using the profile type url-filter name
command.

Follow-up Procedure

1. Create a traffic policy and run the classifier behavior command in the traffic
policy view to associate the traffic policy with traffic classifiers and traffic
behaviors.

2. Run the traffic-policy (interzone view) command in the interzone view to
apply the traffic policy.

(10 NOTE

If the traffic policy is applied to an interface, URL filtering is unavailable.
Precautions

When a traffic behavior is bound to multiple URL filtering profiles, only the URL
filtering profile that is first bound to the traffic behavior takes effect.

Example

# Bind the traffic behavior b1 to the URL filtering profile abc, bind the traffic
behavior b1 and traffic classifier c1 to the traffic policy p1, and apply the traffic
policy p1 to the interzone.

<Huawei> system-view

[Huawei] profile type url-filter name abc
[Huawei-profile-url-filter-abc] quit

[Huawei] traffic classifier c1
[Huawei-classifier-c1] if-match 8021p 2
[Huawei-classifier-c1] quit

[Huawei] traffic behavior b1
[Huawei-behavior-b1] url-filter-profile abc
[Huawei-behavior-b1] quit

[Huawei] traffic policy p1
[Huawei-trafficpolicy-p1] classifier c1 behavior b1
[Huawei-trafficpolicy-p1] quit

[Huawei] firewall interzone zone1 zone2
[Huawei-interzone-zone2-zone1] traffic-policy p1

Related Topics
19.9.3.19 profile type url-filter name
20.1.1 classifier behavior
20.1.48 traffic-policy (interzone view)

20.2 Priority Mapping Commands

20.2.1 display qos map-table

Function

The display qos map-table command displays the mapping between priorities.
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Format

display qos map-table [ dot1p-dot1p | dot1p-dscp | dscp-lp | dscp-dot1p | dscp-
dscp ] (ART100&AR120&AR150&AR160&AR200 series)

display qos map-table [ dot1p-dot1p | dot1p-dscp | dscp-dot1p | dscp-dscp |
exp-exp ] (AR1200 series, AR2220E, AR2204, AR2220L and AR2240C)

display qos map-table [ dot1p-dot1p | dot1p-dscp | dot1p-lp | dscp-dotip |
dscp-dscp | dscp-lp | exp-exp | exp-lp ] (AR2204XE, AR2204XE-DC, AR2201-48FE,
AR2202-48FE, AR2204-24GE, AR2204-27GE, AR2204-27GE-P, AR2204E-D-27GE,
AR2220, AR2240, AR3200&AR3600 series)

Parameters

Parameter

Description

Value

dot1p-dotip

Specifies the name of
the mapping table. That
is, the mapping between
802.1p priorities.

dot1p-dscp

Specifies the name of
the mapping table. That
is, the mapping from
802.1p priorities to
Differentiated Services
Code Point (DSCP)
priorities.

dot1p-lp

Specifies the name of
the mapping table. That
is, the mapping from
802.1p priorities to local
priorities.

dscp-dotip

Specifies the name of
the mapping table. That
is, the mapping from
DSCP priorities to 802.1p
priorities.

dscp-dscp

Specifies the name of
the mapping table. That
is, the mapping between
DSCP priorities.

dscp-lp

Specifies the name of
the mapping table. That
is, the mapping from
DSCP priorities to local
priorities.
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Parameter Description Value
exp-exp Specifies the name of -

Views

the mapping table. That
is, the mapping between
MPLS EXP priorities.

exp-lp Specifies the name of -
the mapping table. That
is, the mapping from
MPLS EXP priorities to
local priorities.

All views

Default Level

1: Monitoring level

Usage Guidelines

Example

Before and after configuring the mapping between priorities, you can use the
display qos map-table command to check whether the priority mapping is
correct.

# Display the mapping between the current DSCP priorities and Dot1p priorities.

<Huawei> display qos map-table dscp-dot1p
Input DSCP Dot1P

NoOoubs~WN=O
[eNeoNeoNoNoNoNeNo]

# Display all the mappings between the current priorities on AR3200&AR3600
series.

<Huawei> display qos map-table
Input Dot1p LP

NOUpSsWN=O
NoOouhs~WN=O
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Input Dot1p Dot1p

0 0

1 1

2 2
3 3
4 4
5 5
6 6
7 7
Input Dot1lp ~ DSCP
0 0

1 8
2 16
3 24
4 32
5 40
6 48
7 56
Input DSCP  LP
0 0

1 0
2 0
3 0
4 0
5 0
6 0
7 0

0 0
1 1
2 2
3 3
4 4
5 5
6 6
7 7
Input EXP  LP
0 0
1 1
2 2
3 3
4 4
5 5
6 6
7 7
Input EXP EXP
0 0
1 1
2 2
3 3
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No b
NOoO b

Table 20-8 Description of the display qos map-table command output

Item Description

Input Dot1p Input 802.1p priority. The value is an integer that
ranges from 0 to 7. To set the input 802.1p priority,
run the input command.

Input DSCP Input DSCP priority. The value is an integer that
ranges from 0 to 63. To set the input DSCP priority,
run the input command.

Dot1p Output 802.1p priority. The value is an integer that
ranges from 0 to 7. To set the output 802.1p
priority, run the input command.

DSCP Output DSCP priority. The value is an integer that
ranges from 0 to 63. To set the output DSCP
priority, run the input command.

LP Output local priority. The value is an integer that
ranges from 0 to 7. To set the output local priority,
run the input command.

Input EXP Input MPLS EXP priority. The value is an integer that
ranges from 0 to 7. To set the input MPLS EXP
priority, run the input command.

EXP Output MPLS EXP priority. The value is an integer
that ranges from 0 to 7. To set the output MPLS EXP
priority, run the input command.

(1 NOTE

A larger value indicates a higher priority.

Related Topics
20.2.2 input
20.2.4 gos map-table

20.2.2 input

Function
The input command configures the mapping between priorities.

The undo input command restores the default mapping between priorities.
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The default setting is as follows:

Table 20-9 lists the mapping from Dot1p priorities to DSCP priorities
supported by the AR120&AR150&AR160&AR200 series, AR1200 series,
AR2240C, AR2220E, and AR2204. The mapping from Dot1p priorities to Dot1p
priorities remains unchanged. Table 20-11 lists the mapping from DSCP
priorities to Dot1p priorities. The mapping from DSCP priorities to DSCP
priorities remains unchanged. The mapping from MPLS EXP priorities to MPLS
EXP priorities remains unchanged.

Table 20-10 lists the mapping from Dot1p priorities to DSCP priorities and
from Dot1p priorities to local priorities supported by the AR2201-48FE,
AR2204-27GE, AR2204-27GE-P, AR2204E-D-27GE, AR2204-51GE-P,
AR2204-51GE-R, AR2204E, AR2204E-D, AR2202-48FE, AR2220, AR2240 and
AR3200&AR3600 series. The mapping from Dot1p priorities to Dot1p priorities
remains unchanged. Table 20-12 lists the mapping from DSCP priorities to
Dot1p priorities and from DSCP priorities to local priorities. The mapping from
DSCP priorities to DSCP priorities remains unchanged. Table 20-13 lists the
mapping from MPLS EXP priorities to local priorities. The mapping from MPLS
EXP priorities to MPLS EXP priorities remains unchanged.

Table 20-9 Mapping from 802.1p priorities to DSCP priorities
(ART20&AR150&AR160&AR200 series, AR1200 series, AR2220E, AR2240C, and
AR2204)

Input Dot1p Output DSCP

0

0

1

8

16

24

32

40

48

N o[flu|lh~]j]wW( DN

56

Table 20-10 Mapping from 802.1p priorities to DSCP priorities, and local priorities
(AR2201-48FE, AR2204-27GE, AR2204-27GE-P, AR2204E-D-27GE, AR2204-51GE-P,
AR2204-51GE-R, AR2204E, AR2204E-D, AR2202-48FE, AR2220, AR2240 and
AR3200&AR3600 series)

Input Dot1p Output DSCP Output LP
0 0 0
1 8 1
2 16 2
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Input Dot1p Output DSCP Output LP
3 24 3
4 32 4
5 40 5
6 48 6
7 56 7

Table 20-11 Mapping from DSCP priorities to 802.1p priorities
(AR120&AR150&AR160&AR200 series,AR1200 series, AR2220E, AR2240C, and
AR2204)

Input DSCP Output Dot1p

0-7 0

8-15 1

16-23

24-31

32-39

40-47

48-55

N[fojluou | b~]J]w ]| N

56-63

Table 20-12 Mapping from DSCP priorities to 802.1p priorities, and local priorities
(AR2201-48FE, AR2204-27GE, AR2204-27GE-P, AR2204E-D-27GE, AR2204-51GE-P,
AR2204-51GE-R, AR2204E, AR2204E-D, AR2202-48FE, AR2220, AR2240 and
AR3200&AR3600 series)

Input DSCP Output Dot1p Output LP
0-7 0 0
8-15 1 1
16-23 2 2
24-31 3 3
32-39 4 4
40-47 5 5
48-55 6 6
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Input DSCP

Output Dotl1p

Output LP

56-63

7

7

Table 20-13 Mapping from MPLS EXP priorities to local priorities, and local
priorities (AR2201-48FE, AR2204-27GE, AR2204-27GE-P, AR2204E-D-27GE,
AR2204-51GE-P, AR2204-51GE-R, AR2204E, AR2204E-D, AR2202-48FE, AR2220,
AR2240 and AR3200&AR3600 series)

Input MPLS EXP Output LP
0 0
1 1
2 2
3 3
4 4
5 5
6 6
7 7

Format

input { /nput-valuel [ to input-value?] } &<1-10> output output-value

undo input { all | { /input-valuel [ to input-value?] } &<1-10>}

Issue 14 (2025-10-30) Copyright © Huawei Technologies Co., Ltd.

11389



Huawei AR Series Access Routers
Command Reference

20 QoS Commands

Parameters
(O NOTE

802.1p priority mapping table views include:

e  dot1p-dot1p view and dot1p-dscp view (AR120&ART50&AR160&AR200 series,
AR2240C, AR1200 series, AR2204, AR2220E)

e  dot1p-dotlp view, dot1p-dscp view, and dot1p-lp view (AR2201-48FE, AR2204-27GE,
AR2204-27GE-P, AR2204E-D-27GE, AR2204-51GE-P, AR2204-51GE-R, AR2204E,
AR2204E-D, AR2202-48FE, AR2220, AR2240, AR3200, AR3600 series)

DSCP priority mapping table views include:

e  dscp-dot1p view and dscp-dscp view (AR120&AR150&AR160&AR200 series, AR2240C,
AR1200 series, AR2204, AR2220E)

e  dscp-dot1p view, dscp-dscp view, and dscp-lp view (AR2201-48FE, AR2204-27GE,
AR2204-27GE-P, AR2204E-D-27GE, AR2204-51GE-P, AR2204-51GE-R, AR2204E,
AR2204E-D, AR2202-48FE, AR2220, AR2240, AR3200, AR3600 series)

MPLS EXPpriority mapping table views include:

° exp-exp view (AR1200 series, AR2204, AR2220E, AR2240C)

° exp-exp view, exp-lp view (AR2201-48FE, AR2204-27GE, AR2204-27GE-P, AR2204E-
D-27GE, AR2204-51GE-P, AR2204-51GE-R, AR2204E, AR2204E-D, AR2202-48FE,
AR2220, AR2240, AR3200, AR3600 series)

Parameter

Description

Value

input-valuel

e Specifies the start
input 802.1p priority
in the 802.1p priority
mapping table view.

e Specifies the start
input DSCP priority in
the DSCP priority
mapping table view.

e Specifies the start
input EXP priority in
the MPLS EXP priority
mapping table view.

e In the 802.1p priority

mapping table view,
the value is an integer
that ranges from 0 to
7.

In the DSCP priority
mapping table view,
the value is an integer
that ranges from 0 to
63.

In the MPLS EXP
priority mapping table
view, the value is an
integer that ranges
from 0 to 7.

A greater value indicates
a higher priority.
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Parameter

Description

Value

to input-value2

e Specifies the end
input 802.1p priority
in the 802.1p priority
mapping table view.

e Specifies the end
input DSCP priority in
the DSCP priority
mapping table view.

e Specifies the end
input EXP priority in
the MPLS EXP priority
mapping table view.

The value of input-
value2 and the value of
input-valuel determine
the priority range.

e In the 802.1p priority
mapping table view,
the value is an integer
that ranges from 0 to
7.

e In the DSCP priority
mapping table view,
the value is an integer
that ranges from 0 to
63.

e In the MPLS EXP
priority mapping table
view, the value is an
integer that ranges
from 0 to 7.

A greater value indicates
a higher priority.
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Parameter

Description

Value

output-value

e 802.1p priority
mapping table views:

- Specifies the
output 802.1p or
DSCP priority.
(ART120&AR150&A
R160&AR200
series, AR1200
series, AR2204,
AR2240C,
AR2220E)

- Specifies the
output 802.1p,
DSCP, or local
priority.
(AR2201-48FE,
AR2204-27GE,
AR2204-27GE-P,
AR2204E-D-27GE,
AR2204-51GE-P,
AR2204-51GE-R,
AR2204E,
AR2204E-D,
AR2202-48FE,
AR2220, AR2240,
AR3200&AR3600
series)

e DSCP priority
mapping table views:

- Specifies the
output 802.1p or
DSCP priority.
(ART120&AR1T50&A
R160&AR200
series, AR1200
series, AR2240C,
AR2204, AR2220E)

- Specifies the
output 802.1p,
DSCP, or local
priority.
(AR2201-48FE,
AR2204-27GE,
AR2204-27GE-P,
AR2204E-D-27GE,
AR2204-51GE-P,
AR2204-51GE-R,
AR2204E,

e 802.1p priority
mapping table views:

- In the dot1p-dotip
view, the value is
an integer that
ranges from 0 to 7.

- In the dot1p-dscp
view, the value is
an integer that
ranges from 0 to
63.

- In the dot1p-lp
view, the value is
an integer that
ranges from 0 to 7.
(AR2201-48FE,
AR2204-27GE,
AR2204-27GE-P,
AR2204E-D-27GE,
AR2204-51GE-P,
AR2204-51GE-R,
AR2204E,
AR2204E-D,
AR2202-48FE,
AR2220, AR2240,
AR3200&AR3600
series)

e DSCP priority
mapping table views:

- In the dscp-dot1p
view, the value is
an integer that
ranges from 0 to 7.

- In the dscp-dscp
view, the value is
an integer that
ranges from 0 to
63.

- In the dscp-lp view,
the value is an
integer that ranges
from 0 to 7.
(AR2201-48FE,
AR2204-27GE,
AR2204-27GE-P,
AR2204E-D-27GE,
AR2204-51GE-P,
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Parameter

Description

Value

AR2204E-D,
AR2202-48FE,
AR2220, AR2240,
AR3200&AR3600
series)

e MPLS EXP priority
mapping table views:

- Specifies the
output MPLS EXP
priority. (AR1200
series, AR2240C,
AR2204, AR2220E)

- Specifies the
output MPLS EXP
or local priority.
(AR2201-48FE,
AR2204-27GE,
AR2204-27GE-P,
AR2204E-D-27GE,
AR2204-51GE-P,
AR2204-51GE-R,
AR2204E,
AR2204E-D,
AR2202-48FE,
AR2220, AR2240,
AR3200&AR3600
series)

AR2204-51GE-R,
AR2204E,
AR2204E-D,
AR2202-48FE,
AR2220, AR2240,
AR3200&AR3600
series)

e MPLS EXP priority

mapping table views:

- In the exp-exp
view, the value is
an integer that
ranges from 0 to 7.

- In the exp-lp view,
the value is an
integer that ranges
from 0 to 7.
(AR2201-48FE,
AR2204-27GE,
AR2204-27GE-P,
AR2204E-D-27GE,
AR2204-51GE-P,
AR2204-51GE-R,
AR2204E,
AR2204E-D,
AR2202-48FE,
AR2220, AR2240,
AR3200&AR3600
series)

A greater value indicates
a higher priority.

all

e Specifies all the
802.1p priority
mapping in the
802.1p priority
mapping table view.

e Specifies all the DSCP
priority mapping in
the DSCP priority
mapping table view.

e Specifies all the MPLS
EXP priority mapping
in the MPLS EXP
priority mapping table
view.
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Views

Default Level

Priority mapping table view

2: Configuration level

Usage Guidelines

Example

Usage Scenario

Different packets carry different priorities. For example, VLAN packets carry 802.1p
priorities, IP packets carry DSCP priorities.

e When packets enter a device, the device sends packets to queues based on
the mapping between packet priorities and local priorities.

e  When packets go out of a device, the connected downstream device
guarantees QoS based on the mapping.

When a data packet is sent from a Layer 3 network to a Layer 2 network, the
DSCP priority of the data packet is mapped to the 802.1p priority. When a data
packet is sent from a Layer 2 network to a Layer 3 network, the 802.1p priority of
the data packet is mapped to the DSCP priority.

You can use the input command to configure the mapping between priorities so
that packets enter queues based on packet priorities. Differentiated services can
be provided.

Precautions

If you run the input command multiple times in the same priority mapping table
view, only the latest configuration takes effect.

# Configure the mapping in the DSCP priority mapping table: DSCP priorities 0 to
15 are mapped to 802.1p priority 0 and the mapping between DSCP priorities 16
to 63 and 802.1p priorities remains unchanged.

<Huawei> system-view
[Huawei] qos map-table dscp-dot1p
[Huawei-maptbl-dscp-dot1p] input 0 to 15 output 0

Related Topics

20.2.1 display qos map-table
20.2.4 gos map-table

20.2.3 port priority

Function

The port priority command configures the priority for an interface.

The undo port priority command restores the default priority of an interface.
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By default, the priority of an interface is 0.

Format
port priority priority-value
undo port priority
Parameters
Parameter Description Value
priority-value Specifies the priority of The value is an integer
an interface. that ranges from 0 to 7.
A larger value indicates a
higher priority of an
interface.
Views

Interface view

Default Level

2: Configuration level

Usage Guidelines

Scenario

The 802.1p priority is determined by the 3-bit priority 802.1p field contained in a
VLAN tag. The 802.1p priority is used to ensure QoS in the DiffServ model.

If this command is not used, packets enter queue 0. When this command is used,

packets are processed as follows.
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Interface Configuration | Whether a Received Processing Method
Packet Carries a VLAN
Tag
Setting the interface No The
priority ART00&AR120&AR150&
AR160&AR200&AR1200&

AR2200 (except the
AR2204XE, AR2204XE-
DC, AR2201-48FE,
AR2202-48FE, AR2220
and AR2240) series
searches for an entry
mapping the 802.1p
priority, modifies the
packet priority, and
sends the packet to a
queue.

The AR2204XE,
AR2204XE-DC,
AR2201-48FE,
AR2202-48FE, AR2220,
AR2240 and
AR3200&AR3600 series
searches for an entry
mapping the 802.1p
priority and sends the
packet to a queue.
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Interface Configuration

Whether a Received
Packet Carries a VLAN
Tag

Processing Method

Setting the interface
priority

Yes

The
ART00&AR120&AR150&
AR160&AR200&AR1200&
AR2200 (except the
AR2204XE, AR2204XE-
DC, AR2201-48FE,
AR2202-48FE, AR2220
and AR2240) series
searches for an entry
mapping the 802.1p
priority, modifies the
packet priority, and
sends the packet to a
queue.

The AR2204XE,
AR2204XE-DC,
AR2201-48FE,
AR2202-48FE, AR2220,
AR2240 and
AR3200&AR3600 series
searches for an entry
mapping the 802.1p
priority and sends the
packet to a queue.

trust 8021p override

No

The device searches for
an entry mapping the
default 802.1p priority,
modifies the packet
priority, and sends the
packet to a queue.
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Example

Interface Configuration

Whether a Received
Packet Carries a VLAN
Tag

Processing Method

trust 8021p

No

The
ART00&AR120&AR150&
AR160&AR200&AR1200&
AR2200 (except the
AR2204XE, AR2204XE-
DC, AR2201-48FE,
AR2202-48FE, AR2220
and AR2240) series
searches for an entry
mapping the 802.1p
priority, modifies the
packet priority, and
sends the packet to a
queue.

The AR2204XE,
AR2204XE-DC,
AR2201-48FE,
AR2202-48FE, AR2220,
AR2240 and
AR32008&AR3600 series
searches for an entry
mapping the 802.1p
priority and sends the
packet to a queue.

Precautions

If you run the port priority command multiple times in the same interface view,
only the latest configuration takes effect.

# Set the priority of Eth2/0/0 to 1.

<Huawei> system-view
[Huawei] interface ethernet 2/0/0

[Huawei-Ethernet2/0/0] port priority 1

20.2.4 qos map-table

Function

The gos map-table command displays the Dot1p, MPLS EXP, or DSCP priority

mapping table view.
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Format

qos map-table { dot1p-dot1p | dot1p-dscp | dscp-dot1p | dscp-dscp }
(AR100&AR120&AR150&ART60&AR200 series)

qos map-table { dot1p-dot1p | dot1p-dscp | dscp-dot1p | dscp-dscp | exp-exp }
(AR1200 series, AR2204, AR2220E, AR2240C)

gos map-table { dot1p-dot1p | dot1p-dscp | dot1p-lp | dscp-dot1p | dscp-dscp |
dscp-lp | exp-exp | exp-lp } (AR2201-48FE, AR2202-48FE, AR2220, AR2240,

AR3200&AR3600 series)

gos map-table { dot1p-dot1p | dscp-dot1p }(AR2204-27GE, AR2204-27GE-P,
AR2204E-D-27GE, AR2204-51GE-P, AR2204-51GE-R, AR2204-51GE, AR2204E,

AR2204E-D)

Parameters

Parameter

Description

Value

dot1p-dotip

Displays the dot1p-dot1p
view. The dot1p-dot1p
table contains the
mapping between
802.1p priorities.

dot1p-dscp

Displays the dot1p-dscp
view. The dot1p-dscp
table contains the
mapping between
802.1p priorities and
DSCP priorities.

dot1p-lp

Displays the dot1p-Ip
view. The dot1p-Ip table
contains the mapping
between 802.1p priorities
and local priorities.

dscp-dotip

Displays the dscp-dot1p
view. The dscp-dot1p
table contains the
mapping between DSCP
priorities and 802.1p
priorities.

dscp-dscp

Displays the dscp-dscp
view. The dscp-dscp
table contains the
mapping between DSCP
priorities and DSCP
priorities.
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Views

Default Level

Parameter

Description

Value

dscp-lp

Displays the dscp-lp
view. The dot1p-Ip table
contains the mapping
between DSCP priorities
and local priorities.

exp-exp

Displays the exp-exp
view. The exp-exp table
contains the mapping
between MPLS EXP
priorities and MPLS EXP
priorities.

exp-lp

Displays the exp-lp view.
The exp-exp table
contains the mapping
between MPLS EXP
priorities and local
priorities.

System view

2: Configuration level

Usage Guidelines

Example

Usage Scenario

Before mapping received packets based on the DSCP priority, MPLS EXP priority, or
Dot1p priority, run the qos map-table command to enter the priority mapping

table view.

Follow-up Procedure

Run the input command to configure the mapping.

# Enter the dscp-dot1p view.

<Huawei> system-view

[Huawei] gos map-table dscp-dot1p

[Huawei-maptbl-dscp-dot1p]

Related Topics

20.2.1 display qos map-table

20.2.2 input
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20.2.5 trust

20.2.5 trust

The trust command specifies the priority to be mapped for packets.

The undo trust command cancels the configuration.

By default, the interface priority is used and packet priorities are not trusted.

trust { 8021p [ override ] | dscp [ override ] | exp }

ART00&AR120&AR150&ART60&AR200 series do not support exp.

Description

Value

Maps packets based on
the 802.1p priority.

Maps packets based on
the DSCP priority.

Allows the packet
priority to be changed to
the mapped priority.

Maps packets based on
the MPLS EXP priority.

Function
Format
{1 NOTE
undo trust
Parameters
Parameter
8021p
dscp
override
exp
Views

Interface view

Default Level

2: Configuration level

Usage Guidelines

Usage Scenario

The device sends packets to different queues based on packet priorities. By
default, the interface does not trust packet priorities. Packets enter queues
according to the port priority.
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If all the packets enter queues according to the interface priority, all the packets
on an interface enter the same queue. Differentiated services cannot be provided.
The trust command specifies the priority to be mapped for packets so that
packets with different priorities enter different queues. The device provides
differentiated services using queue scheduling.

e The ART00&AR120&AR1T50&ART160&AR200&AR1200&AR2200 (except the
AR2204XE, AR2204XE-DC, AR2201-48FE, AR2202-48FE, AR2220, AR2240)
series sends packets to queues based on the mapped 802.1p priority.

e The AR2204XE, AR2204XE-DC, AR2201-48FE, AR2202-48FE, AR2220, AR2240
and AR3200&AR3600 series sends packets to queues based on the mapped
local priority.

Precautions

Different interfaces support different parameters in the trust command. For
example, only GE interfaces and its sub-interfaces, FE interfaces and its sub-
interfaces, and PON interfaces and its sub-interfaces support 8021p. Only WAN
interfaces including Layer 3 XGE interfaces and its sub-interfaces, GE interfaces
and its sub-interfaces, Layer 3 FE interfaces and its sub-interfaces, and IMA-Group
interfaces support exp. The supported parameters depend on device models.

If a sub-interface is not configured to trust a type of the priority, packets are
mapped according to the priority trusted by the main interface. If a sub-interface
is also configured to trust a type of the priority, packets are mapped according to
the priority trusted by the sub-interface.

e On the ART00&ART20&AR150&AR160&AR200&AR1200 series, AR2204-27GE,
AR2204-27GE-P, AR2204E-D-27GE, AR2204-51GE-P, AR2204-51GE-R or
AR2204, if override is not specified, the 8021.p priority of packets is changed
to the mapped value and the DSCP priority of packets remains unchanged
after the packets are mapped based on the specified priority. If override is
specified, 802.1p priorities and DSCP priorities in packets are changed to
mapped values after the packets are mapped based on the specified priority.

e On the AR2201-48FE, AR2204E, AR2204E-D, AR2202-48FE, AR2220E, AR2220,
AR2240, AR2240C, or AR3200&AR3600 series, if override is not specified,
packet priorities are not changed after the packets are mapped based on the
specified priority. If override is specified, 802.1p priorities and DSCP priorities
in packets are changed to mapped values after the packets are mapped based
on the specified priority.

If the trust command and a traffic policy containing remark 8021p or remark
dscp are used on the same interface, remark 8021p or remark dscp in the traffic
policy takes precedence over the trust command. Packet priorities are not affected
by the trust command.

If you run the trust command multiple times on the same interface, only the
latest configuration takes effect.

Example
# Configure Eth2/0/0 to trust DSCP priorities.

<Huawei> system-view
[Huawei] interface ethernet 2/0/0
[Huawei-Ethernet2/0/0] trust dscp
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Related Topics

20.1.36 remark dscp
20.1.34 remark 8021p

20.3 Traffic Policing and Traffic Shaping Commands

20.3.1 bandwidth

Function
The bandwidth command sets the base value for the percentage of the CIR to the
interface bandwidth in MQC-based traffic policing.
The undo bandwidth command cancels the base value for the percentage of the
CIR to the interface bandwidth in MQC-based traffic policing.
By default, the base value for the percentage of the CIR to the interface
bandwidth is not set in MQC-based traffic policing.
Format
bandwidth bandwidth-value [ kbps ]
undo bandwidth
Parameters
Parameter Description Value
bandwidth-value Specifies the base value | The value is an integer
for the percentage of the | that ranges from 1 to
CIR to the interface 1000000, and the default
bandwidth in MQC- unit is Mbit/s.
based traffic policing.
kbps Indicates the unit of an -
interface bandwidth is
kbit/s.
If kbps is not specified,
the unit of an interface
bandwidth is Mbit/s.
Views

Dialer interface view

Default Level

2: Configuration level
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Usage Guidelines

Example

Usage Scenario

In MQC-based traffic policing, you can specify the percentage of the CIR. By
default, the actual interface bandwidth is used as the base value for the
percentage of the CIR. You can run the bandwidth bandwidth-value command to
set the base value for the percentage of the CIR. For example, when cir-percentage
in the car cir pct cir-percentage command is set to 10 and bandwidth-value in the
bandwidth bandwidth-value command is set to 20 Mbit/s, the rate limit is 2
Mbit/s (20 Mbit/s x 10%).

# Set the base value for the percentage of the CIR to the interface bandwidth in
MQC-based traffic policing to 20 Mbit/s.

<Huawei> system-view
[Huawei] interface dialer 0
[Huawei-Dialer0] bandwidth 20

Related Topics

20.3.2 car (traffic behavior view)

20.3.2 car (traffic behavior view)

Function

Format

The car command configures traffic policing in a traffic behavior.
The undo car command deletes traffic policing from a traffic behavior.

By default, traffic policing is not configured in a traffic behavior.

car cir { cir-value | pct cir-percentage } [ pir { pir-value | pct pir-percentage } ]

[ cbs cbs-value pbs pbs-value] [ share ] [ mode { color-blind | color-aware } ]

[ green { discard | pass [ remark-8021p 8027p-value | remark-dscp dscp-
value] } ] [ yellow { discard | pass [ remark-8021p 8027p-value | remark-dscp
dscp-valuel } ] [ red { discard | pass [ remark-8021p 8027p-value | remark-dscp
dscp-valuel} ] (AR100&AR120&AR150&ART160&AR200)

car cir { cir-value | pct cir-percentage } [ pir { pir-value | pct pir-percentage } ]

[ cbs cbs-value pbs pbs-value] [ share ] [ mode { color-blind | color-aware } ]

[ green { discard | pass [ remark-8021p 8027p-value | remark-dscp dscp-value |
remark-mpls-exp exp-value] } ] [ yellow { discard | pass [ remark-8021p
8021p-value | remark-dscp dscp-value | remark-mpls-exp exp-value] } ] [ red

{ discard | pass [ remark-8021p 8027p-value | remark-dscp dscp-value | remark-
mpls-exp exp-value] } ] (AR1200, AR2200, AR3200, AR3600)

undo car
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Parameters

Parameter

Description

Value

cir

Specifies the committed
information rate (CIR),
which is the allowed rate
at which traffic can pass
through.

cir-value

Specifies the absolute
value of the CIR.

The value is an integer
that ranges from 8 to
4294967295, in kbit/s.

pct cir-percentage

Specifies the percentage
of the CIR to the
interface bandwidth.

The value is an integer
that ranges from 1 to
100.

pir

Specifies the peak
information rate (PIR),
which is the maximum
rate of traffic that can
pass through an
interface.

pir-value

Specifies the absolute
value of the PIR.

The value is an integer
that ranges from 8 to
4294967295, in kbit/s.

The PIR must be higher
than or equal to the CIR.
The default PIR is equal
to the CIR.

pct pir-percentage

Specifies the percentage
of the PIR to the
interface bandwidth.

The value is an integer
that ranges from 1 to
100.

share

Indicates that all the
rules in a traffic classifier
bound to a traffic
behavior share CAR
parameters.
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Parameter

Description

Value

cbs cbs-value

Specifies the committed
burst size (CBS), which is
the average volume of
burst traffic that can
pass through an
interface.

The value is an integer
that ranges from 1500 to
4294967295, in bytes.

The default setting is as
follows:

e |f the PIR is not set or
the PIR and CIR are
the same, the CBS is
188 times the CIR.

e |[f the PIR is set and
the PIR and CIR are
different, the CBS is
125 times the CIR.

pbs pbs-value

Specifies the peak burst
size (PBS), which is the
maximum volume of
burst traffic that can
pass through an
interface.

The value is an integer
that ranges from 1500 to
4294967295, in bytes.

The default setting is as
follows:

e |If the PIR is not set or
the PIR and CIR are
the same, the PBS is
313 times the CIR.

e |f the PIR is set and
the PIR and CIR are
different, the PBS is
125 times the PIR.

mode

Indicates the color mode
for a traffic behavior in
the traffic policy. This
parameter is valid for
only the traffic behavior
in the traffic policy.

color-blind

Indicates the color-blind
mode. In color-blind
mode, a traffic behavior
in the sub traffic policy
does not affect the
traffic policing action.

color-aware

Indicates the color-aware
mode. In color-aware
mode, a traffic behavior
in the sub traffic policy
affects the traffic
policing action.
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Parameter

Description

Value

yellow
green
red

Specifies the packet
color. By default, green
packets and yellow
packets are allowed to
pass through, and red
packets are discarded.

discard

Discards packets of a
color.

pass

Permits packets of a
color to pass through.
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Parameter Description Value

remark-dscp dscp-value | Re-marks the DSCP The value can be the
priority of packets of a DiffServ code, an integer
color. ranging from 0 to 63; the
value can also be the
name of the DSCP
service type, such as
af11, af12, af13, af21,
af22, af23, af31, af32,
af33, af41, af42, af43,
cs1-cs7, default, and ef.

The values
corresponding to names
of DSCP service types are
as follows:

e af11:10
e af12:12
e af13:14
e af21:18
e af22: 20
e af23:22
e af31:26
e af32:28
e af33:30
e afd1: 34
e af42: 36
e af43:38
e ¢s1:8
e (s2:16
e (s3:24
e cs4: 32
e (s5:40
e (s6:48
e (s7:56
e default: 0
o ef 46

remark-8021p 8021p- Re-marks the 802.1p The value is an integer
value priorities of packets. that ranges from 0 to 7.

remark-mpls-exp exp- Re-marks the EXP The value is an integer
value priorities of packets. that ranges from 0 to 7.
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Views

Default Level

Traffic behavior view

2: Configuration level

Usage Guidelines

Usage Scenario

Flow-based traffic policing controls traffic that matches traffic classification rules
and discards the excess traffic to limit traffic within a proper range and to protect
network resources.

When data is sent from a high-speed link to a low-speed link, the bandwidth on
the interface of the low-speed link is insufficient. As a result, a large number of
packets are discarded. To solve this problem, configure traffic policing for outgoing
traffic on the interface of the high-speed link. The interface then discards the
packets whose rate exceeds the traffic policing rate so that the outgoing traffic
rate is limited within a proper range. You can also configure traffic policing for
incoming traffic on the interface of the low-speed link. The interface then discards
the received packets whose rate exceeds the traffic policing rate.

Traffic policing based on traffic policies controls rates of packets of different types.

Traffic policing actions include permit, deny, and forward based on the changed
priority. By default, green packets and yellow packets are allowed to pass through,
and red packets are discarded.

e You can change the methods for processing packets in different colors
received on WAN interfaces. For example, if you change the DSCP priority,
EXP priority, or 802.1p priority of green packets before forwarding them, the
connected device can provide QoS services based on the changed priority.

e The device cannot discard the green packets received on LAN interfaces or
change priorities of these packets.

e The device cannot discard the green or yellow packets sent from LAN
interfaces.

Prerequisites
A traffic behavior has been created using the traffic behavior command.
Precautions

When traffic policing is performed for the packets received on LAN interfaces, CAR
is separately performed for packets forwarded to LAN and WAN interfaces. The
configured rate limit may be twice the actual CAR value.

When the CBS is smaller than the number of bytes in a packet, packets of this
type are discarded.

To prevent a device failure to identify the packet color, you are advised to set the
PBS to be larger than the CBS.
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When the minimum granularity of traffic policing is larger than the maximum rate
of an interface, traffic policing does not take effect on the interface. You need to
set the CIR or PIR to be smaller than the maximum rate of the interface.

On LAN interfaces of devices:

On the Layer 2 FE interface of the AR121, AR121W, AR121GW-L, AR129GW-L
and ART50&AR200 series, when the traffic policing rate is in the range of 64
kbit/s to 1 Mbit/s, the traffic policing rate is a multiple of 64 kbit/s. When the
traffic policing rate is in the range of 1 Mbit/s to 100 Mbit/s, the traffic
policing rate is a multiple of 1 Mbit/s.

On the Layer 2 GE interface of the AR129CV, AR129CVW, AR129CVW-L,
AR100&AR160 series, when the traffic policing rate is in the range of 64 kbit/s
to 1 Mbit/s, the traffic policing rate is a multiple of 64 kbit/s. When the traffic
policing rate is in the range of 1 Mbit/s to 100 Mbit/s, the traffic policing rate
is a multiple of 1 Mbit/s. When the traffic policing rate is in the range of 100
Mbit/s to 1 Gbit/s, the traffic policing rate is a multiple of 10 Mbit/s.

On the FE interface of the SRU of the AR1220, ARAR1220F, AR1220V,
AR1220W and AR1220VW, when the traffic policing rate is in the range of 64
kbit/s to 1 Mbit/s, the traffic policing rate is a multiple of 64 kbit/s. When the
traffic policing rate is in the range of 1 Mbit/s to 100 Mbit/s, the traffic
policing rate is a multiple of 1 Mbit/s.

On the GE interface of the SRU of the AR1220-8GE, AR1220C, AR1220E,
AR1220EV and AR1220EVW, when the traffic policing rate is in the range of
64 kbit/s to 1 Mbit/s, the traffic policing rate is a multiple of 64 kbit/s. When
the traffic policing rate is in the range of 1 Mbit/s to 100 Mbit/s, the traffic
policing rate is a multiple of 1 Mbit/s. When the traffic policing rate is in the
range of 100 Mbit/s to 1 Gbit/s, the traffic policing rate is a multiple of 10
Mbit/s.

On LAN interfaces of the AR2200&AR3200&AR3600 series, the traffic policing
rate is a multiple of 64 kbit/s. If the CIR is set to 64 x n kbit/s, the traffic
policing rate is 64 x n kbit/s. If the CIR is larger than 64 x n kbit/s and is
smaller than 64 x (n+ 1) kbit/s, the traffic policing rate is 64 x n kbit/s.

On other LAN interfaces, the traffic policing rate is a multiple of 64 kbit/s. If
the CIR is set to 64 x n kbit/s, the traffic policing rate is 64 x n kbit/s. If the
CIR is larger than 64 x n kbit/s and is smaller than 64 x (n+ 1) kbit/s, the
traffic policing rate is 64 x n kbit/s.

Only WAN-side interfaces support the percentage of the CIR to the interface
bandwidth and the percentage of the PIR to the interface bandwidth. You must
use either absolute values of the CIR and PIR or the percentages of the CIR and
PIR to the interface bandwidth.

When you use the bandwidth percentage for setting the CIR and PIR, the
bandwidth varies depending on the interface type:

The bandwidth is the actual physical bandwidth of a physical interface.
The bandwidth of a tunnel interface or virtual Ethernet interface is 1 Gbit/s.

The bandwidth of a logical interface such as the Eth-Trunk, MP-Group
interface or MFR interface, that is bundled by multiple interfaces or sub-
interfaces is the total bandwidth of all bundled interfaces or sub-interfaces.

The bandwidth of a dialer interface is the actual bandwidth of a physical
interface bound to the dialer interface or the bandwidth sum of multiple
physical interfaces.
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(11 NOTE

When a virtual template interface is bound to L2TP services, the percentage of the CIR or
PIR to the interface bandwidth cannot be set on the virtual template interface.

The traffic policing action in the traffic policy configured for outbound traffic on
the LAN-side interface of the device is invalid for replicated multicast packets.

Example

# Configure traffic policing in the traffic behavior tb1: Set the CIR to 384 kbit/s
and the PIR to 768 kbit/s, permit green packets to be sent, forward yellow packets
after the DSCP priority of yellow packets is re-marked with 0, and discard red

packets.

<Huawei> system-view

[Huawei] traffic behavior tb1

[Huawei-behavior-tb1] car cir 384 pir 768 green pass yellow pass remark-dscp 0 red discard

Related Topics

20.1.5 display traffic policy statistics
20.1.44 traffic behavior
20.1.46 traffic policy

20.3.3 car (QosS profile view)

Function
The car command configures traffic policing in a QoS profile.
The undo car command deletes the traffic policing configuration from the QoS
profile.
By default, traffic policing is not configured in a QoS profile.
Format
car cir cir-value [ pir pir-value] [ cbs cbs-value pbs pbs-value ] { inbound |
outbound }
undo car { inbound | outbound }
Parameters
Parameter Description Value
cir cir-value Specifies the committed | The value is an integer
information rate (CIR), that ranges from 8 to

which is the guaranteed | 4294967295, in kbit/s.
average transmission
rate.
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Views

Default Level

Parameter

Description

Value

pir pir-value

Specifies the peak
information rate (PIR),
which is the maximum
rate of traffic that can
pass through an
interface.

The value is an integer
that ranges from 8 to
4294967295, in kbit/s.

The PIR must be higher
than or equal to the CIR.
The default PIR is equal
to the CIR.

cbs cbs-value

Specifies the committed
burst size (CBS), which is
the average volume of
burst traffic that can
pass through an
interface.

The value is an integer
that ranges from 1500 to
4294967295, in Bytes.

If the PIR is not set, the
default CBS is 188 times
the CIR. If the PIR is set,
the default CBS is 125
times the CIR.

pbs pbs-value

Specifies the peak burst
size (PBS), which is the
maximum volume of
burst traffic that can
pass through an
interface.

The value is an integer
that ranges from 1500 to
4294967295, in Bytes.

If the PIR is not set, the
default PBS is 313 times
the CIR. If the PIR is set,
the default PBS is 125

times the PIR.
inbound Indicates inbound traffic | -
policing.
outbound Indicates outbound -

traffic policing.

QoS profile view

2: Configuration level

Usage Guidelines

Usage Scenario

Traffic policing discards excess traffic to limit traffic within a proper range and to

protect network resources.

The car command configures traffic policing in a QoS profile.

Follow-up Procedure
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Apply the QoS profile in the AAA service scheme view.

Precautions

When the traffic policing rate is larger than the maximum bandwidth of an
interface, traffic policing does not take effect on the interface. Set the CIR and PIR
to be smaller than the rate of an interface.

When the CBS is smaller than the number of bytes in a packet, the device directly
discards the packet.

Example

# Create a QoS profile named huawei in which the CIR is set to 10000 kbit/s, the
CBS is set to 10240 bytes, and the PBS is set to 10240 bytes.

<Huawei> system-view
[Huawei] qos-profile huawei
[Huawei-qos-profile-huawei] car cir 10000 cbs 10240 pbs 10240 inbound

Related Topics
20.3.18 qos-profile

20.3.4 display qos-profile

Function
The display gos-profile command displays the configured QoS profile
information.
Format
display qos-profile [ profile-name ]
Parameters
Parameter Description Value
profile-name Specifies the name of a The value must the
QoS profile. name of an existing QoS
profile.
Views
All views

Default Level

1: Monitoring level

Usage Guidelines

Usage Scenario
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The display gos-profile command displays the configuration of a specified QoS
profile or all QoS profiles. The command output helps you check the QoS profile
configuration and locate QoS faults.

Example

# Display the summary configurations of all QoS profiles.
<Huawei> display qos-profile
gos-profile a1:
car cir 1000 cbs 188000 pbs 313000 inbound
gos-profile a2:
statistics enable

Table 20-14 Description of the display qos-profile command output

Item Description

gos-profile a1 Name of the QoS profile.

car cir 1000 cbs 188000 pbs 313000 CAR in the inbound direction.
inbound

statistics enable Whether the traffic statistics function

is configured.

Related Topics
20.3.18 qos-profile
20.3.3 car (QosS profile view)

20.3.5 display qos adaptation-profile

Function

The display qos adaptation-profile command displays the adaptive traffic profile
configuration.

Format

display qos adaptation-profile [ adaptation-profile-name ]
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Parameters

Views

Default Level

Parameter Description Value

adaptation-profile-name | Specifies the name of an | The value is a string of 1
adaptive traffic profile. to 31 case-sensitive
characters, spaces not
supported. When double
quotation marks are
used around the string,
spaces are allowed in the
string.

All views

1: Monitoring level

Usage Guidelines

Example

A maximum of 4 adaptive traffic profiles can be configured on the AR150&AR200
series.

A maximum of 8 adaptive traffic profiles can be configured on
theART00&AR120&AR160 series.

A maximum of 16 adaptive traffic profiles can be configured on the AR1200 series.
A maximum of 64 adaptive traffic profiles can be configured on the AR2200 series.

A maximum of 256 adaptive traffic profiles can be configured on the
AR3200&AR3600 series.

You can use the display qos adaptation-profile command to view the number of
configured adaptive traffic profiles and the detailed configuration of a specified
adaptive traffic profile.

If the adaptive traffic profile name is not specified, the display qos adaptation-
profile command displays the indexes and names of all the configured adaptive
traffic profiles, maximum number of adaptive traffic profiles in the system, and
number of configured adaptive traffic profiles. If the adaptive traffic profile name
is specified, the display qos adaptation-profile command displays the detailed
configuration of the adaptive traffic profile.

# Display the indexes and names of all the configured adaptive traffic profiles.

<Huawei> display qos adaptation-profile
Index Adaptation-profile name

0 gts1
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1 gts2

Total 256 Used 2

# Display the detailed configuration of the adaptive traffic profile gts1.

<Huawei> dis qos adaptation-profile gts1
Adaptation-profile: gts1

Rate lower threshold: 2048(Kbps)

Rate upper threshold: 3072(Kbps)

Low rate adjustment threshold on packet loss: 20(%)
High rate adjustment threshold on packet loss: 30(%)
Rate step: 128(Kbps)

Rate increase interval: 50(s)

NQA admin Name: admin

NQA test Name: jitter

Table 20-15 Description of the display qos adaptation-profile command output

Item Description

Index Adaptive traffic profile index.

Adaptation-profile name Adaptive traffic profile name.

Total Maximum number of adaptive traffic
profiles in the system.

Used Number of configured adaptive traffic
profiles.

Adaptation-profile Adaptive traffic profile name.

Rate lower threshold Lower threshold for the traffic shaping

rate. To set the lower threshold for the
traffic shaping rate, run the rate-
range command.

Rate upper threshold Upper threshold for the traffic shaping
rate. To set the upper threshold for
the traffic shaping rate, run the rate-
range command.

Low rate adjustment threshold on Lower threshold for the packet loss
packet loss ratio. To set the lower threshold for
the packet loss ratio, run the rate-

adjust loss command.

High rate adjustment threshold on Upper threshold for the packet loss
packet loss ratio. To set the upper threshold for
the packet loss ratio, run the rate-
adjust loss command.

Rate step Traffic shaping rate adaptation step.
To set the traffic shaping rate
adaptation step, run the rate-adjust
step command.
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Item

Description

Rate increase interval

Interval at which the traffic shaping
rate increases. To set the interval at
which the traffic shaping rate
increases, run the rate-adjust
increase interval command.

NQA admin Name

Administrator name for the NQA test
instance bound to the adaptive traffic
profile. To set the administrator name
for the NQA test instance bound to
the adaptive traffic profile, run the
track nqa command.

NQA test Name

Name of the NQA test instance bound
to the adaptive traffic profile. To set
the name of the NQA test instance
bound to the adaptive traffic profile,
run the track nqa command.

Related Topics

20.3.11 qos adaptation-profile
20.3.19 rate-adjust increase interval
20.3.20 rate-adjust loss

20.3.21 rate-adjust step

20.3.22 rate-range

20.3.24 track nga

20.3.6 display gos adaptation-profile applied-record

Function

Format

The display qos adaptation-profile applied-record command displays the record

of a specified adaptive traffic profile.

display qos adaptation-profile adaptation-profile-name [ interface interface-

type interface-number] applied-record

display qos adaptation-profile adaptation-profile-name interface virtual-
template vi-number virtual-access va-number applied-record
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Parameters

Views

Default Level

Parameter

Description

Value

adaptation-profile-name

Displays the record of a
specified adaptive traffic
profile.

The value is a string of 1
to 31 case-sensitive
characters without
spaces.

interface /interface-type
interface-number

Displays the record of a
specified adaptive traffic
profile on a specified
interface:

e /nterface-type
specifies the interface
type.

e /nterface-number
specifies the interface
number.

virtual-template v¢-
number

Displays the queue-
based traffic statistics on
a specified virtual
template interface. vt-
number specifies the
number of the virtual
template interface.

The value is an integer
that ranges from 0 to
1023.

virtual-access va-
number

Displays the queue-
based traffic statistics on
a specified virtual access
interface. va-number
specifies the number of
the virtual access
interface.

The value is an integer
that ranges from 0 to
1023.

All views

1: Monitoring level

Usage Guidelines

The display qos adaptation-profile applied-record command displays the record
of a specified adaptive traffic profile, including information about the interface,
traffic profile, and NQA test instance bound to the adaptive traffic profile, traffic
shaping rate, and latest packet loss ratio detected by the NQA test instance. The
command output helps you locate faults.
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Example

# Display the record of the adaptive traffic profile gts1 on all interfaces.

<Huawei> display qos adaptation-profile gts1 applied-record
Interface: GigabitEthernet1/0/0

Policy: p1
Classifier: c1
Behavior: b1
gts adaptation-profile gts1

# Display the record of the adaptive traffic profile gts1 on the GE1/0/0.

<Huawei> display qos adaptation-profile gts1 interface gigabitethernet 1/0/0 applied-record
Interface: GigabitEthernet1/0/0

QoS gts adaptation-profile: gts1

NQA admin Name: admin

NQA test Name: jitter

Current Rate: 3072(Kbps)

Last packet loss: 20(%)

The latest traffic shaping rate fails to be updated because the packet loss ratio is within the allowed range.

Table 20-16 Description of the display qos adaptation-profile applied-record
command output

Item Description

Interface: GigabitEthernet1/0/0 Interface to which the adaptive traffic
profile is applied.

QoS gts adaptation-profile: gts1 Adaptive traffic profile that is applied
to the interface. To bind an adaptive
traffic profile to an interface, run the
gos gts adaptation-profile command.

Policy: p1 Traffic policy p1 bound to the adaptive
traffic profile.

Classifier: c1 Traffic classifier bound to the traffic
policy.

Behavior: b1 Traffic behavior bound to the traffic
policy.

gts adaptation-profile gts1 Adaptive traffic profile bound to the

traffic behavior. To bind an adaptive
traffic profile to a traffic behavior, run
the gts adaptation-profile command.

NQA admin Name Administrator name for the NQA test
instance bound to the adaptive traffic
profile. To set the administrator name
for the NQA test instance bound to the
adaptive traffic profile, run the track

nga command.
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Item

Description

NQA test Name

Name of the NQA test instance bound
to the adaptive traffic profile. To set
the name of the NQA test instance
bound to the adaptive traffic profile,
run the track nqa command.

Current Rate

Current traffic shaping rate.

Last packet loss

Latest packet loss ratio detected by the
NQA test instance.

The latest traffic shaping rate fails to
be updated because the packet loss
ratio is within the allowed range.

Result of the update on the latest
traffic shaping. One of the following
results may be displayed:

e The latest traffic shaping rate is
updated successfully.

e The latest traffic shaping rate fails
to be updated because the packet
loss ratio is not greater than the
upper threshold for three
consecutive times.

e The latest traffic shaping rate fails
to be updated because the packet
loss ratio is not smaller than the
upper threshold for three
consecutive times.

e The latest traffic shaping rate fails
to be updated because the packet
loss ratio is within the allowed
range.

e The latest traffic shaping rate fails
to be updated because NQA
detection fails.

e The latest traffic shaping rate fails
to be updated because bandwidth
is sufficient to carry traffic.

e The latest traffic shaping rate fails
to be updated because the traffic
shaping rate reaches the rate limit.

Related Topics

20.3.11 gos adaptation-profile
20.3.19 rate-adjust increase interval
20.3.20 rate-adjust loss

20.3.21 rate-adjust step

20.3.22 rate-range
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20.3.24 track nga

20.3.7 display gos car statistics

Function

Format

Parameters

The display qos car statistics command displays statistics on forwarded and
discarded packets in the inbound direction to a specified interface where a QoS

CAR profile is applied.

display qos car statistics interface /interface-type interface-number { inbound |

outbound }

display qos car statistics interface { virtual-template vt-number virtual-access
va-number} { inbound | outbound }

Parameter

Description

Value

interface /nterface-type
interface-number

Displays statistics on
forwarded and discarded
packets on a specified
interface.

virtual-template v¢-
number

Displays statistics on
forwarded and discarded
packets on a specified
virtual template
interface.

The value is an integer
that ranges from 0 to
1023.

virtual-access va-
number

Displays statistics on
forwarded and discarded
packets on a specified
virtual access interface.

The value is an integer
that ranges from 0 to
1023.

inbound

Displays statistics on
forwarded and discarded
packets and statistics on
packets in different
colors after traffic
policing is performed in
the inbound direction.

outbound

Displays statistics on
forwarded and discarded
packets and statistics on
packets in different
colors after traffic
policing is performed in
the outbound direction.
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Views

All views

Default Level

1: Monitoring level

Usage Guidelines
Usage Scenario

You can run the display qos car statistics command to check statistics on
forwarded and discarded packets in the inbound direction of an interface where a
QoS CAR profile is applied. The command output helps you locate faults.

Example

# Display statistics on forwarded and discarded packets after traffic policing is
performed in the outbound direction on the GE1/0/0.

<Huawei> display qos car statistics interface gigabitethernet 1/0/0 outbound
Interface : GigabitEthernet1/0/0
Direction : Outbound

Type Packets/Bytes Rate(pps/bps)
Drop 0/0 0/0

Pass 0/0 0/0

Green 0/0 0/0

Yellow 0/0 0/0

Red 0/0 0/0

Table 20-17 Description of the display qos car statistics command output

Item Description

Interface Number of the interface where traffic
policing is configured.

Direction Direction in which traffic policing is
performed on the interface:

e Inbound
e OQOutbound

Drop Number of discarded packets on the
interface after traffic policing is
applied.

Pass Number of forwarded packets on the
interface after traffic policing is
applied.

Green Number of green packets on the
interface after traffic policing is
applied.
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Item

Description

Yellow

applied.

Number of yellow packets on the
interface after traffic policing is

Red

applied.

Number of red packets on the
interface after traffic policing is

Type

Packet processing mode after traffic
policing is applied to an interface.

Packets/Bytes

Number of packets or bytes.

Rate(pps/bps)

Rates, in pps or bit/s.

Related Topics
20.3.12 gos car

20.3.8 gts (traffic behavior view)

The gts command configures traffic shaping in a traffic behavior.

The undo gts command deletes traffic shaping from a traffic behavior.

By default, traffic shaping is not configured in a traffic behavior.

gts cir { cir-value [ cbs cbs-value] | pct pct-value} [ queue-length gueue-

Function
Format
length ]
undo gts
Parameters
Parameter

Description

Value

cir cir-value

Specifies the committed
information rate (CIR),
which is the allowed rate
at which traffic can pass
through.

The value is an integer
that ranges from 8 to
4294967295, in kbit/s.
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Parameter

Description

Value

cbs cbs-value

Specifies the committed
burst size (CBS), which is
the maximum volume of
burst traffic that can
pass through an
interface.

The value is an integer
that ranges from 1500 to
4294967295, in bytes.

By default, the CBS value
is 25 times the CIR value.
If the value 25 times the
CIR value is smaller than
1500, the CBS value is
1500.

pct pct-value

Specifies the percentage
of the available
bandwidth.

The value is an integer
that ranges from 1 to
100.

NOTE
After the PCT is configured,
the CBS cannot be
configured manually. The
device automatically
calculates the default CBS
based on the configured
PCT.
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Parameter

Description

Value

queue-length gueue-
length

Specifies the maximum
number of packets
buffered in a queue.

The value is an integer.
The value range is as
follows:

o ART00&AR120&AR15
0&AR160&AR200
series: 1-1024

e AR1200 series,
AR2201-48FE,
AR2204-27GE,
AR2204-27GE-P,
AR2204-51GE-P,
AR2204-51GE-R,
AR2204E, AR2204E-D,
AR2202-48FE,
AR2204, AR2220E,
AR2220, AR2240C,
AR2240 (SRU40/60),
AR3260&AR3670
(SRU40/60): 1-2048

o AR2204XE, AR2204XE-
DC, AR2240 (SRU80/
SRU100/SRU100E/
SRU200/SRU200E/
SRU400), AR3260
(SRU8B0/SRU100/
SRU100E/SRU200/
SRU200E/SRU400)
and AR3670: 1-1023

The default value is 64.

Views

Traffic behavior view

Default Level

2: Configuration level

Usage Guidelines

Usage Scenario

If the rate of the downstream device interface is smaller than the rate of the
upstream device interface, congestion may occur on the downstream device
interface. To prevent packet loss and congestion, configure traffic shaping for
gueues on the upstream device interface to control the rate of outgoing packets
so that packets can be sent at an even rate.
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Example

After configuring traffic shaping in a traffic behavior bound to a traffic policy, you
can set different rates for packets matching different traffic classifiers on an
interface so that differentiated services are implemented.

(11 NOTE

e [f gts (traffic behavior view) is configured in a traffic behavior of a traffic policy, the
queue bandwidth of the sub traffic policy is the queue bandwidth of the traffic policy
multiplied by pct-value.

e If a traffic policy is applied to the interface where qos gts is configured, the queue
bandwidth of the interface is the CIR multiplied by pct-value.

e In other situations, the queue bandwidth is the interface bandwidth multiplied by pct-
value.

Follow-up Procedure

Create a traffic classifier and a traffic policy, bind the traffic classifier to the traffic
behavior in the traffic policy, and apply the traffic policy.

Precautions

You cannot configure gts (traffic behavior view) and gts adaptation-profile
commands in the same traffic behavior.

Traffic shaping can only be configured in a traffic behavior of a traffic policy on
the outbound WAN interface of the device.

If you run the gts command multiple times, only the latest configuration takes
effect.

# Configure traffic shaping in the traffic behavior tb1: Set the CIR to 38400 kbit/s,
the CBS to 960000 bytes, and the maximum number of packets buffered in a
queue to 100.

<Huawei> system-view
[Huawei] traffic behavior tb1
[Huawei-behavior-tb1] gts cir 38400 cbs 960000 queue-length 100

Related Topics

20.1.44 traffic behavior
20.1.45 traffic classifier
20.1.46 traffic policy

20.3.9 gts adaptation-profile

Function

The gts adaptation-profile command binds an adaptive traffic profile to a traffic
behavior.

The undo gts command unbinds an adaptive traffic profile from a traffic behavior.

By default, no adaptive traffic profile is bound to a traffic behavior.
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Format

gts adaptation-profile adaptation-profile-name

undo gts
Parameters
Parameter Description Value
adaptation-profile-name | Specifies the name of an | The value is a string of 1
adaptive traffic profile. to 31 case-sensitive
characters without
spaces.
Views

Traffic behavior view

Default Level

2: Configuration level

Usage Guidelines
Usage Scenario

Traffic shaping solves the packet loss problem on the inbound interface of the
downstream device when the rate of the inbound interface on the downstream
device is smaller than the rate of the outbound interface on the upstream device.
In some scenarios, the interface rate of the downstream device is variable, so the
upstream device cannot determine the traffic shaping parameters.

Adaptive traffic shaping associates an NQA test instance with an adaptive traffic
profile so that the upstream device can dynamically adjust traffic shaping
parameters based on the packet loss ratio of the downstream device detected by
the NQA test instance. The gts adaptation-profile command binds an adaptive
traffic profile to a traffic behavior.

Follow-up Procedure

Create a traffic classifier and a traffic policy, bind the traffic classifier to the traffic
behavior in the traffic policy, and apply the traffic policy.

Precautions

You cannot configure gts (traffic behavior view) and gts adaptation-profile in
the same traffic behavior.

An adaptive traffic profile can only be bound to a traffic behavior in a traffic policy
on the outbound WAN interface of the device.

If an adaptive traffic profile is used in the traffic behavior bound to a traffic policy,
the traffic shaping rate in the adaptive traffic profile must be higher than the
bandwidth defined in the sub traffic policy.
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Example

# Bind the adaptive traffic profile gts1 to the traffic behavior tb1.

<Huawei> system-view
[Huawei] traffic behavior tb1
[Huawei-behavior-tb1] gts adaptation-profile gts1

Related Topics
20.3.8 gts (traffic behavior view)
20.1.44 traffic behavior
20.1.45 traffic classifier
20.1.46 traffic policy

20.3.10 port-schedule high

Function
The port-schedule high command sets the high priority for an interface.
The undo port-schedule high command restores the default priority of an
interface to Normal.
By default, the interface priority is Normal.
Format
port-schedule high
undo port-schedule high
{0 NOTE
This command takes effect for only interfaces on the 4GEW-T and 4GEW-S cards.
Parameters
None
Views

GE interface view

Default Level

2: Configuration level

Usage Guidelines
Usage Scenario

If the total service traffic volume on four interfaces of the 4GEW-T or 4GEW-S
card exceeds 1 Gbit/s, the device discards packets randomly. If important services
are transmitted on an interface, the services cannot be preferentially forwarded.
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You can run this command to set a high priority for the interface so that packets
on the interface can be preferentially forwarded.

For example, if the high priority is set for interface 1, traffic entering interface 1 is
sent to the high-priority queue. Then the device preferentially forwards traffic on
interface 1. Traffic entering interfaces 2, 3, and 4 preempts the remaining
bandwidth. Here, the remaining bandwidth is calculated as follows:

e Remaining bandwidth = 1 Gbit/s - Bandwidth used by interface 1

If the bandwidth is insufficient, the device randomly discards traffic on interfaces
2, 3, and 4. If the high priority is set for interfaces 1 and 2, the device
preferentially forwards traffic on interfaces 1 and 2. If the sum of traffic on
interfaces 1 and 2 exceeds 1 Gbit/s, the device randomly discards traffic on
interfaces 1 and 2.

Precautions
If the high priority is set for the four interfaces and the sum of traffic on the four
interfaces exceeds 1 Gbit/s, the device randomly discards traffic.

Example

# Set a high priority for GE1/0/1.
<Huawei> system-view

[Huawei] interface gigabitethernet 1/0/1
[Huawei-GigabitEthernet1/0/1] port-schedule high

20.3.11 qos adaptation-profile

Function
The gos adaptation-profile command creates an adaptive traffic profile and
displays the adaptive traffic profile view.
The undo qos adaptation-profile command deletes an adaptive traffic profile.
By default, no adaptive traffic profile is created.
Format
qos adaptation-profile adaptation-profile-name
undo qos adaptation-profile adaptation-profile-name
Parameters
Parameter Description Value
adaptation-profile-name | Specifies the name of an | The value is a string of 1
adaptive traffic profile. to 31 case-sensitive
characters without
spaces.
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Views

Default Level

System view

2: Configuration level

Usage Guidelines

Usage Scenario

Traffic shaping solves the packet loss problem on the inbound interface of the
downstream device when the rate of the inbound interface on the downstream
device is smaller than the rate of the outbound interface on the upstream device.
In some scenarios, the interface rate of the downstream device is variable, so the
upstream device cannot determine the traffic shaping parameters.

Adaptive traffic shaping associates an NQA test instance with an adaptive traffic
profile so that the upstream device can dynamically adjust traffic shaping
parameters based on the packet loss ratio of the downstream device detected by
the NQA test instance. The qos adaptation-profile command creates an adaptive
traffic profile and displays the adaptive traffic profile view.

Follow-up Procedure

1. Set parameters in the adaptive traffic profile.

Run track nga, rate-range, rate-adjust step, rate-adjust loss, or rate-adjust
increase interval in the adaptive traffic profile view or manually set
parameters.

2. Apply the adaptive traffic profile.
- Bind the adaptive traffic profile to an interface.

Run the qos gts adaptation-profile command to bind the adaptive
traffic profile to an interface.

- Reference the adaptive traffic profile in a traffic policy.

Run the gts adaptation-profile command to bind the adaptive traffic
profile to a traffic behavior, bind the traffic behavior and traffic classifier
to the traffic policy, and apply the traffic policy to an interface.

Precautions
A maximum of 4 adaptive traffic profiles can be configured on the AR150 series.

A maximum of 8 adaptive traffic profiles can be configured on the
ART00&AR120&AR160&AR200 series.

A maximum of 16 adaptive traffic profiles can be configured on the AR1200 series.
A maximum of 64 adaptive traffic profiles can be configured on the AR2200 series.

A maximum of 256 adaptive traffic profiles can be configured on the
AR32008&AR3600 series.

The traffic policy bound to an adaptive traffic profile can be configured only on
WAN interfaces of the device.
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Example

# Create an adaptive traffic profile named gts1.

<Huawei> system-view
[Huawei] qos adaptation-profile gts1
[Huawei-qos-adaptation-profile-gts1]

Related Topics
20.3.9 gts adaptation-profile
20.3.14 qgos gts adaptation-profile
20.3.19 rate-adjust increase interval
20.3.20 rate-adjust loss
20.3.21 rate-adjust step
20.3.22 rate-range
20.3.24 track nga

20.3.12 gos car

Function
The gos car command configures traffic policing.
The undo gqos car command deletes traffic policing.
By default, traffic policing is not configured.
Format

On the WAN side:

gos car { inbound | outbound } [ acl acl-number | { destination-ip-address |
source-ip-address } range start-ip-address to end-ip-address [ per-address ]

[ time-range time-range-name] ] cir cir-value [ pir pir-value] [ cbs cbs-value
pbs pbs-value] [ green { discard | pass [ remark-8021p 8027p-value | remark-
dscp dscp-value] } ] [ yellow { discard | pass [ remark-8021p 8027p-value |
remark-dscp dscp-value] } ] [ red { discard | pass [ remark-8021p 8027p-value |
remark-dscp dscp-value] } ] (AR100 series, AR120 series, AR150 series, AR160
series, AR200 series)

gos car { inbound | outbound } user-set user-set-name cir cir-value [ cbs cbs-
value pbs pbs-value] [ green { discard | pass [ remark-8021p 8027p-value |
remark-dscp dscp-value | remark-mpls-exp exp-value] } ] [ yellow { discard |
pass [ remark-8021p 8027p-value | remark-dscp dscp-value | remark-mpls-exp
exp-value] } ] [ red { discard | pass [ remark-8021p 8027p-value | remark-dscp
dscp-value | remark-mpls-exp exp-value] } 1 (AR100, AR120, AR150, AR160, and
AR200 series)

gos car { inbound | outbound } [ acl acl-number | { destination-ip-address |
source-ip-address } range start-ip-address to end-ip-address [ per-address ]

[ time-range time-range-name] ] cir cir-value [ pir pir-value] [ cbs cbs-value
pbs pbs-value] [ green { discard | pass [ remark-8021p 8027p-value | remark-
dscp dscp-value | remark-mpls-exp exp-value] } ] [ yellow { discard | pass
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Parameters

[ remark-8021p 8027p-value | remark-dscp dscp-value | remark-mpls-exp exp-
value] } ] [ red { discard | pass [ remark-8021p 8027p-value | remark-dscp dscp-
value | remark-mpls-exp exp-value] } 1 (AR1200, AR2200, AR3200, AR3600
series)

undo qos car { inbound | outbound } [ acl acl-number | { destination-ip-address
| source-ip-address } range start-ip-address to end-ip-address |

undo qos car { inbound | outbound } user-set user-set-name (AR100 series,
AR120 series, AR150 series, AR160 series, AR200 series)

On the LAN side:
qgos car inbound cir c¢ir-value
undo qos car inbound

gos car { inbound | outbound } { acl ac/-number| { destination-ip-address |
source-ip-address } range start-ip-address to end-ip-address [ per-address ]

[ time-range time-range-name] } cir cir-value [ pir pir-value] [ cbs cbs-value
pbs pbs-value] [ green { discard | pass [ remark-8021p 8027p-value | remark-
dscp dscp-value] } ] [ yellow { discard | pass [ remark-8021p 8027p-value |
remark-dscp dscp-value] } ] [ red { discard | pass [ remark-8021p 8027p-value |
remark-dscp dscp-value] } ] (AR100 series, AR120 series, AR150 series, AR160
series, AR200 series)

qgos car { inbound | outbound } { acl acl-number | { destination-ip-address |
source-ip-address } range start-ip-address to end-ip-address [ per-address ]

[ time-range time-range-name ] } cir cir-value [ pir pir-value] [ cbs cbs-value
pbs pbs-value] [ green { discard | pass [ remark-8021p 8027p-value | remark-
dscp dscp-value | remark-mpls-exp exp-value] } ] [ yellow { discard | pass

[ remark-8021p 8027p-value | remark-dscp dscp-value | remark-mpls-exp exp-
value] } ] [ red { discard | pass [ remark-8021p 8027p-value | remark-dscp dscp-
value | remark-mpls-exp exp-value] } 1 (AR1200, AR2200, AR3200, AR3600
series)

undo qos car { inbound | outbound } { acl acl-number| { destination-ip-address
| source-ip-address } range start-ip-address to end-ijp-address}

L] NOTE
LAN interfaces of the AR100 series, AR120 series, AR150 series, AR160 series, AR200 series,
AR1220E, AR1220EV, and AR1220EVW do not support interface-based traffic policing.
The 4GE-2S and 4ES2GP-S cards do not support interface-based traffic policing.
The WAN-side traffic policing command can be configured on Layer 2 VE interfaces.

The 4ES2G-S card does not support Layer 2 traffic policing.

Parameter Description Value

inbound Performs traffic policing | -
in the inbound direction
on an interface.
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Parameter

Description

Value

outbound

Performs traffic policing
in the outbound
direction on an interface.

user-set user-set-name

Specifies the name of a
user group to which
bandwidth limiting is
applied.

The value is a string of 1
to 32 case-sensitive
characters without
spaces.

acl acl-number

Performs traffic policing
for packets matching a
specified ACL.

The value is an integer
that ranges from 2000 to
3999.

e The number of a basic
ACL ranges from 2000
to 2999.

e The number of an
advanced ACL ranges
from 3000 to 3999.

destination-ip-address

Performs traffic policing
for packets whose

destination IP addresses
are in a specified range.

source-ip-address

Performs traffic policing
for packets whose source
IP addresses are in a
specified range.
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Parameter

Description

Value

range start-ip-address to
end-ip-address

Specifies an IP address
range.

The value is in dotted
decimal notation.

e The AR100 series,
AR120 series, AR150
series, AR160 series,
AR200 series, A1200
series allow a
maximum of 2048 IP
addresses.

e The AR2200, AR3600,
and AR3200 series
allow a maximum of
4096 IP addresses.

NOTE
When the device applies
QoS CAR to packets within
the matched IP address
range, one ACL resource is
occupied for each IP
address.

The preceding IP address
range takes effective only
when ACL resources are
sufficient. You can run the
display acl resource
command to view
information about ACL
resources. The Remaining
parameter indicates the
number of remaining
resources.

per-address

Performs traffic policing
for packets from each IP
address. If this
parameter is not
specified, the system
aggregates all the flows
and uses CAR to limit the
flows.

time-range time-range-
name

Specifies the time range
during which CAR is
performed for each IP
address.

The time range must
have been configured
using the time-range
command.

The value is a string of
case-sensitive characters
without spaces and must
begin with a letter. The
value ranges from 1 to
32.
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Parameter

Description

Value

cir cir-value

Specifies the committed
information rate (CIR),
which is the allowed
average rate at which
traffic can pass through.

The value is an integer
that ranges from 8 to
4294967295, in kbit/s.

NOTE
On LAN interfaces of the
device, if the CIR is smaller
than 64 kbit/s, the rate
limit is 64 kbit/s.

pir pir-value

Specifies the peak
information rate (PIR),
which is the maximum
rate at which traffic can
pass through.

The value is an integer
that ranges from 8 to
4294967295, in kbit/s.

The PIR must be greater
than or equal to the CIR.

cbs cbs-value

Specifies the committed
burst size (CBS), which is
the average volume of
burst traffic that can
pass through an
interface.

The value is an integer
that ranges from 1500 to
4294967295, in bytes.

The default setting is as
follows:

e |[f the PIR is not set or
the PIR and CIR are
the same, the CBS is
188 times the CIR.

e |If the PIR is set and
the PIR and CIR are
different, the CBS is
125 times the CIR.

pbs pbs-value

Specifies the peak burst
size (PBS), which is the
maximum volume of
burst traffic that can
pass through an
interface.

The value is an integer
that ranges from 1500 to
4294967295, in bytes.

The default setting is as
follows:

e |[f the PIR is not set or
the PIR and CIR are
the same, the PBS is
313 times the CIR.

e |f the PIR is set and
the PIR and CIR are
different, the PBS is
125 times the PIR.

green
yellow
red

Specifies the packet
color. By default, green
packets and yellow
packets are allowed to
pass through, and red
packets are discarded.

Issue 14 (2025-10-30)

Copyright © Huawei Technologies Co., Ltd.

11435



Huawei AR Series Access Routers

Command Reference 20 QoS Commands
Parameter Description Value
discard Discards packets of a -
color.
pass Permits packets of a -

color to pass through.

remark-dscp dscp-value | Re-marks the DSCP The value can be the
priority of packets when | DiffServ code, an integer
they are transmitted on ranging from 0 to 63; the
a Layer 3 network. value can also be the
name of the DSCP
service type, such as
af11, af12, af13, af21,
af22, af23, af31, af32,
af33, af41, af42, af43,
cs1-cs7, default, and ef.

The values
corresponding to names
of DSCP service types are
as follows:

e af11:10
e af12:12
e af13:14
e af21:18
e af22:20
e af23:22
e af31:26
e af32:28
e af33:30
e afd1: 34
e afd2: 36
e af43: 38
e ¢s1: 8
e (s2:16
e (s3:24
o cs4:32
e (s5:40
e (s6:48
® (s7:56
e default: 0
o ef 46

remark-8021p 8021p- Re-marks the 802.1p The value is an integer
value priority of VLAN packets. | that ranges from 0 to 7.
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Parameter Description Value
remark-mpls-exp exp- Re-marks the MPLS EXP | The value is an integer
value priority of packets. that ranges from 0 to 7.
Views

Interface view

Default Level

2: Configuration level

Usage Guidelines
Usage Scenario

Traffic policing controls traffic by monitoring the rate of traffic, and discards excess
traffic to limit traffic within a proper range and to protect network resources.

When data is sent from a high-speed link to a low-speed link, the bandwidth on
the interface of the low-speed link is insufficient. As a result, a large number of
packets are discarded. To solve this problem, configure traffic policing for outgoing
traffic on the interface of the high-speed link. The interface then discards the
packets whose rate exceeds the traffic policing rate so that the outgoing traffic
rate is limited within a proper range. You can also configure traffic policing for
incoming traffic on the interface of the low-speed link. The interface then discards
the received packets whose rate exceeds the traffic policing rate.

Interface-based traffic policing provides the following functions:

e Limits all the service traffic on an interface.

(LAN interfaces of the ART00&AR120&AR150&AR160&AR200 series, AR1220E,
AR1220EV and AR1220EVW do not support interface-based traffic policing)

e Limits the service traffic matching a specified ACL rule.
e Limits the service traffic whose source and destination IP addresses are within
a specified range.

Traffic policing actions include permit, deny, and forward after priority change. By
default, green packets and yellow packets are allowed to pass through, and red
packets are discarded.

After bandwidth limiting based on user groups is configured, the device limits
traffic from all IP addresses of the user group.

Prerequisites

A user group has been created using the user-set command when bandwidth
limiting is enabled based on the user group.

Precautions

When the traffic shaping rate is greater than the maximum rate of an interface,
traffic policing is not performed on the interface. You need to set the CIR or PIR to
be smaller than the maximum rate of the interface.
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When the CBS is smaller than the number of bytes in a packet, packets of this
type are discarded.

To prevent a device failure to identify the packet color, you are advised to set the
PBS to be larger than the CBS.

On LAN interfaces of devices:

On the Layer 2 FE interface of the AR121, AR121W, AR121GW-L, AR129GW-L
and ART50&AR200 series, when the traffic policing rate is in the range of 64
kbit/s to 1 Mbit/s, the traffic policing rate is a multiple of 64 kbit/s. When the
traffic policing rate is in the range of 1 Mbit/s to 100 Mbit/s, the traffic
policing rate is a multiple of 1 Mbit/s.

On the Layer 2 GE interface of the AR129CV, AR129CVW, AR129CVW-L,
AR100&AR160 series, when the traffic policing rate is in the range of 64 kbit/s
to 1 Mbit/s, the traffic policing rate is a multiple of 64 kbit/s. When the traffic
policing rate is in the range of 1 Mbit/s to 100 Mbit/s, the traffic policing rate
is a multiple of 1 Mbit/s. When the traffic policing rate is in the range of 100
Mbit/s to 1 Gbit/s, the traffic policing rate is a multiple of 10 Mbit/s.

On the FE interface of the SRU of the AR1220, ARAR1220F, AR1220V,
AR1220W and AR1220VW, when the traffic policing rate is in the range of 64
kbit/s to 1 Mbit/s, the traffic policing rate is a multiple of 64 kbit/s. When the
traffic policing rate is in the range of 1 Mbit/s to 100 Mbit/s, the traffic
policing rate is a multiple of 1 Mbit/s.

On the GE interface of the SRU of the AR1220-8GE, AR1220C, AR1220E,
AR1220EV and AR1220EVW, when the traffic policing rate is in the range of
64 kbit/s to 1 Mbit/s, the traffic policing rate is a multiple of 64 kbit/s. When
the traffic policing rate is in the range of 1 Mbit/s to 100 Mbit/s, the traffic
policing rate is a multiple of 1 Mbit/s. When the traffic policing rate is in the
range of 100 Mbit/s to 1 Gbit/s, the traffic policing rate is a multiple of 10
Mbit/s.

On LAN interfaces of the AR2200&AR3200&AR3600 series, the traffic policing
rate is a multiple of 64 kbit/s. If the CIR is set to 64 x n kbit/s, the traffic
policing rate is 64 x n kbit/s. If the CIR is larger than 64 x n kbit/s and is
smaller than 64 x (n+ 1) kbit/s, the traffic policing rate is 64 x n kbit/s.

On other LAN interfaces, the traffic policing rate is a multiple of 64 kbit/s. If
the CIR is set to 64 x n kbit/s, the traffic policing rate is 64 x n kbit/s. If the
CIR is larger than 64 x n kbit/s and is smaller than 64 x (n + 1) kbit/s, the
traffic policing rate is 64 x n kbit/s.

The gos car command can be executed in the interface or sub-interface view. If
the gos car command is used on the interface and its sub-interfaces
simultaneously:

If a GE interface or an XGE interface is used, data flows passing from its sub-
interface are limited by the CAR on the sub-interface and the GE or XGE
interface.

On an ATM or serial interface, data flows passing from its sub-interface are
only limited by CAR on the sub-interface. Only data flows passing from the
ATM or serial interface are limited by CAR on the ATM or serial interface.

If the ACL number, destination IP address range, or source IP address range is
configured in the qos car command on WAN interfaces, you can run the qos car
command repeatedly on a WAN interface or sub-interface to configure at most 16
times.
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Example

# Set the CIR for incoming traffic to 2000 kbit/s on Eth2/0/0.

<Huawei> system-view
[Huawei] interface ethernet 2/0/0
[Huawei-Ethernet2/0/0] qos car inbound cir 2000

# On the GEO/0/1, set the CIR to 3000 kbit/s, CBS to 564000 bytes, and PBS to
939000 bytes for a user group in the inbound direction.

<Huawei> system-view

[Huawei] web

[Huawei-web] user-set huawei

[Huawei-web-user-set-huawei] quit

[Huawei-web] quit

[Huawei] interface gigabitethernet 0/0/1

[Huawei-GigabitEthernet0/0/1] qos car inbound user-set huawei cir 3000 cbs 564000 pbs 939000 green

pass yellow pass red discard
Related Topics

20.3.7 display qos car statistics
19.7.24 time-range
20.8.6 user-set

20.3.13 qos gts

Function
The gos gts command configures traffic shaping on an interface.
The undo gqos gts command cancels traffic shaping on an interface.
By default, traffic shaping is not performed on an interface.
Format

qos gts cir cir-value [ cbs cbs-value]
undo qos gts
(11 NOTE

e Layer 2 interfaces on AR100 series, AR120 series, AR150 series, AR160 series, AR200 series,
AR1200 series do not support the qos gts command.

e The 9ES2, 4GE-2S, 4ES2G-S, and 4ES2GP-S cards do not support the qos gts command.

Issue 14 (2025-10-30) Copyright © Huawei Technologies Co., Ltd. 11439



Huawei AR Series Access Routers
Command Reference

20 QoS Commands

Parameters
Parameter Description Value
cir cir-value Specifies the committed | The value is an integer
information rate (CIR), that ranges from 8 to
which is the allowed rate | 4294967295, in kbit/s.
at which traffic can pass | NOTE
through. On LAN interfaces of the
device, if the CIR is smaller
than 64 kbit/s, the rate
limit is 64 kbit/s.
cbs cbs-value Specifies the committed | The value is an integer
burst size (CBS), which is | that ranges from 1500 to
the average volume of 4294967295, in bytes.
burst traffic that can By default, the CBS is 25
pass through an times the CIR. If the
interface. value 25 times the CIR is
smaller than 1500, the
CBS is 1500.
Views

Interface view

Default Level

2: Configuration level

Usage Guidelines

Usage Scenario

If data traffic sent from the upstream device is heavy, the downstream network
may be congested or a large number of packets are directly discarded. To prevent
this problem, you can use the gos gts command to configure traffic shaping on
the outbound interface of the upstream device to limit the traffic on a network
connection so that packets can be transmitted at an even rate.

The differences between traffic policing and traffic shaping are as follows:

e Traffic policing directly discards the packets whose rate exceeds the rate limit.
Traffic shaping, however, buffers the packets whose rate is larger than the
traffic shaping rate. When there are sufficient tokens in the token bucket, the
buffered packets are forwarded at an even rate.

e Traffic shaping increases the delay, whereas traffic policing does not.

Precautions

If you run the gos gts command multiple times in the same interface view, only
the latest configuration takes effect.

The qos gts and gos gts adaptation-profile commands cannot be configured on

the same interface.
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When the traffic shaping rate is larger than the maximum rate of an interface,
traffic is not shaped on the interface. It is recommended that the CIR be smaller
than the rate of an interface.

On LAN interfaces of devices:

e On the Layer 2 FE interface of the AR121, AR121W, AR121GW-L, AR129GW-L
AR150, and AR200 series, when the traffic policing rate is in the range of 64
kbit/s to 1 Mbit/s, the traffic policing rate is a multiple of 64 kbit/s. When the
traffic policing rate is in the range of 1 Mbit/s to 100 Mbit/s, the traffic
policing rate is a multiple of 1 Mbit/s.

e On the Layer 2 GE interface of the AR129CV, AR129CVW, AR129CVW-L,
AR100 series, AR160 series, when the traffic policing rate is in the range of 64
kbit/s to 1 Mbit/s, the traffic policing rate is a multiple of 64 kbit/s. When the
traffic policing rate is in the range of 1 Mbit/s to 100 Mbit/s, the traffic
policing rate is a multiple of 1 Mbit/s. When the traffic policing rate is in the
range of 100 Mbit/s to 1 Gbit/s, the traffic policing rate is a multiple of 10
Mbit/s.

e On the FE interface of the SRU of the AR1220, ARAR1220F, AR1220V,
AR1220W, and AR1220VW, when the traffic policing rate is in the range of 64
kbit/s to 1 Mbit/s, the traffic policing rate is a multiple of 64 kbit/s. When the
traffic policing rate is in the range of 1 Mbit/s to 100 Mbit/s, the traffic
policing rate is a multiple of 1 Mbit/s.

e  On the GE interface of the SRU of the AR1220-8GE, AR1220C, AR1220E,
AR1220EV, and AR1220EVW, when the traffic policing rate is in the range of
64 kbit/s to 1 Mbit/s, the traffic policing rate is a multiple of 64 kbit/s. When
the traffic policing rate is in the range of 1 Mbit/s to 100 Mbit/s, the traffic
policing rate is a multiple of 1 Mbit/s. When the traffic policing rate is in the
range of 100 Mbit/s to 1 Gbit/s, the traffic policing rate is a multiple of 10
Mbit/s.

e On LAN interfaces of the AR2200, &AR3200&AR3600 series, the traffic
policing rate is a multiple of 64 kbit/s. If the CIR is set to 64 x n kbit/s, the
traffic policing rate is 64 x n kbit/s. If the CIR is larger than 64 x n kbit/s and is
smaller than 64 x (n+ 1) kbit/s, the traffic policing rate is 64 x n kbit/s.

e On other LAN interfaces, the traffic policing rate is a multiple of 64 kbit/s. If
the CIR is set to 64 x n kbit/s, the traffic policing rate is 64 x n kbit/s. If the
CIR is larger than 64 x n kbit/s and is smaller than 64 x (n+ 1) kbit/s, the
traffic policing rate is 64 x n kbit/s.

The gos gts command shapes traffic of all queues on an interface, whereas the
queue gts command shapes traffic of a specified queue on an interface. If both
gueue-based traffic shaping and interface-based traffic shaping are configured on
an interface, the CIR of interface-based traffic shaping cannot be lower than the
sum of CIR values of all the queues on the interface; otherwise, the traffic shaping
result may be incorrect. For example, packets in the queue with a higher priority
may be not scheduled in a timely manner.

After a physical interface is bound to a virtual template interface to form an MP-
link, the gos gts command is invalid on the physical interface. For details about
MP binding, see Implementing MP.

For logical interfaces (excluding Layer 2 Eth-Trunk interfaces), run the qos gts
command on the interface to configure interface-based traffic shaping. It is
recommended that the CIR be set to 90% of the logical interface bandwidth. The
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remaining 10% bandwidth is reserved for protocol packets. If the logical interface
has sub-interfaces, run the gos gts command on the main interface.

Example

# Set the CIR of data packets to be sent from the Eth2/0/0 to 2000 kbit/s and CBS

to 375000 bytes.

<Huawei> system-view
[Huawei] interface ethernet 2/0/0
[Huawei-Ethernet2/0/0] qos gts cir 2000 cbs 375000

Related Topics
20.3.17 queue gts

20.3.14 qos gts adaptation-profile

Function
The gos gts adaptation-profile command binds an adaptive traffic profile to an
interface.
The undo qos gts command unbinds an adaptive traffic profile from an interface.
By default, no adaptive traffic profile is bound to an interface.
Format
gos gts adaptation-profile adaptation-profile-name
undo qos gts
Parameters
Parameter Description Value
adaptation-profile-name | Specifies the name of an | The value is a string of 1
adaptive traffic profile. to 31 case-sensitive
characters without
spaces.
Views

Interface view

Default Level

2: Configuration level

Usage Guidelines

Usage Scenario
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Example

Traffic shaping solves the packet loss problem on the inbound interface of the
downstream device when the rate of the inbound interface on the downstream
device is smaller than the rate of the outbound interface on the upstream device.
In some scenarios, the interface rate of the downstream device is variable, so the
upstream device cannot determine the traffic shaping parameters.

Adaptive traffic shaping associates an NQA test instance with an adaptive traffic
profile so that the upstream device can dynamically adjust traffic shaping
parameters based on the NQA result. The qos gts adaptation-profile command
binds an adaptive traffic profile to an interface.

Precautions

The gos gts and qos gts adaptation-profile commands cannot be configured on
the same interface.

An adaptive traffic profile can be bound to only a WAN interface on the device.

The traffic shaping rate configured using the qos gts adaptation-profile
command applies to all queues on an interface, and the traffic shaping rate
configured using the queue gts command applies to a specified queue on an
interface. If both qos gts adaptation-profile and queue gts are used on an
interface, the lower threshold for the traffic shaping rate in the adaptive traffic
profile must be larger than or equal to the sum of traffic shaping rates of all the
qgueues on the interface; otherwise, the traffic shaping result may be incorrect. For
example, packets in queues with higher priorities are not scheduled in a timely
manner.

If you run the qos gts adaptation-profile command multiple times in the same
interface view, only the latest configuration takes effect.

# Bind the adaptive traffic profile gts1 to GE1/0/0.

<Huawei> system-view
[Huawei] interface gigabitethernet1/0/0
[Huawei-GigabitEthernet1/0/0] qos gts adaptation-profile gts1

Related Topics

20.3.11 gos adaptation-profile
20.3.13 gos gts

20.3.15 qos lr (interface view)

Function

The gos lr command sets the percentage of the rate for sending packets to the
interface bandwidth.

The undo qos lr command restores the default percentage of the rate for sending
packets to the interface bandwidth.

By default, the percentage of the rate for sending packets to the interface
bandwidth is 100.
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Format
qos lr pct pct-value [ cbs cbs-value ]
undo qos Ir
Parameters
Parameter Description Value
pct pct-value Specifies the percentage | The value is an integer
of the rate for sending that ranges from 1 to
packets to the interface | 100.
bandwidth.
cbs cbs-value Specifies the committed | The value is an integer
burst size (CBS). that ranges from 1500 to
4294967295, in bytes.
The default value is
three times the interface
bandwidth.
Views

Interface view

Default Level

2: Configuration level

Usage Guidelines

Usage Scenario

To limit the rate of sending packets on an interface, run the qos lr command to
set the percentage of the rate for sending packets to the interface bandwidth.

Precautions

Only WAN-side physical interfaces support the qos lr command.

If you run the gos lr command multiple times on the same interface, only the
latest configuration takes effect.

Rate limiting will not take effect until queue scheduling is configured.

Example

# On the GE1/0/0, set the percentage of the rate for sending packets to the

interface bandwidth to 50% and CBS to 375000 bytes.

<Huawei> system-view

[Huawei] interface gigabitethernet 1/0/0
[Huawei-GigabitEthernet1/0/0] qos lr pct 50 cbs 375000

[Huawei-GigabitEthernet1/0/0] quit
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Related Topics
20.3.13 gos gts

20.3.16 gos overhead

Function

The gos overhead command configures the mode for calculating the packet
length during traffic policing or traffic shaping.

By default, physical-layer and link-layer compensation information is included in
packet length calculation during traffic policing or traffic shaping.

Format

qos overhead layer { link | physics }

Parameters

Parameter Description Value

layer Indicates whether -
physical-layer or link-
layer compensation
information is included
in packet length
calculation during traffic
policing or traffic
shaping.

link Indicates that link-layer | -
compensation
information is included
in packet length
calculation during traffic
policing or traffic
shaping.

physics Indicates that physical- -
layer and link-layer
compensation
information is included
in packet length
calculation during traffic
policing or traffic
shaping.

Views

System view
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Default Level

2: Configuration level

Usage Guidelines

Example

Usage Scenario

During traffic policing or traffic shaping, run the qos overhead command to
configure the mode for calculating the packet length. When the same CIR is used,
the number of forwarded packets when the qos overhead layer link command is
used is larger than that when the qos overhead layer physics command is used.
The qos overhead command takes effect only when it is used with one of the
following commands:

° car
e (os car
e qos gts

e qos adaptation-profile
e queue gts

e gts

e qoslr

Precautions

Only Ethernet, PPP, and FR links support the qos overhead command.

# Configure the device to use only link-layer compensation information in packet
length calculation during traffic policing or traffic shaping.

<Huawei> system-view
[Huawei] qos overhead layer link

Related Topics

20.3.2 car (traffic behavior view)
20.3.12 qgos car

20.3.13 gos gts

20.3.11 qos adaptation-profile
20.3.17 queue gts

20.3.8 gts (traffic behavior view)
20.3.15 qos Ir (interface view)

20.3.17 queue gts

Function

The queue gts command configures traffic shaping for queues.

The undo queue gts command cancels traffic shaping for queues.
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Format

Parameters

By default, traffic shaping is not performed for queues.

queue { start-queue-index [ to end-queue-index] } &<1-10> gts cir cir-value

[ cbs cbs-value]

undo queue { start-queue-index [ to end-queue-index] } &<1-10> gts

Parameter

Description

Values

start-queue-index [ to
end-queue-index ]

Specifies the indexes of
the queues for which
traffic shaping is
configured.

e start-queue-index
specifies the index of
the first queue for
which traffic shaping
is configured.

e end-queue-index
specifies the index of
the last queue for
which traffic shaping
is configured.

If to end-queue-index is
not specified, traffic
shaping is configured for
only the queue specified
by start-queue-index.

The value of start-
gueue-index is an
integer that ranges from
Oto7.

The value of end-queue-
index is an integer that
ranges from 0 to 7.

cir cir-value

Specifies the committed
information rate (CIR),
which is the allowed rate
at which traffic can pass
through.

The value is an integer
that ranges from 8 to
4294967295, in kbit/s.

NOTE
When you bind a queue
profile to a LAN interface
on the device and the CIR
is smaller than 64 kbit/s,
the rate limit is 64 kbit/s.

cbs cbs-value

Specifies the committed
burst size (CBS), which is
the average volume of
burst traffic that can
pass through an
interface.

The value is an integer
that ranges from 1500 to
4294967295, in bytes.

By default, the CBS is 25
times the CIR. If the
value 25 times the CIR is
smaller than 1500, the
CBS is 1500.
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Views

Default Level

Queue profile view

2: Configuration level

Usage Guidelines

Usage Scenario

If the rate of the downstream device interface is smaller than the rate of the
upstream device interface, congestion may occur on the downstream device
interface. To prevent packet loss and congestion, configure traffic shaping for
qgueues on the upstream device interface to control the rate of outgoing packets
so that packets can be sent at an even rate.

Service packets enter queues on an interface based on priorities. Different from
interface-based traffic shaping, queue-based traffic shaping applies different rates
to packets in queues with different priorities to implement differentiated services
for queues.

Follow-up Procedure

Run the qos queue-profile (interface view) command to bind the queue profile
to an interface.

Precautions

(10 NOTE

Interfaces on the 4ES2G-S, 4ES2GP-S and 9ES2 cards do not support the queue gts
command.

Layer 2 FE interfaces on the AR150&200 series do not support the queue gts command.
Layer 2 GE interfaces on the AR120&AR160 series do not support the queue gts command.

FE interfaces on the SRU of the AR1200 series do not support the queue gts command.
en

When the traffic shaping rate is larger than the maximum rate of an interface,
traffic in queues is not shaped. It is recommended that the CIR be lower than the
rate of an interface.

On the device's LAN interface, the traffic shaping rate is a multiple of is 64 kbit/s.
If the CIR is set to 64 x n kbit/s, the rate limit is 64 x n kbit/s. If the CIR is larger
than 64 x n kbit/s and is smaller than 64 x (nn + 1) kbit/s, the rate limit is 64 x n
kbit/s.

If queue-based traffic shaping is configured on an interface, the traffic shaping
rate on the interface must be larger than the bandwidth required by all queues on
the interface; otherwise, the traffic shaping result may be incorrect. For example,
packets in queues with higher priorities are not scheduled in a timely manner.

If you run the queue gts command multiple times in the same queue profile view,
only the latest configuration takes effect.
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When you change the queue shaping configuration in the view of the queue
profile bound to an interface, the device synchronizes the change to the interface
that supports queue gts. If the interface does not support queue gts, the system
displays a configuration failure message.

Example

# Create a queue profile named hello-world and set the CIR and CBS of queue 0
to queue 3 to 2000 kbit/s and 375000 bytes respectively.

<Huawei> system-view
[Huawei] qos queue-profile hello-world
[Huawei-qos-queue-profile-hello-world] queue 0 to 3 gts cir 2000 cbs 375000

Related Topics
20.4.3 display gos queue-profile
20.4.8 gos queue-profile (interface view)
20.4.9 gos queue-profile (system view)
20.4.13 queue length
20.4.16 queue weight
20.4.19 schedule

20.3.18 qos-profile

Function
The qos-profile command creates a QoS profile and displays its view, or directly
displays the view of an existing QoS profile.
The undo qos-profile command deletes a QoS profile.
By default, no QoS profile is configured on the device.
Format
qos-profile profile-name
undo qos-profile profile-name
Parameters
Parameter Description Value
profile-name Specifies the name of a The value is a string of 1
QoS profile. to 31 case-sensitive
characters without
spaces.
Views

System view
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Default Level

2: Configuration level

Usage Guidelines
Usage Scenario

You can define QoS configurations in a QoS profile to implement such functions as
traffic policing and traffic statistics.

Follow-up Procedure

e Define parameters in the QoS profile, including parameters of traffic policing
and traffic statistics.

e Apply the QoS profile in the specified view.

Example

# Create a QoS profile named huawei and enter the QoS profile view.
<Huawei> system-view

[Huawei] qos-profile huawei
[Huawei-qos-profile-huawei]

Related Topics
20.3.3 car (QoS profile view)

20.3.19 rate-adjust increase interval

Function
The rate-adjust increase interval command sets the interval at which the traffic
shaping rate increases.
The undo rate-adjust increase interval command restores the default interval at
which the traffic shaping rate increases.
By default, the traffic shaping rate increases at intervals of 30s.
Format
rate-adjust increase interval /nterval-value
undo rate-adjust increase interval
Parameters
Parameter Description Value
interval-value Specifies the interval at | The value is an integer
which the traffic shaping | that ranges from 10 to
rate increases. 65535, in seconds.
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Views

Default Level

Adaptive traffic profile view

2: Configuration level

Usage Guidelines

Example

Usage Scenario

Adaptive traffic shaping associates an NQA test instance with an adaptive traffic
profile so that the upstream device can dynamically adjust traffic shaping
parameters based on the packet loss ratio of the downstream device detected by
the NQA test instance. The upstream device increases the traffic shaping rate
when the NQA test instance detects that the packet loss ratio is smaller than the
lower threshold for the packet loss ratio in the adaptive traffic profile for three
consecutive times and congestion occurs on the outbound interface of the
upstream device. You can run this command to set the interval to prevent frequent
traffic shaping rate change.

Precautions

If you run the rate-adjust increase interval command multiple times in the same
adaptive traffic profile view, only the latest configuration takes effect.

# Set the interval at which the traffic shaping rate increases in the adaptive traffic
profile gts1 to 50s.

<Huawei> system-view
[Huawei] qos adaptation-profile gts1
[Huawei-qos-adaptation-profile-gts1] rate-adjust increase interval 50

Related Topics

20.3.9 gts adaptation-profile
20.3.11 gos adaptation-profile
20.3.14 qos gts adaptation-profile
20.3.20 rate-adjust loss

20.3.21 rate-adjust step

20.3.22 rate-range

20.3.24 track nga

20.3.20 rate-adjust loss

Function

The rate-adjust loss command sets the packet loss ratio range in an adaptive
traffic profile.
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The undo rate-adjust loss command restores the default packet loss ratio range
in an adaptive traffic profile.

By default, the packet loss ratio ranges from 10% to 20%.

Format
rate-adjust loss low-threshold low-threshold-percentage high-threshold Aigh-
threshold-percentage
undo rate-adjust loss
Parameters
Parameter Description Value
low-threshold /ow- Specifies the lower The value is an integer
threshold-percentage threshold for the packet | that ranges from 0 to
loss ratio. 100.
high-threshold high- Specifies the upper The value is an integer
threshold-percentage threshold for the packet | that ranges from 0 to
loss ratio. 100. The value of high-
threshold-percentage
cannot be smaller than
the value of low-
threshold-percentage.
Views

Adaptive traffic profile view

Default Level

2: Configuration level

Usage Guidelines
Usage Scenario

Adaptive traffic shaping associates an NQA test instance with an adaptive traffic
profile so that the upstream device can dynamically adjust traffic shaping
parameters based on the packet loss ratio of the downstream device detected by
the NQA test instance. The rate-adjust loss command sets the packet loss ratio
range in an adaptive traffic profile:

e The upstream device reduces the traffic shaping rate when the NQA test
instance detects that the packet loss ratio is larger than the upper threshold
in the adaptive traffic profile.

e The upstream device increases the traffic shaping rate when all the following
conditions are met:

- The NQA test instance detects that the packet loss ratio is lower than the
lower threshold in the adaptive traffic profile.
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- Congestion occurs on the outbound interface of the upstream device.
- The interval at which the traffic shaping rate increases is reached.

e The upstream device retains the traffic shaping rate in one of the following
scenarios:

- The NQA test instance detects that the packet loss ratio is smaller than
the lower threshold in the adaptive traffic profile and no congestion
occurs on the outbound interface of the upstream device.

- The detected packet loss ratio is within the packet loss ratio range in the
adaptive traffic profile.

e The upstream device uses the upper threshold for the traffic shaping rate in
the adaptive traffic profile when the NQA test fails.

e The upstream device uses the upper threshold for the traffic shaping rate in
the adaptive traffic profile when the adaptive traffic profile is not bound to
the NQA test instance.

Precautions

If you run the rate-adjust loss command multiple times in the same adaptive
traffic profile view, only the latest configuration takes effect.

Example

# Set the packet loss ratio range in the adaptive traffic profile gts1 to 20% to
30%.

<Huawei> system-view
[Huawei] qos adaptation-profile gts1
[Huawei-qos-adaptation-profile-gts1] rate-adjust loss low-threshold 20 high-threshold 30

Related Topics
20.3.9 gts adaptation-profile
20.3.11 qos adaptation-profile
20.3.14 qos gts adaptation-profile
20.3.19 rate-adjust increase interval
20.3.21 rate-adjust step
20.3.22 rate-range
20.3.24 track nga

20.3.21 rate-adjust step

Function

The rate-adjust step command sets the traffic shaping rate adaptation step in an
adaptive traffic profile.

The undo rate-adjust step command restores the default traffic shaping rate
adaptation step in an adaptive traffic profile.

By default, the traffic shaping rate adaptation step is 64 kbit/s.
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Format
rate-adjust step step

undo rate-adjust step

Parameters
Parameter Description Value
step Specifies the traffic The value is an integer
shaping rate adaptation | that ranges from 8 to
step. 4294967295, in kbit/s.
Views

Adaptive traffic profile view

Default Level

2: Configuration level

Usage Guidelines
Usage Scenario

Adaptive traffic shaping associates an NQA test instance with an adaptive traffic
profile so that the upstream device can dynamically adjust traffic shaping
parameters based on the packet loss ratio of the downstream device detected by
the NQA test instance. The rate-adjust step command sets the traffic shaping
rate adaptation step in an adaptive traffic profile.

Precautions

If you run the rate-adjust step command multiple times in the same adaptive
traffic profile view, only the latest configuration takes effect.

Example

# Set the traffic shaping rate adaptation step in an adaptive traffic profile gts1 to
32 kbit/s.

<Huawei> system-view
[Huawei] qos adaptation-profile gts1
[Huawei-qos-adaptation-profile-gts1] rate-adjust step 32

Related Topics
20.3.9 gts adaptation-profile
20.3.11 gos adaptation-profile
20.3.14 gos gts adaptation-profile
20.3.19 rate-adjust increase interval
20.3.20 rate-adjust loss
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20.3.22 rate-range
20.3.24 track nga

20.3.22 rate-range

Function
The rate-range command sets the traffic shaping rate range in an adaptive traffic
profile.
Format
rate-range low-threshold low-threshold-value high-threshold high-threshold-
value
Parameters
Parameter Description Value
low-threshold /ow- Specifies the lower The value is an integer
threshold-value threshold for the traffic that ranges from 8 to
shaping rate. 4294967295, in kbit/s.
high-threshold Aigh- Specifies the upper The value is an integer
threshold-value threshold for the traffic that ranges from 8 to
shaping rate. 4294967295, in kbit/s.
The value of high-
threshold-value cannot
be smaller than the
value of low-threshold-
value.
Views

Adaptive traffic profile view

Default Level

2: Configuration level

Usage Guidelines

Usage Scenario

Adaptive traffic shaping adjusts the traffic shaping rate based on the packet loss

ratio of the downstream device detected by the NQA test instance. The rate-range

command sets the traffic shaping rate range in an adaptive traffic profile.

Precautions
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Example

If an adaptive traffic profile is used in the traffic behavior bound to a traffic policy,
the traffic shaping rate in the adaptive traffic profile must be larger than the
bandwidth defined in the sub traffic policy.

If both an adaptive traffic profile and queue-based traffic shaping are configured
on the same interface, the traffic shaping rate in the adaptive traffic profile must
be larger than the bandwidth required by queues on the interface.

If you run the rate-range command multiple times in the same adaptive traffic
profile view, only the latest configuration takes effect.

# Set the traffic shaping rate range in the adaptive traffic profile gts1 to 500
kbit/s to 800 kbit/s.

<Huawei> system-view
[Huawei] qos adaptation-profile gts1
[Huawei-qos-adaptation-profile-gts1] rate-range low-threshold 500 high-threshold 800

Related Topics

20.3.9 gts adaptation-profile
20.3.11 qos adaptation-profile
20.3.14 qos gts adaptation-profile
20.3.19 rate-adjust increase interval
20.3.20 rate-adjust loss

20.3.21 rate-adjust step

20.3.24 track nga

20.3.23 reset gos car statistics

Function

Format

Parameters

The reset qos car statistics command clears packet statistics on an interface to
which a QoS CAR profile is applied.

reset qos car statistics interface /nterface-type interface-number{ inbound |
outbound }

reset qos car statistics interface virtual-template vi-number virtual-access va-
number { inbound | outbound }

Parameter Description Value

interface /interface- Clears packet statisticsona | -

type interface-number | specified interface.
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Parameter Description Value
inbound Clears statistics in the -
inbound direction on an
interface.
outbound Clears statistics in the -

outbound direction on an
interface.

virtual-template v¢-
number

Displays queue-based traffic
statistics on a specified
virtual template interface.
vt-number specifies the
number of the virtual
template interface.

The value is an integer
that ranges from 0 to
1023.

virtual-access va-
number

Displays queue-based traffic
statistics on a specified
virtual access interface. va-

The value is an integer
that ranges from 0 to
1023.

number specifies the
number of the virtual access
interface. You can run the
display virtual-access
command to display the
state of the virtual access
interface status.

Views

User view

Default Level

2: Configuration level

Usage Guidelines
Usage Scenario

Before recollecting statistics on forwarded and discarded packets on an interface
to which a QoS CAR profile is applied, run the reset qos car statistics command
to clear existing statistics. Then run the display qos car statistics command to
view the packet statistics.

Precautions
The cleared statistics on forwarded and discarded packets on an interface cannot
be restored. Exercise caution when you use this command.

Example

# Clear statistics in the inbound direction on the Eth2/0/0.
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<Huawei> reset qos car statistics interface ethernet 2/0/0 inbound

Related Topics
20.3.12 gos car
20.3.7 display qos car statistics

20.3.24 track nga

Function
The track nga command binds an NQA test instance to an adaptive traffic profile.
The undo track nga command unbinds an NQA test instance from an adaptive
traffic profile.
By default, no NQA test instance is bound an adaptive traffic profile.
Format
track nqa admin-name test-name
undo track nga
Parameters
Parameter Description Value
admin-name Specifies the The value is a string of 1
administrator name for to 32 case-sensitive
an NQA test instance. characters without
spaces.
test-name Specifies the name of an | The value is a string of 1
NQA test instance. to 32 case-sensitive
characters without
spaces.
Views

Adaptive traffic profile view

Default Level

2: Configuration level

Usage Guidelines
Usage Scenario

Adaptive traffic shaping associates an NQA test instance with an adaptive traffic
profile so that the upstream device can dynamically adjust traffic shaping
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parameters based on the packet loss ratio of the downstream device detected by
the NQA test instance. The track nqa command binds an NQA test instance to an
adaptive traffic profile.

e The upstream device reduces the traffic shaping rate when the NQA test
instance detects that the packet loss ratio is larger than the upper threshold
in the adaptive traffic profile.

e The upstream device increases the traffic shaping rate when all the following
conditions are met:

- The NQA test instance detects that the packet loss ratio is lower than the
lower threshold in the adaptive traffic profile.

- Congestion occurs on the outbound interface of the upstream device.
- The interval at which the traffic shaping rate increases is reached.

e The upstream device retains the traffic shaping rate in one of the following
scenarios:

- The NQA test instance detects that the packet loss ratio is smaller than
the lower threshold in the adaptive traffic profile and no congestion
occurs on the outbound interface of the upstream device.

- The detected packet loss ratio is within the packet loss ratio range in the
adaptive traffic profile.

e The upstream device uses the upper threshold for the traffic shaping rate in
the adaptive traffic profile when the NQA test fails.

e The upstream device uses the upper threshold for the traffic shaping rate in
the adaptive traffic profile when the adaptive traffic profile is not bound to
the NQA test instance.

Precautions

If you run the track nqa command multiple times in the same adaptive traffic
profile view, only the latest configuration takes effect.

After the undo track nqa command is used, the traffic shaping rate is restored to
the upper threshold for the traffic shaping rate in the adaptive traffic profile by
the rate range command.

# Bind the NQA test instance jitter1 with the administration name admin to the
adaptive traffic profile gts1.
<Huawei> system-view

[Huawei] qos adaptation-profile gts1
[Huawei-qos-adaptation-profile-gts1] track nqa admin jitter1

Related Topics

20.3.9 gts adaptation-profile
20.3.11 qos adaptation-profile
20.3.14 gos gts adaptation-profile
20.3.19 rate-adjust increase interval
20.3.20 rate-adjust loss

20.3.21 rate-adjust step
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20.3.22 rate-range

20.4 Congestion Avoidance and Congestion

Management Commands

20.4.1 display drop-profile

Function
The display drop-profile command displays the configuration of a WRED drop
profile.
Format
display drop-profile [ drop-profile-name ]
Parameters
Parameter Description Value
drop-profile-name Displays detailed The value is a string of 1
information about a to 31 case-sensitive
WRED drop profile with | characters without
the specified name. If spaces.
the parameter is not
specified, brief
information about all
drop profiles is displayed.
Views

All views

Default Level

1: Monitoring level

Usage Guidelines

Usage Scenario

You can use the display drop-profile command to view the number of configured
drop profiles and all configuration of a specified drop profile.

Precautions

In addition to the default drop profile, a maximum of 63 drop profiles can be

configured on the device.
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# Display brief information about all drop profiles on the device.

<Huawei> display drop-profile

Index Drop-profile name
1 drop-profilel
2 drop-profile2

Total 63 Used 2

# Display detailed information about the drop profile named drop-profile1.

<Huawei> display drop-profile drop-profile1

Drop-profile[1]: drop-profilel

IP-Precedence

Low-limit High-limit Discard-percentage

O(routine) 30 100
1(priority) 30 100
2(immediate) 30 100
3(flash) 30 80
4(flash-override) 30 100
5(critical) 30 100
6(internet) 30 100

7 (network) 30 100

10
10
10
50
10
10
10
10

Table 20-18 Description of the display drop-profile command output

Item

Description

Index

Drop profile index.

Drop-profile name

Drop profile name.

To configure a drop profile, run the
drop-profile (system view)

command.

Total Total number of drop profiles that can
be configured on the device.

Used Number of configured drop profiles.

Drop-profile[1]

Drop profile name in which 1 indicates
the drop profile index.

IP-Precedence

WRED drop profile based on IP
priorities of packets. If the WRED drop
profile is based on DSCP priorities of
packets, DSCP is displayed.

Low-limit

Lower drop threshold, in percentage.

High-limit

Upper drop threshold, in percentage.

Issue 14 (2025-10-30)

Copyright © Huawei Technologies Co., Ltd.

11461



Huawei AR Series Access Routers
Command Reference

20 QoS Commands

Item

Description

Discard-percentage

percentage.

Maximum drop probability, in

To set the maximum drop probability,
run the ip-precedence discard-
percentage or dscp discard-
percentage command.

Related Topics

20.4.6 drop-profile (system view)

20.4.5 ip-precedence discard-percentage

20.4.4 dscp discard-percentage

20.4.2 display qos queue statistics

The display qos queue statistics command displays queue-based traffic statistics

display qos queue statistics interface interface-type interface-number [ queue

display qos queue statistics interface virtual-template v¢i-number virtual-

Function

on an interface.
Format

queue-index |

access va-number [ queue gueue-index |
Parameters

Parameter

Description

Value

interface /interface-type
interface-number

Displays queue-based
traffic statistics on a
specified interface.

e /nterface-type
specifies the interface
type.

e /nterface-number
specifies the interface
number.
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Parameter

Description

Value

virtual-template v¢-
number

Displays queue-based
traffic statistics on a
specified virtual template
interface. vt-number
specifies the number of
the virtual template
interface.

The value is an integer
that ranges from 0 to
1023.

virtual-access va-
number

Displays queue-based
traffic statistics on a
specified virtual access
interface. va-number
specifies the number of
the virtual access
interface. You can run
the display virtual-
access command to view
the virtual access
interface status.

The value is an integer
that ranges from 0 to
1023.

queue gueue-index

Displays statistics on the
queue with a specified
index.

The value is an integer
that ranges from 0 to 7.

Views

All views

Default Level

1: Monitoring level

Usage Guidelines

Usage Scenario

To check whether packets in each queue on an interface are forwarded or
discarded because of congestion, view the statistics on each queue on the

interface.

Precautions

Each WAN-side interface on the device has a protocol queue named protocol,
which cannot be modified or deleted. Protocol queues are responsible for
forwarding all protocol packets such as ARP packets, and ICMP packets on the
control plane. Packets in a protocol queue are scheduled in Strict Priority (SP)
mode. Packets in other queues can be scheduled only after packets in protocol

queues are scheduled.
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(11 NOTE

e The Layer 2 FE interface and Layer 2 GE interface on the
ART00&AR1T20&AR150&ART60&AR200 series does not support the display qos queue
statistics command.

e The FE interface on the main control board of the AR1200 series does not support the
display gos queue statistics command.

e The 4GE-2S, 4ES2G-S, 4ES2GP-S, and 9ES2 cards do not support the display qos queue
statistics command.

The GE interfaces on the main control board of the device do not support the display qos
queue statistics command.

# Display traffic statistics on queues on GE1/0/0.

<Huawei> display qos queue statistics interface gigabitethernet 1/0/0

Queue Passed Pass Rate Dropped Drop Rate
(Packets/Bytes)  (pps/bps) (Packets/Bytes)  (pps/bps)

0 0/ 0/ -/ -/

1 -0/ -0/ - -/ - -/

2 -0/ -0/ - -/ - -/

3 -0/ -0/ - -/ - -/

4 -0/ -0/ - -/ - -/

5 -0/ -0/ - -/ - -/

6 1&;50/ _ 0/ _ -/ - -/

7 -0/ -0/ - -/ - -/

Table 20-19 Description of the display qos queue statistics command output

Item Description
Queue Queue index.
Passed(Packets/Bytes) Statistics on forwarded packet or

bytes. If the information is displayed as
-, the statistics on this item cannot be
collected.

Pass Rate(pps/bps) Rate of forwarded packets, in pps or
bit/s. This item indicates the average
rate of packets that are forwarded
since the last time the display qos
queue statistics command is run to
query traffic statistics. If the
information is displayed as -, the
statistics on this item cannot be
collected.
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Item

Description

Dropped(Packets/Bytes)

Statistics on discarded packets or
bytes. If the information is displayed as
-, the statistics on this item cannot be

collected.

Drop Rate(pps/bps)

Rate of discarded packets, in pps or
bit/s. This item indicates the average
rate of packets that are discarded since
the last time the display qos queue
statistics command is run to query
traffic statistics. If the information is
displayed as -, the statistics on this
item cannot be collected.

Related Topics

20.4.18 reset qos queue statistics

20.4.3 display qos queue-profile

Function

Format

Parameters

Views

The display qos queue-profile command displays information about queue

profiles.

display qos queue-profile [ gueue-profile-name ]

Parameter

Description

Value

qgueue-profile-name

Specifies the name of a
queue profile. If this
parameter is not
specified, brief
information about all
queue profiles is
displayed.

The value is a string of 1
to 31 case-sensitive
characters without
spaces.

All views
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Default Level

1: Monitoring level

Usage Guidelines

On the device, a maximum of 32 queue profiles can be configured. Before or after
configuring queue profiles, you can use the display qgos queue-profile command
to view the number of configured queue profiles and all the configuration of the
specified queue profile.

Example

# Display all the queue profile indexes and names.

<Huawei> display qos queue-profile

Index Queue-profile name
0 qp1
1 qp2
2 qp3

Total 32 Used 3

# Display the detailed configuration of the queue profile qp1.

<Huawei> display qos queue-profile gp1
Queue-profile:qp1
Queue Schedule Weight Length(Bytes/Packets) GTS(CIR/CBS)

0 DRR 10 J J

1 DRR 10 J J

2 DRR 10 J J

8] DRR 10 J J

4 DRR 10 -/- -/-

5 PQ - -/- -/-

6 PQ - -/- -/-

7 PQ = -/- 64/10000

Table 20-20 Description of the display qos queue-profile command output

Item Description

Index Queue profile index.

Queue-profile name Queue profile name.

Total Maximum number of queue profiles

that can be configured on the device.

Used Number of configured queue profiles.

Queue Queue index.
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Schedule Scheduling mode:
e DRR
o PQ
e WFQ
e WRR

To set the scheduling mode, run the
schedule command.

Weight Queue weight.

Length(Bytes/Packets) Queue length, which can be the
number of bytes or the number of
packets.

GTS(CIR/CBS) Traffic shaping rate, which can be the

CIR or CBS value. To configure GTS,

run the queue gts command.

Related Topics

20.4.8 gos queue-profile (interface view)
20.4.9 gos queue-profile (system view)
20.3.17 queue gts

20.4.13 queue length

20.4.16 queue weight

20.4.19 schedule

20.4.4 dscp discard-percentage

Function

Format

The dscp discard-percentage command sets WRED parameters for packets with a
specified DSCP priority, including the upper and lower drop thresholds and the
maximum drop probability.

The undo dscp command restores the default values of WRED parameters for
packets with a specified DSCP priority.

By default, the lower drop threshold is 30%, the upper drop threshold is 100%,
and the maximum drop probability is 10%.

dscp { dscp-valuel [ to dscp-value2] } &<1-10> low-limit low-limit-percentage
high-limit Aigh-limit-percentage discard-percentage discard-percentage

undo dscp [ dscp-valuel [ to dscp-value?] ] &<1-10>
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Parameters

Parameter

Description

Value

dscp-valuel

Specifies the start DSCP
priority.

The value can be the
DiffServ code, ranging
from 0 to 63; the value
can also be the name of
the DSCP service type,
such as af11, af12, af13,
af21, af22, af23, af31,
af32, af33, af41, af42,
af43, cs1-cs7, default,
and ef.

The service types are as
follows:

e af11:10
e af12:12
e af13:14
e af21:18
e af22:20
e af23:22
e af31:26
e af32:28
e af33:30
e afd1:34
e afd2: 36
e af43: 38
e ¢s1:8

e (s2:16
e (s3:24
e (s4: 32
e (s5:40
e (s6:48
e (s7:56
e default: 0
o ef 46
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Parameter

Description

Value

dscp-value2

Specifies the end DSCP
priority.

The value can be the
DiffServ code, ranging
from 0 to 63; the value
can also be the name of
the DSCP service type,
such as af11, af12, af13,
af21, af22, af23, af31,
af32, af33, af41, af42,
af43, cs1-cs7, default,
and ef.

The service types are as
follows:

e af11:10
e af12:12
e af13:14
e af21:18
e af22: 20
e af23:22
e af31:26
e af32:28
e af33:30
e afd1: 34
e af42: 36
e af43:38
e ¢s1:8
e (s2:16
e (s3:24
e cs4: 32
e (s5:40
e (s6:48
e (s7:56
e default: 0
o ef 46

low-limit-percentage

Specifies the lower drop
threshold. When the
percentage of the packet
count in a queue to the
queue length reaches
this value, packets start
to be discarded.

The value is an integer
that ranges from 0 to
100. The default value is
30.
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Parameter

Description

Value

high-limit-percentage

Specifies the upper drop
threshold. When the
percentage of the packet
count in a queue to the
queue length reaches
this value, all the packets
are discarded.

The value is an integer
that ranges from low-
limit-percentage to 100.
The default value is 100.

discard-percentage

Specifies the maximum
drop probability.

The value is an integer
that ranges from 1 to
100. The default value is
10.

Views

Drop profile view

Default Level

2: Configuration level

Usage Guidelines

Usage Scenario

By default, the device uses the tail drop method and discards data packets at the
end of a queue when congestion occurs. The tail drop method causes global
Transmission Control Protocol (TCP) synchronization and reduces link usage.

WRED is a random drop method based on packet priorities. It has the following

advantages:

e WRED discards packets based on packet priorities, so the drop probability of
packets with higher priorities is low.

e WRED sets the upper and lower drop thresholds and the maximum drop
probability and discards packets randomly, which prevents global TCP

synchronization.

The drop probability varies according to the queue length, as shown in Figure

20-1.

e When the queue length is smaller than the lower drop threshold, no packet is

discarded.

e When the queue length is greater than the upper drop threshold, all packets

are discarded.

e When the queue length is between the lower drop threshold and the upper
drop threshold, incoming packets are discarded randomly. The drop
probability cannot be greater than the maximum drop probability.
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Figure 20-1 WRED drop probability
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Follow-up Procedure
Perform either of the following operations as required:

e  Apply the drop profile to a queue profile.

Run the queue drop-profile command in the queue profile view to bind the
drop profile to each queue, and then run the qos queue-profile (interface
view) command to bind the queue profile to an interface.

e Apply the drop profile to a traffic policy.

Run the drop-profile (traffic behavior view) command to bind the drop
profile to a traffic behavior, bind the traffic behavior and traffic classifier to
the traffic policy, and then apply the traffic policy to an interface.

Precautions

When congestion occurs, packets with the maximum drop probability are
discarded first.

The dscp discard-percentage and ip-precedence discard-percentage command
cannot be used in the same drop profile view. If the drop profile based on IP
priorities is used, you must run the wred dscp command.

If you run the dscp discard-percentage command with the same DSCP priority in
the same drop profile view, only the latest configuration takes effect.

Example

# In the drop profile drop-profile1, set the upper and lower drop thresholds to
80% and 50% and the maximum drop probability to 30% for packets with DSCP
priority 3.

<Huawei> system-view
[Huawei] drop-profile drop-profile1
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[Huawei-drop-profile-drop-profile1] wred dscp
[Huawei-drop-profile-drop-profile1] dscp 3 low-limit 50 high-limit 80 discard-percentage 30

Related Topics

20.4.1 display drop-profile

20.4.6 drop-profile (system view)

20.4.7 drop-profile (traffic behavior view)
20.4.5 ip-precedence discard-percentage
20.4.11 queue drop-profile

20.4.20 wred

20.4.5 ip-precedence discard-percentage

Function

Format

The ip-precedence discard-percentage command sets WRED parameters for
packets with a specified IP precedence, including the upper and lower drop
thresholds and the maximum drop probability.

The undo ip-precedence command restores the default values of WRED
parameters for packets with a specified IP precedence.

By default, the lower drop threshold is 30%, the upper drop threshold is 100%,
and the maximum drop probability is 10%.

ip-precedence { /p-precedence-valuel [ to ip-precedence-value?] } &<1-10> low-
limit low-limit-percentage high-limit high-limit-percentage discard-percentage
discard-percentage

undo ip-precedence [ /p-precedence-valuel [ to ip-precedence-value2] ]
&<1-10>
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Parameters

Parameter

Description

Value

ip-precedence-valuel

Specifies the start IP
precedence.

The value can be an
integer or a name. The
integer ranges from 0 to
7. The mappings
between names and
numbers are as follows:

e network: 7

e internet: 6

e critical: 5

e flash-override: 4
e flash: 3

e immediate: 2

e priority: 1

e routine: 0

ip-precedence-value2

Specifies the end IP
precedence.

The value can be an
integer or a name. The
integer ranges from 0 to
7. The mappings
between names and
numbers are as follows:

e network: 7

e internet: 6

e critical: 5

e flash-override: 4
e flash: 3

e immediate: 2

e priority: 1

e routine: 0

low-limit-percentage

Specifies the lower drop
threshold. When the
percentage of the packet
count in a queue to the
queue length reaches
this value, packets start
to be discarded.

The value is an integer
that ranges from 0 to
100. The default value is
30.

high-limit-percentage

Specifies the upper drop
threshold. When the
percentage of the packet
count in a queue to the
queue length reaches
this value, all the packets
are discarded.

The value is an integer
that ranges from low-
limit-percentage to 100.
The default value is 100.
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Parameter Description Value
discard-percentage Specifies the maximum The value is an integer
drop probability. that ranges from 1 to
100. The default value is
10.

Views

Drop profile view

Default Level

2: Configuration level

Usage Guidelines

Usage Scenario

By default, the device uses the tail drop method and discards data packets at the
end of a queue when congestion occurs. The tail drop method causes global
Transmission Control Protocol (TCP) synchronization and reduces link usage.

WRED is a random drop method based on packet priorities. It has the following
advantages:

WRED discards packets based on packet priorities, so the drop probability of
packets with higher priorities is low.

WRED sets the upper and lower drop thresholds and the maximum drop
probability and discards packets randomly, which prevents global TCP
synchronization.

The drop probability varies according to the queue length, as shown in Figure
20-2.

When the queue length is smaller than the lower drop threshold, no packet is
discarded.

When the queue length is greater than the upper drop threshold, all packets
are discarded.

When the queue length is between the lower drop threshold and the upper
drop threshold, incoming packets are discarded randomly. The drop
probability cannot be greater than the maximum drop probability.
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Figure 20-2 WRED drop probability
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Follow-up Procedure
Apply the drop profile to a queue profile or traffic policy:

e Apply the drop profile to a queue profile.

Run the queue drop-profile command in the queue profile view to bind the
drop profile to each queue, and then run the qos queue-profile (interface
view) command to bind the queue profile to an interface.

e  Apply the drop profile to a traffic policy.

Run the drop-profile (traffic behavior view) command to bind the drop
profile to a traffic behavior, bind the traffic behavior and traffic classifier to
the traffic policy, and then apply the traffic policy to an interface.

Precautions

When congestion occurs, packets with the maximum drop probability are
discarded first.

The dscp discard-percentage and ip-precedence discard-percentage command
cannot be used in the same drop profile view. If the drop profile based on DSCP
priorities is used, you must run the wred ip-precedence command.

If you run the ip-precedence discard-percentage command with the same
precedence in the same drop profile view, only the latest configuration takes
effect.

Example

# In the drop profile drop-profile1, set the upper and lower drop thresholds to
80% and 50% and the maximum drop probability to 30% for packets with IP
precedence 3.
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<Huawei> system-view

[Huawei] drop-profile drop-profile1

[Huawei-drop-profile-drop-profile1] wred ip-precedence

[Huawei-drop-profile-drop-profile1] ip-precedence 3 low-limit 50 high-limit 80 discard-percentage 30

Related Topics
20.4.1 display drop-profile
20.4.6 drop-profile (system view)
20.4.7 drop-profile (traffic behavior view)
20.4.4 dscp discard-percentage
20.4.11 queue drop-profile
20.4.20 wred

20.4.6 drop-profile (system view)

Function
The drop-profile command creates a drop profile and enters the drop profile view,
or enters the existing drop profile view.
The undo drop-profile command deletes a drop profile.
By default, the drop profile default exists.
Format
drop-profile drop-profile-name
undo drop-profile drop-profile-name
Parameters
Parameter Description Value
drop-profile-name Specifies the name of a The value is a string of 1
drop profile. to 31 case-sensitive
characters without
spaces.
Views

System view

Default Level

2: Configuration level

Usage Guidelines

Usage Scenario
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By default, the device uses the tail drop method and discards data packets at the
end of a queue when congestion occurs. The tail drop method causes global
Transmission Control Protocol (TCP) synchronization and reduces link usage. The
Weighted Random Early Detection (WRED) can solve the problem.

A drop profile defines WRED parameters for queues and is used to implement
congestion avoidance for queues bound to the drop profile. The drop-profile
command creates a drop profile and displays the drop profile view.

Follow-up Procedure

1. Set WRED parameters in the drop profile.

Run the dscp discard-percentage or ip-precedence discard-percentage
command in the drop profile view to set WRED parameters for packets with a
specified DSCP priority or IP precedence.

2. Apply the drop profile.
- Apply the drop profile to a queue profile.

Run the queue drop-profile command in the queue profile view to bind
the drop profile to each queue, and then run the qos queue-profile
(interface view) command to bind the queue profile to an interface.

- Apply the drop profile to a traffic policy.

Run the drop-profile (traffic behavior view) command to bind the drop
profile to a traffic behavior, bind the traffic behavior and traffic classifier
to the traffic policy, and then apply the traffic policy to an interface.

Precautions

In addition to one reserved drop profile, a maximum of 63 drop profiles can be
configured on the device.

A drop profile can be bound to queue profiles on WAN-side interfaces and layer 2
VE interfaces.

If a drop profile is not applied to an interface, you can directly modify or delete
the drop profile. If a drop profile has been applied to an interface:

e When you modify the configuration of the drop profile, the modification is
synchronized to the interface and takes effect immediately if the interface
supports this configuration. If the interface does not support this
configuration, the system displays a configuration failure message.

e If the drop profile has been bound to a queue profile, to delete the drop
profile, run the undo qos queue-profile command in the interface view to
unbind the queue profile from the interface, run the undo queue drop-
profile command in the queue profile view to unbind the drop profile from
the queue profile, and run the undo drop-profile command to delete the
drop profile.

e If the drop profile has been bound to a traffic behavior, to delete the drop
profile, run the undo traffic-policy command in the interface view to unbind
the traffic policy containing the traffic behavior from the interface, run the
undo drop-profile command in the traffic behavior view to unbind the drop
profile from the traffic behavior, and run the undo drop-profile command to
delete the drop profile.
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Example

# Create a drop profile named hello-world.

<Huawei> system-view
[Huawei] drop-profile hello-world
[Huawei-drop-profile-hello-world]

Related Topics
20.4.1 display drop-profile
20.4.4 dscp discard-percentage
20.4.5 ip-precedence discard-percentage
20.4.11 queue drop-profile
20.4.7 drop-profile (traffic behavior view)
20.4.20 wred

20.4.7 drop-profile (traffic behavior view)

Function
The drop-profile command binds a drop profile to a traffic behavior for Assured
Forwarding (AF) queues or Best-Effort (BE) queues in Weighted Fair Queuing
(WFQ) mode.
The undo drop-profile command unbinds a drop profile from a traffic behavior
for AF queues or BE queues in WFQ mode.
By default, no traffic behavior is bound to a drop profile. All queues use tail drop.
Format
drop-profile drop-profile-name
undo drop-profile
Parameters
Parameter Description Value
drop-profile-name Specifies the name of a The value is a string of 1
drop profile. to 31 case-sensitive
characters without
spaces.
Views

Traffic behavior view

Default Level

2: Configuration level
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Usage Guidelines

Example

Usage Scenario

After a drop profile is bound to a traffic behavior, bind the traffic behavior and
traffic classifier to a traffic policy and apply the traffic policy to an interface so
that WRED parameters in the drop profile take effect on the interface.

Prerequisites

A drop profile has been created by using the drop-profile (system view)
command.

Precautions

A queue profile can be bound to a traffic behavior in a traffic policy on the
outbound WAN-side interface and layer 2 VE interface of the device.

When a traffic behavior is bound to a drop profile, the default queue length is 64
packets and cannot be set.

On the device, a traffic behavior can be bound to a drop profile for only AF queues
and BE queues in WFQ mode. Tail drop is supported for only EF and LLQ queues.

When you bind a drop profile to or unbind a drop profile from a traffic behavior in
a traffic policy that has been applied to an interface, the modification is
synchronized to the interface and takes effect immediately if the interface
supports this configuration. If the interface does not support this configuration,
the system displays a configuration failure message.

If you run the drop-profile command multiple times in the same traffic behavior
view, only the latest configuration takes effect.

# Bind the drop profile dp1 to the traffic behavior database where the WFQ
mode is used and the number of queues is 16.

<Huawei> system-view

[Huawei] traffic behavior database
[Huawei-behavior-database] queue wfq queue-number 16
[Huawei-behavior-database] drop-profile dp1

Related Topics

20.1.1 classifier behavior

20.4.1 display drop-profile

20.4.6 drop-profile (system view)

20.4.4 dscp discard-percentage

20.4.5 ip-precedence discard-percentage
20.4.10 queue af

20.4.14 queue-length

20.4.17 queue wfg

20.1.44 traffic behavior

20.1.45 traffic classifier
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20.1.46 traffic policy
20.4.20 wred

20.4.8 qos queue-profile (interface view)

Function
The qos queue-profile command applies a queue profile to an interface.
The undo qos queue-profile command deletes a queue profile from an interface.

By default, an interface is not bound to any queue profile.

Format
qos queue-profile gueue-profile-name

undo qos queue-profile

(11 NOTE

e Layer 2 interfaces on the AR100&AR120serise, AR161, ART61EW, AR161EW-M1, AR161G-L,
AR161G-Lc, AR161G-U, AR161W, AR169, AR169CVW, AR169CVW-4B4S, AR169JFVW-4B4S,
AR169JFVW-2S, ART169EGW-L, AR169EW, AR169G-L, AR169-P-M9, AR169RW-P-M9, AR169W-
P-M9, AR1220C, AR1220F, AR1220E, AR1220EV, AR1220EVW and AR1220-8GE do not
support the qos queue-profile (interface view) command.

e The 9ES2, 4GE-2S, 4ES2G-S, and 4ES2GP-S cards do not support the qos queue-profile
(interface view) command.

Parameters

Parameter Description Value

queue-profile-name Specifies the name of a The value is a string of 1
queue profile. to 31 case-sensitive
characters without
spaces.

Views

Interface view

Default Level

2: Configuration level

Usage Guidelines
Usage Scenario

A queue profile is a set of queue parameters that determine the scheduling mode
between queues, length, weight, and traffic shaping rate of queues. After an
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Example

interface is bound to a queue profile, different services can be provided for queues
on the interface.

After a queue profile is created, bind the queue profile to an interface so that the
scheduling modes, lengths, weights, and traffic shaping rates of queues take effect
on the interface.

Prerequisites

A queue profile has been created by using the qos queue-profile (system view)
command.

Precautions

WAN interfaces and LAN interfaces of the device support different scheduling
modes.

When you modify the configuration of the queue profile bound to an interface,
the modification is synchronized to the interface and takes effect immediately if
the interface supports this configuration. If the interface does not support this
configuration, the system displays a configuration failure message.

After a physical interface is bound to a virtual template interface to form an MP-
link, the qos queue-profile (system view) command is invalid on the physical
interface. For details about MP binding, see Implementing MP.

# Create a queue profile named hello-world, set the length of queue 0 to 4096
bytes, retain default values for other parameters, and apply the queue profile to
Eth2/0/0.

<Huawei> system-view

[Huawei] qos queue-profile hello-world
[Huawei-qos-queue-profile-hello-world] queue 0 length bytes 4096
[Huawei-qos-queue-profile-hello-world] quit

[Huawei] interface ethernet 2/0/0

[Huawei-Ethernet2/0/0] qos queue-profile hello-world
[Huawei-Ethernet2/0/0] quit

Related Topics

20.4.3 display qos queue-profile

20.4.9 gos queue-profile (system view)
20.3.17 queue gts

20.4.13 queue length

20.4.16 queue weight

20.4.19 schedule

20.4.9 qos queue-profile (system view)

Function

The qos queue-profile command creates a queue profile and displays its view, or
directly displays the view of the existing queue profile.
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Format

Parameters

Views

Default Level

The undo qos queue-profile command deletes a queue profile.

By default, no queue profile is configured.

qos queue-profile gueue-profile-name

undo qos queue-profile gueue-profile-name

Parameter Description Value
qgueue-profile-name Specifies the name of a The value is a string of 1
queue profile. to 31 case-sensitive
characters without
spaces.
System view

2: Configuration level

Usage Guidelines

Usage Scenario

The qos queue-profile (system view) command is used to create a queue profile.
The queue profile is a set of queue parameters that determine the scheduling
mode, lengths, weights, and traffic shaping rates of queues. After a queue profile
is bound to an interface, different services can be provided for queues on the
interface.

Follow-up Procedure

The qos queue-profile (interface view) command binds a queue profile to an
interface.

Precautions
A maximum of 32 queue profiles can be configured on the device.

When you modify the configuration of the queue profile bound to an interface,
the modification is synchronized to the interface and takes effect immediately if
the interface supports this configuration. If the interface does not support this
configuration, the system displays a configuration failure message.

To delete the queue profile bound to an interface, run the undo qos queue-
profile command in the interface view to unbind the queue profile from the
interface. Then run the undo qos queue-profile gueue-profile-name command in
the system view to delete the queue profile.
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(11 NOTE

Only the scheduling mode can be set in a queue profile bound to a Layer 2 interface on the
SRU of the AR150&AR200 series, AR161F, AR161F-DGP, AR161FG-L, AR161FG-Lc,
AR161FGW-L, AR161FGW-La, AR161FGW-Lc, AR161FV-1P, AR161FW, AR161FW-P-M5,
AR162F, AR168F, AR168F-4P, AR169F, AR169FVW, AR169FVW-8S, AR169JFVW-4B4S,
AR169JFVW-2S, AR169FGW-L, AR169FGVW-L, AR1220, AR1220V, AR1220W and AR1220VW.

Example

# Create a queue profile named hello-world.

<Huawei> system-view
[Huawei] qos queue-profile hello-world
[Huawei-qos-queue-profile-hello-world]

Related Topics
20.4.3 display gos queue-profile
20.4.8 gos queue-profile (interface view)
20.3.17 queue gts
20.4.13 queue length
20.4.16 queue weight
20.4.19 schedule

20.4.10 queue af

Function
The queue af command configures Assured Forwarding (AF) for packets of a
certain type and sets the assured minimum bandwidth.
The undo queue af command cancels AF for packets of a certain type.
By default, AF is not configured for packets of a certain type.
Format

queue af bandwidth { bandwidth | [ remaining ] pct percentage}

undo queue af
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Parameters

Parameter Description

Value

remaining Specifies the remaining
bandwidth of an
interface. If this
parameter is specified:

pct = AF queue
bandwidth/(Actual
available bandwidth of
the interface - EF queue
bandwidth)

If this parameter is not
specified:

pct = AF queue
bandwidth/Actual
available bandwidth of
the interface

banadwidth Specifies the assured
minimum bandwidth.

The value is an integer
that ranges from 8 to
4294967295, in kbit/s.

pct percentage Specifies the percentage
of the minimum
bandwidth to the
available bandwidth on
an interface.

The value is an integer
that ranges from 1 to
100.

Views

T

Default Level
2

raffic behavior view

: Configuration level

Usage Guidelines

Usage Scenario

The device provides the following types of queues for packets matching user-

d
°
°
°

efined traffic classifiers:
Assured Forwarding (AF) queues
Expedited Forwarding (EF) queues
Best Effort (BE) queues
Low-latency (LLQ) queues
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AF ensures a low drop probability of packets when the rate of outgoing service
traffic does not exceed the minimum bandwidth. It is applied to services of heavy
traffic whose bandwidth needs to be ensured.

You can specify remaining to configure the percentage of the remaining available
bandwidth to provide fine-grained bandwidth allocation. For example, an EF
queue is configured and assigned 95% of the actual available bandwidth of the
interface. The remaining 5% bandwidth needs to be allocated to two AF queues.
One AF queue occupies 10% of the remaining bandwidth, and the other occupies
90% of the remaining bandwidth. You can specify remaining.

Follow-up Procedure

Create a traffic classifier and a traffic policy, bind the traffic classifier to the traffic
behavior in the traffic policy, and then apply the traffic policy.

Precautions

AF can only be configured in a traffic behavior of a traffic policy on the outbound
WAN-side interface and Layer 2 VE interface of the device.

An interface can be bound to only a traffic policy containing queue af or a queue
profile.

A maximum of 64 AF queues are allowed in a traffic behavior of a traffic policy.

If multiple traffic behaviors in a traffic policy all define queue af, configure the
percentage of the actual available bandwidth of the interface or percentage of the
remaining bandwidth. If the percentage of the remaining bandwidth is configured,
the sum of the percentages cannot exceed 100%.

If AF, EF, LLQ are configured in traffic behaviors bound to a traffic policy, the sum
of bandwidth values for AF, EF, LLQ queues must be less than or equal to the
available bandwidth of the interface to which the traffic policy is applied. The
available bandwidth is as follows:

e If the qos gts or qos gts adaptation-profile command is not used on an
interface:

- The available bandwidth of a physical interface is the actual bandwidth
of the physical interface. If the qos lr command is used on the physical
interface, the available bandwidth is the actual bandwidth of the
interface multiplied by the configured percentage of the rate for sending
packets to the interface bandwidth.

- The available bandwidth of a tunnel interface or a virtual Ethernet
interface is 1 Gbit/s.

- The available bandwidth of a logical interface such as the Eth-Trunk,
MFR, and MP-Group formed by binding multiple interfaces or sub-
interfaces is the total bandwidth of bound interfaces or sub-interfaces.

- The available bandwidth of the dialer interface is the actual bandwidth of
a bound physical interface or the sum of bandwidth of multiple bound
physical interfaces.

e If the qos gts or qos gts adaptation-profile command is used on an
interface, the available bandwidth is the CIR value.
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(11 NOTE

e If the queue af command has been used in a traffic behavior, you cannot use the queue
ef, queue llq, or queue wfq command in the traffic behavior.

e When a virtual template interface is bound to L2TP services, the percentage of the
minimum bandwidth to the available bandwidth cannot be set on the virtual template
interface.

e If a traffic policy containing the traffic behavior is applied to an interface, the trust
command does not take effect on the interface.

If you run the queue af command multiple times in the same traffic behavior
view, only the latest configuration takes effect.

# Configure AF for the traffic behavior database and set the minimum bandwidth
to 20000 kbit/s.

<Huawei> system-view
[Huawei] traffic behavior database
[Huawei-behavior-database] queue af bandwidth 20000

Related Topics

20.1.1 classifier behavior

20.4.7 drop-profile (traffic behavior view)
20.3.8 gts (traffic behavior view)

20.4.12 queue ef

20.4.15 queue llqg

20.4.17 queue wfq

20.1.44 traffic behavior

20.1.45 traffic classifier

20.1.46 traffic policy

20.4.11 queue drop-profile

Function

Format

The queue drop-profile command binds a drop profile to a queue in a queue
profile.

The undo queue drop-profile command unbinds a drop profile from a queue in a
queue profile.

By default, a drop profile is not bound to any queue. All queues use tail drop.

queue { start-queue-index [ to end-queue-index] } &<1-10> drop-profile drop-
profile-name

undo queue { start-queue-index [ to end-queue-index] } &<1-10> drop-profile

Issue 14 (2025-10-30) Copyright © Huawei Technologies Co., Ltd. 11486



Huawei AR Series Access Routers

Command Reference 20 QoS Commands
Parameters
Parameter Description Value
start-queue-index [ to Specifies the index of a -
end-queue-index ] queue bound to a drop
profile.

e start-queue-index
specifies the index of
the first queue bound
to a drop profile. The
value is an integer
that ranges from 0 to
7.

e end-queue-index
specifies the index of
the last queue bound
to a drop profile. The
value is an integer
that ranges from 0 to
7.

end-queue-index must
be greater than start-
gueue-index. If to end-
queue-index is not
specified, only the queue
specified by start-queue-
index is bound to a drop

profile.
drop-profile-name Specifies the name of a The value is a string of 1
drop profile. to 31 case-sensitive
characters without
spaces.

Views

Queue profile view

Default Level

2: Configuration level

Usage Guidelines
Usage Scenario

By default, the device uses the tail drop method and discards data packets at the
end of a queue when congestion occurs. The tail drop method causes global
Transmission Control Protocol (TCP) synchronization and reduces link usage. The
Weighted Random Early Detection (WRED) can solve the problem.
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A drop profile defines WRED parameters. The queue drop-profile command binds
a queue to a drop profile. You can bind the drop profile to a queue profile and
apply the queue profile to the interface to implement congestion avoidance for
queues bound to the drop profile.

Prerequisites

A drop profile has been created by using the drop-profile (system view)
command.

WFQ has been configured by using the schedule command.
Precautions

Drop profiles can be bound to only queues using WFQ on WAN-side interfaces
and layer 2 VE interfaces of the device.

When you bind a drop profile to or unbind a drop profile from a queue in a queue
profile that has been applied to an interface, the modification is synchronized to
the interface and takes effect immediately if the interface supports this
configuration. If the interface does not support this configuration, the system
displays a configuration failure message.

When running the schedule command to modify or delete the scheduling mode
of a queue, you must delete the drop profile bound to the queue.

If you run the queue drop-profile command multiple times in the same queue
profile view, only the latest configuration takes effect.

# Bind the drop profile dp1 to queues 2 and 3 in the queue profile qp1.

<Huawei> system-view

[Huawei] qos queue-profile qp1
[Huawei-qos-queue-profile-qp1] schedule wfq 2 to 3
[Huawei-qos-queue-profile-qp1] queue 2 to 3 drop-profile dp1

Related Topics

20.4.1 display drop-profile

20.4.6 drop-profile (system view)

20.4.4 dscp discard-percentage

20.4.5 ip-precedence discard-percentage
20.4.20 wred

20.4.12 queue ef

Function

The queue ef command configures Expedited Forwarding (EF) for packets of a
certain type and sets the minimum bandwidth.

The undo queue ef command cancels EF for packets of a certain type.

By default, EF is not configured for packets of a certain type.
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Format
queue ef bandwidth { bandwidth [ cbs cbs-value] | pct percentage [ cbs cbs-
value] }
undo queue ef
Parameters
Parameter Description Value
bandwidth Specifies the minimum | The value is an integer
bandwidth for EF that ranges from 8 to
queues. 4294967295, in kbit/s.
cbs cbs-value Specifies the committed | The value is an integer
burst size (CBS). that ranges from 32 to
4294967295, in bytes.
By default, the CBS value
is 25 times the value of
bandwidth.
pct percentage Specifies the percentage | The value is an integer
of the minimum that ranges from 1 to 100.
bandwidth to the
available bandwidth on
an interface.
Views

Default Level

Traffic behavior view

2: Configuration level

Usage Guidelines

Usage Scenario

The device provides the following types of queues for packets matching user-

defined traffic classifiers:

e Assured Forwarding (AF) queues

e Expedited Forwarding (EF) queues

e Best Effort (BE) queues
e Low-latency (LLQ) queues
After packets matching a rule enter EF queues, they are scheduled in Strict Priority

(SP) mode. Packets in other queues are scheduled only after all the packets in EF
queues are scheduled.
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EF is applied to the services requiring the low delay, low drop probability, assured
bandwidth, and occupying low bandwidth, for example, voice packets.

(11 NOTE

After the minimum bandwidth of EF queues is set, if there is traffic in other queues, EF
queues can obtain the minimum bandwidth specified by bandwidth. If there is no traffic in
other queues, EF queues can obtain the maximum bandwidth of the interface to ensure
that high-priority packets are forwarded.

Follow-up Procedure

Create a traffic classifier and a traffic policy, bind the traffic classifier to the traffic
behavior in the traffic policy, and then apply the traffic policy.

Precautions

EF can be configured in a traffic behavior of a traffic policy on the outbound
WAN-side interface and Layer 2 VE interface of the device.

An interface can be bound to only a traffic policy containing queue ef or a queue
profile.

If AF, EF, LLQ are configured in traffic behaviors bound to a traffic policy, the sum
of bandwidth values for AF, EF, LLQ queues must be less than or equal to the
available bandwidth of the interface to which the traffic policy is applied. When
you use the bandwidth percentage to set the minimum bandwidth, the available
bandwidth is as follows:

e If the qos gts or qos gts adaptation-profile command is not used on an
interface:

- The available bandwidth of a physical interface is the actual bandwidth
of the physical interface. If the qos lr command is used on the physical
interface, the available bandwidth is the actual bandwidth of the
interface multiplied by the configured percentage of the rate for sending
packets to the interface bandwidth.

- The available bandwidth of a tunnel interface or a virtual Ethernet
interface is 1 Gbit/s.

- The available bandwidth of a logical interface such as the Eth-Trunk,
MFR, and MP-Group formed by binding multiple interfaces or sub-
interfaces is the total bandwidth of bound interfaces or sub-interfaces.

- The available bandwidth of the dialer interface is the actual bandwidth of
a bound physical interface or the sum of bandwidth of multiple bound
physical interfaces.

e If the qos gts or qos gts adaptation-profile command is used on an
interface, the available bandwidth is the CIR value.
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(11 NOTE

If the queue ef command has been used in a traffic behavior, you cannot use the queue
af, queue llq, queue wfq, gts (traffic behavior view), or gts adaptation-profile
command in the traffic behavior.

When a virtual template interface is bound to L2TP services, the percentage of the
minimum bandwidth to the available bandwidth cannot be set on the virtual template
interface.

If a traffic policy containing the traffic behavior is applied to an interface, the trust
command does not take effect on the interface.

A minimum of four EF and LLQ queues are allowed in a traffic behavior of a traffic
policy. Packets in EF or LLQ queues are scheduled in SP mode. Packets in AF queues and
BE queues are scheduled only after packets in EF or LLQ queues are scheduled. Packets
in EF or LLQ queues are scheduled in SP mode according to the sequence in which
queues were configured. Packets in the queue that was configured first are scheduled
first.

If you run the queue ef command multiple times in the same traffic behavior
view, only the latest configuration takes effect.

Example

# Configure EF for the traffic behavior database, and set the minimum bandwidth
to 200 kbit/s and CBS value to 5000 bytes.

<Huawei> system-view
[Huawei] traffic behavior database
[Huawei-behavior-database] queue ef bandwidth 200 cbs 5000

Related Topics

20.1.1 classifier behavior

20.3.8 gts (traffic behavior view)
20.4.10 queue af

20.4.15 queue llg

20.4.17 queue wfq

20.1.44 traffic behavior

20.1.45 traffic classifier

20.1.46 traffic policy

20.4.13 queue length

Function

The queue length command sets the length of a queue.

The undo queue length command restores the default length of a queue.

Table 20-21 lists the default lengths of queues.
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Table 20-21 Default lengths of queues in different scheduling modes

Scheduling Mode

Default Queue length

PQ

o ART00&AR120&AR150&AR160&AR2
00&AR1200&AR2200 (except the
AR2240) series

- WAN-side interfaces: 128000
bytes or 64 packets

- LAN-side interfaces: 5120 bytes
or 20 packets
e AR2240 (SRU40/SRU60/SRU100/
SRUT00E) and AR3260 (SRU40/
SRU60/SRU100/SRU100E)

- WANS-side interfaces: 128000
bytes or 64 packets

- LAN-side interfaces: 5120 bytes
or 20 packets
e AR2240 (SRU8B0/SRU200/SRU200E/
SRU400), AR3200 (SRU80/SRU200/
SRU200E/SRU400) and AR3600
series

- WAN-side interfaces: 16384
bytes or 64 packets

- LAN-side interfaces: 5120 bytes
or 20 packets

DRR

LAN-side interfaces: 5120 bytes or 20
packets

WRR

LAN-side interfaces: 5120 bytes or 20
packets

WFQ

e AR100&AR120&AR150&ART60&AR2
00&AR1200&AR2200 (except the
AR2240) series: 131072 bytes or 64
packets

e AR2240 (SRU40/SRU60/SRU100/
SRUT00E) and AR3260 (SRU40/
SRU60/SRUT00/SRU100E) series:
131072 bytes or 64 packets

e AR2240 (SRU8B0/SRU200/SRU200E/
SRU400), AR3200 (SRU8B0/SRU200/
SRU200E/SRU400) and AR3600
series: 16384 bytes or 64 packets

e WAN-side interfaces: 131072 bytes
or 64 packets

e LAN-side interfaces (VE interface):
128000 bytes or 64 packets
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(11 NOTE

The default lengths of queues of layer 2 VE interfaces are the default lengths of queues of

WAN-side-interfaces.

Format
queue { start-queue-index [ to end-queue-index] } &<1-10> length { bytes
bytes-value | packets packets-value }'
undo queue { start-queue-index [ to end-queue-index] } &<1-10> length [ bytes
| packets 1
Parameters
Parameter Description Value

start-queue-index [ to
end-queue-index |

Specifies the index of a
queue.

e start-queue-index
specifies the index of
the first queue. The
value is an integer
that ranges from 0 to
7.

e end-queue-index
specifies the index of
the last queue. The
value is an integer
that ranges from 0 to
7.

If to end-queue-index is
not specified, the queue
length is configured for
only the queue specified
by start-queue-index.

bytes bytes-value

Specifies the maximum
number of bytes that can
be buffered in a queue.

The value is an integer
that ranges from 2048 to
2097152.
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Parameter Description Value
packets packets-value Specifies the maximum The value is an integer.
number of packets that | The value range is as
can be buffered in a follows:
queue. e AR1T00&AR120&AR15
0&AR160&AR200

Views

Default Level

series: 1-1024

e AR1200&AR2200
(except the AR2240)
series: 1-2048

e AR2240 (SRU40/
SRU60/SRU100/
SRU100E) and
AR3260 (SRU40/
SRU60/SRU100/
SRU1T00E): 1-2048

e AR2240 (SRU80/
SRU200/SRU200E/
SRU400), AR3260
(SRU80/SRU200/
SRU200E/SRU400)
and AR3670: 1-1023

Queue profile view

2: Configuration level

Usage Guidelines

Usage Scenario

The queue length affects queue traffic shaping, congestion management, and
congestion avoidance. When the number of packets in a queue reaches the
maximum value or the total number of bytes in a queue reaches the maximum
value, the queue does not receive packets. Instead, the queue discards the excess
packets.

A longer queue buffers more packets but introduces a longer delay. If congestion
occurs on a network intermittently, a longer queue prevents unnecessary packet
loss. If congestion always occurs on a network, increasing the queue length cannot
solve the problem. To solve this problem, increase the bandwidth.

Follow-up Procedure

Run the qos queue-profile (interface view) command to bind the queue profile
to an interface.
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Precautions

When you modify the queue length in the queue profile bound to an interface, the
modification is synchronized to the interface automatically if the interface
supports this configuration. If the interface does not support this configuration,
the system displays a configuration failure message.

(11 NOTE

e A queue profile that defines the queue length using the queue length command cannot
be applied to an interface of the 4ES2G-S, 4ES2GP-S, or 9ES2 card.

e A queue profile that defines the queue length using the queue length command cannot
be applied to ART00&ART20&AR150&AR160&AR200 series Layer 2 FE interfaces and
Layer 2 GE interfaces.

e A queue profile that defines the queue length using the queue length command cannot
be applied to FE interfaces on the AR1200 series SRU.

e When a queue profile is applied to a LAN-side interface, the queue length can be set to
an integer in the range of 1 to 25. If the queue length on the device is set to be larger
than 25, the system displays the following error message:

Error: The queue length of this profile exceeds the upper limit.

If you run the queue length command multiple times in the same queue profile
view, only the latest configuration takes effect.

# Create a queue profile named hello-world and set the length of queues 0 and 1
to 4096 bytes.

<Huawei> system-view
[Huawei] qos queue-profile hello-world
[Huawei-qos-queue-profile-hello-world] queue 0 to 1 length bytes 4096

Related Topics

20.4.3 display gos queue-profile

20.4.8 gos queue-profile (interface view)
20.4.9 gos queue-profile (system view)
20.4.19 schedule

20.4.14 queue-length

Function

Format

The queue-length command sets the maximum length of a queue in a traffic
behavior.

The undo queue-length command restores the default length of a queue.

By default, a queue can store a maximum of 131072 bytes or 64 packets.

queue-length { bytes bytes-value | packets packets-value ¥

undo queue-length

Issue 14 (2025-10-30) Copyright © Huawei Technologies Co., Ltd. 11495



Huawei AR Series Access Routers

Command Reference 20 QoS Commands
Parameters
Parameter Description Value
bytes bytes-value Specifies the maximum The value is an integer
number of bytes that ranges from 2048 to
buffered in a queue. 2097152.
packets packets-value Specifies the maximum The value is an integer.
number of packets The value range is as
buffered in a queue. follows:
e AR100&AR120&AR15
0&AR160&AR200

series: 1-1024

e AR1200 series,
AR2201-48FE,
AR2204-27GE,
AR2204-27GE-P,
AR2204-51GE-P,
AR2204-51GE-R,
AR2204E, AR2204E-D,
AR2202-48FE,
AR2204, AR2220E,
AR2220, AR2240C,
AR2240 (SRU40/
SRU60/SRU100/
SRU1T00E), AR3260
(SRU40/SRU60/
SRU100/SRU100E):
1-2048

e AR2240 (SRU80/
SRU200/SRU200E/
SRU400), AR3260
(SRU80/SRU200/
SRU200E/SRU400),
AR3670: 1-1023

Views

Traffic behavior view

Default Level

2: Configuration level

Usage Guidelines
Usage Scenario

The queue-length command is used to set the maximum length of a queue. The
queue length affects queue traffic shaping, congestion management, and
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Example

congestion avoidance. If the number of packets in a queue reaches the maximum
value, the queue directly discards the packets. A longer queue buffers more
packets but introduces a longer delay. If congestion occurs on a network
intermittently, buffering more packets prevents unnecessary packet loss. If
congestion always occurs on a network, increasing the queue length cannot solve
the problem. You need to increase the bandwidth.

Prerequisites

The queue scheduling mode has been configured using the queue ef, queue af or
queue wfq command.

Precautions

The queue length and drop method can be configured in a traffic behavior of a
traffic policy on the outbound WAN or layer 2 VE interface of the device.

If you run the queue-length command multiple times in the same traffic behavior
view, only the latest configuration takes effect.

# Configure AF in the traffic behavior database, set the minimum assured
bandwidth to 200 kbit/s, and set the queue length to 16 packets.

<Huawei> system-view

[Huawei] traffic behavior database
[Huawei-behavior-database] queue af bandwidth 200
[Huawei-behavior-database] queue-length packets 16

Related Topics

20.1.1 classifier behavior

20.4.7 drop-profile (traffic behavior view)
20.4.10 queue af

20.4.12 queue ef

20.4.17 queue wfq

20.1.44 traffic behavior

20.1.45 traffic classifier

20.1.46 traffic policy

20.4.15 queue llq

Function

The queue llg command configures low latency queuing (LLQ) for packets of a
certain type and set the maximum bandwidth.

The undo queue llg command cancels the configuration.

By default, LLQ is not configured for packets of a certain type.
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Format
queue llg bandwidth { bandwidth [ cbs cbs-value] | pct percentage [ cbs cbs-
value] }
undo queue llq
Parameters
Parameter Description Value
bandwidth Specifies the maximum The value is an integer
bandwidth for LLQ that ranges from 8 to
queues. 4294967295, in kbit/s.
cbs cbs-value Specifies the committed | The value is an integer
burst size (CBS). that ranges from 32 to
4294967295, in bytes.
By default, the CBS value
is 25 times the value of
banadwidth.
pct percentage Specifies the percentage | The value is an integer
of the maximum that ranges from 1 to
bandwidth to the 100.
available bandwidth on
an interface.
Views

Traffic behavior view

Default Level

2: Configuration level

Usage Guidelines
Usage Scenario

The device provides the following types of queues for user-defined traffic
classifiers:

e Assured Forwarding (AF) queues

Expedited Forwarding (EF) queues
Best Effort (BE) queues
e Low Latency queuing (LLQ) queues

LLQ queues are special type of EF queues and have shorter delay.
Follow-up Procedure

Create a traffic classifier and a traffic policy, bind the traffic classifier to the traffic
behavior in the traffic policy, and then apply the traffic policy.
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Precautions

LLQ can be configured in a traffic behavior of a traffic policy on the outbound
WAN-side interface and Layer 2 VE interface of the device.

A traffic policy containing a traffic behavior and a drop profile cannot be used on
an interface.

You cannot use the queue-length command to set the length for LLQ queues.

A low drop probability is ensured only when the traffic rate of LLQ queues falls
below the maximum bandwidth.

If AF, EF, LLQ are configured in traffic behaviors bound to a traffic policy, the sum
of bandwidth values for AF, EF, LLQ queues must be less than or equal to the
available bandwidth of the interface to which the traffic policy is applied. When
you use the bandwidth percentage to set the maximum bandwidth, the available
bandwidth is as follows:

e If the qos gts or qos gts adaptation-profile command is not used on an
interface:

- The available bandwidth is the actual physical bandwidth of a physical
interface. If the qos lr command is used on the physical interface, the
available bandwidth is the actual bandwidth of the interface multiplied
by the configured percentage of the rate for sending packets to the
interface bandwidth.

- The available bandwidth of a tunnel interface or a virtual Ethernet
interface is 1 Gbit/s.

- The available bandwidth of a logical interface such as the Eth-Trunk, MFR
interface, or MP-Group interface that is bundled by multiple interfaces or
sub-interfaces is the total bandwidth of all bundled interfaces or sub-
interfaces.

- The available bandwidth of the dialer interface is the actual bandwidth of
a bound physical interface or the sum of bandwidth of multiple bound
physical interfaces.

e If the qos gts or qos gts adaptation-profile command is used on an
interface, the available bandwidth is the CIR value.

(11 NOTE

e |[f the queue llg command has been used in a traffic behavior, you cannot use the
queue ef, queue af, queue wfq, gts (traffic behavior view), or gts adaptation-profile
command in the traffic behavior.

e When a virtual template interface is bound to L2TP services, the percentage of the
maximum bandwidth to the available bandwidth cannot be set on the virtual template
interface.

e If a traffic policy containing the traffic behavior is applied to an interface, the trust
command does not take effect on the interface.

e A maximum of four EF and LLQ queues are allowed in a traffic behavior of a traffic
policy. Packets in EF or LLQ queues are scheduled in SP mode. Packets in AF queues and
Weighted Fair Queuing (WFQ) queues are scheduled only after packets in EF or LLQ
queues are scheduled. Packets in EF or LLQ queues are scheduled in SP mode according
to the sequence in which queues were configured. Packets in the queue that was
configured first are scheduled first.
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If you run the queue llg command multiple times in the same traffic behavior
view, only the latest configuration takes effect.

Example

# Configure LLQ for the traffic behavior database and set the maximum
bandwidth to 1000 kbit/s.

<Huawei> system-view
[Huawei] traffic behavior database
[Huawei-behavior-database] queue llg bandwidth 1000

Related Topics
20.1.1 classifier behavior
20.3.8 gts (traffic behavior view)
20.4.10 queue af
20.4.12 queue ef
20.4.17 queue wfq
20.1.44 traffic behavior
20.1.45 traffic classifier
20.1.46 traffic policy

20.4.16 queue weight

Function
The queue weight command sets the weight of a queue.
The undo queue weight command restores the default weight of a queue.
By default, the weight of a queue is 10.

Format

queue { start-queue-index [ to end-queue-index] } &<1-10> weight weight-value

undo queue { start-queue-index [ to end-queue-index] } &<1-10> weight
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Parameters

Views

Default Level

Parameter

Description

Value

start-queue-index [ to
end-queue-index ]

Specifies the index of a
queue.

e start-queue-index
specifies the index of
the first queue. The
value is an integer
that ranges from 0 to
7.

e end-queue-index
specifies the index of
the last queue. The
value is an integer
that ranges from 0 to
7.

If to end-queue-index is

not specified, the weight
is configured for only the
queue specified by start-
queue-index.

weight weight-value

Specifies the queue
weight.

The value is an integer
that ranges from 1 to
100.

Queue profile view

2: Configuration level

Usage Guidelines

Usage Scenario

Packets in queues are scheduled unevenly according to different service
requirements. When Deficit Round Robin (DRR), Weighted Round Robin (WRR), or
Weighted Fair Queuing (WFQ) scheduling is used, packets in queues are scheduled
based on queue weights. Packets in queues with a greater weight are scheduled

more times.

Prerequisites

A scheduling mode has been configured by using the schedule command.

Follow-up Procedure
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Example

Run the qos queue-profile (interface view) command to bind the queue profile
to an interface.

Precautions

If PQ scheduling is used, packets in queues with lower priorities are processed only
after all the packets in queues with higher priority are processed. Therefore, the
weight cannot be set for these queues.

When you modify the weight in the queue profile bound to an interface, the
modification is synchronized to the interface automatically if the interface
supports this configuration. If the interface does not support this configuration,
the system displays a configuration failure message.

(11 NOTE

e A queue profile that defines the queue weight using the queue weight command
cannot be applied to an interface of the 4ES2G-S, 4ES2GP-S, or 9ES2 card.

e A queue profile that defines the queue weight using the queue weight command
cannot be applied to ART100&ART20&AR150&AR160&AR200 series Layer 2 FE interfaces
and Layer 2 GE interfaces.

e A queue profile that defines the queue weight using the queue weight command
cannot be applied to FE interfaces on the AR1200 series SRU.

If you run the queue weight command multiple times in the same queue profile
view, only the latest configuration takes effect.

# Create a queue profile named hello-world and set the scheduling mode of
queues 0 to 3 to WRR, the weight of queues 0 and 1 to 20, and the weight of
queues 2 and 3 to 30.

<Huawei> system-view

[Huawei] qos queue-profile hello-world
[Huawei-qos-queue-profile-hello-world] schedule wrr 0 to 3
[Huawei-qos-queue-profile-hello-world] queue 0 to 1 weight 20
[Huawei-qos-queue-profile-hello-world] queue 2 to 3 weight 30

Related Topics

20.4.3 display qos queue-profile

20.4.8 gos queue-profile (interface view)
20.4.9 gos queue-profile (system view)
20.3.17 queue gts

20.4.13 queue length

20.4.19 schedule

20.4.17 queue wfq

Function

The queue wfq command configures the device to send packets matching the
default traffic classifier to BE queues in WFQ mode and sets the number of
queues.

Issue 14 (2025-10-30) Copyright © Huawei Technologies Co., Ltd. 11502



Huawei AR Series Access Routers
Command Reference

20 QoS Commands

Format

Parameters

Views

Default Level

The undo queue wfq command cancels the configuration.

By default, the device is not configured to send packets matching the default
traffic classifier to BE queues in WFQ mode.

queue wfq [ queue-number total-queue-number ]

undo queue wfq

Parameter

Description

Value

queue-number fotal-
queue-number

Specifies the number of
BE queues in WFQ mode.

If this parameter is not
specified, one BE queue
is used.

The value is 8, 16, 32, or
64.
NOTE

Currently, the actual value

that takes effect on the
device is 1.

Traffic behavior view

2: Configuration level

Usage Guidelines

Usage Scenario

The device provides the following types of queues for user-defined traffic

classifiers:

e AF queues
e EF queues
e BE queues
e LLQ queues

After a traffic policy containing AF and EF is applied to an interface, AF, LLQ, and
EF queues occupy some bandwidth of the interface and other packets enter BE
queues. The device schedules packets in BE queues in WFQ mode and evenly
allocates bandwidth to BE queues according to the IP precedence, and source and
destination IP addresses. When a greater number of queues are set, WFQ allocates
bandwidth more evenly but more resources are occupied.

WEQ is applied to the services insensitive to the delay and packet loss, for
example, Internet access services.

Follow-up Procedure
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Create a traffic policy, and bind the traffic classifier and the traffic behavior to the
traffic policy, and apply the traffic policy to the interface.

Precautions

A traffic policy containing BE can be applied to the outbound direction on a WAN-
side interface and layer 2 VE interface.

If the traffic policy bound to the traffic behavior containing queue wfq is applied
to an interface:

e On the AR100&AR120&AR150&AR160&AR200 series, AR1200 series,
AR2220E,, and AR2204:

- If the trust command is not used (the interface priority is trusted),
priorities of packets entering the same interface are changed to the same
value. Packets still enter queues according to the WFQ algorithm, but the
packets are scheduled evenly.

- If the trust command is used, packet priorities are changed. Packets still
enter queues, but are scheduled based on changed priorities because the
WEFQ algorithm allocates bandwidth based on packet priorities.

e On the AR2201-48FE, AR2204-27GE, AR2204-27GE-P, AR2204-51GE-P,
AR2204-51GE-R, AR2204E, AR2202-48FE, AR2220, AR2240C, AR2240 or
AR3200&AR3600 series:

- If the trust command is not used (the interface priority is trusted),
priorities of packets entering the same interface are changed to the same
value. Packets still enter queues according to the WFQ algorithm, but the
packets are scheduled evenly.

- If the trust command without override specified is used, the trust
command on the interface does not take effect.

- If the trust command with override specified is used, priorities in packets
entering the interface are changed. Packets still enter queues, but are
scheduled based on changed priorities because the WFQ algorithm
allocates bandwidth based on packet priorities.

(1 NOTE

e |[f the queue wfq command has been used in a traffic behavior, you cannot use the
queue ef, queue af, or queue llg command in the traffic behavior.

e BE queues in WFQ mode use the remaining bandwidth of AF, LLQ, and EF queues;
therefore, the traffic behavior must be bound to the default traffic classifier defined by
the system. The remaining bandwidth is obtained by subtracting the minimum
bandwidth and the maximum bandwidth from the interface bandwidth. In addition, the
binding between the default traffic classifier and the traffic behavior must be configured
last in the traffic policy so that all the packets in BE queues match this traffic classifier.

If you run the queue wfq command in the same traffic classifier view multiple
times, only the latest configuration takes effect.

# Configure WFQ for the default traffic classifier bound to the traffic behavior
database and set the number of queues to 16.
<Huawei> system-view

[Huawei] traffic behavior database
[Huawei-behavior-database] queue wfq queue-number 16
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Related Topics

20.1.1 classifier behavior

20.4.7 drop-profile (traffic behavior view)
20.3.8 gts (traffic behavior view)

20.4.10 queue af
20.4.12 queue ef
20.4.15 queue llqg
20.1.44 traffic behavior
20.1.45 traffic classifier
20.1.46 traffic policy

20.4.18 reset gos queue statistics

Function

Format

Parameters

an interface.

The reset qos queue statistics command clears queue-based traffic statistics on

reset qos queue statistics interface interface-type interface-number [ queue

gueue-index ]

reset qos queue statistics interface virtual-template vi-number virtual-access
va-number [ queue gueue-index ]

Parameter

Description

Value

interface /nterface-type
interface-number

Clears queue-based
traffic statistics on a
specified interface.

e nterface-type
specifies the type of
the interface.

e /nterface-number
specifies the number
of the interface.

virtual-template v¢-
number

Displays queue-based
traffic statistics on a
specified virtual template
interface. vt-number
specifies the number of
the virtual template
interface.

The value is an integer
that ranges from 0 to
1023.
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Parameter

Description

Value

virtual-access va-
number

Displays queue-based
traffic statistics on a
specified virtual access
interface. va-number
specifies the number of
the virtual access
interface.

The value is an integer
that ranges from 0 to
1023.

queue gueue-index

Displays statistics on the
queue with a specified
index.

The value is an integer
that ranges from 0 to 7.

Views

User view

Default Level

2: Configuration level

Usage Guidelines

Usage Scenario

Example

To collect queue-based statistics within a certain period, run the reset qos queue
statistics command to clear the existing statistics first.

Precautions

Queue-based statistics cannot be restored after you clear them. Therefore, exercise
caution when you run the command.

# Clear queue-based traffic statistics on Eth2/0/0.

<Huawei> reset qos queue statistics interface ethernet 2/0/0

Related Topics

20.4.2 display qos queue statistics

20.4.19 schedule

Function

The schedule command configures a scheduling mode between queues in a
queue profile.

The undo schedule command restores the default scheduling mode between
queues in a queue profile.

Issue 14 (2025-10-30)

Copyright © Huawei Technologies Co., Ltd. 11506



Huawei AR Series Access Routers
Command Reference 20 QoS Commands

By default, an interface is not bound to any queue profile; all the queues on LAN-
side interfaces (except Layer 2 VE interfaces) use WRR, and all the queues on
WAN-side interfaces and Layer 2 VE interfaces use WFQ.

Format
In the queue profile bound to WAN-side interfaces:

schedule { pq start-queue-index [ to end-queue-index] | wfq start-queue-index
[ to end-queue-index] }'

undo schedule
In the queue profile bound to LAN-side interfaces:

schedule { pq start-queue-index [ to end-queue-index] | drr start-queue-index
[ to end-queue-index] | wrr start-queue-index [ to end-queue-index] Y

undo schedule

Parameters

Parameter Description Value

Pq Indicates PQ scheduling. | -

drr Indicates Deficit Round -
Robin (DRR) scheduling.

wrr Indicates Weighted -
Round Robin (WRR)
scheduling.

wfq Indicates Weighted Fair | -

Queuing (WFQ)
scheduling.
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Views

Default Level

Parameter

Description

Value

start-queue-index [ to
end-queue-index ]

Specifies the index of a
queue.

e start-queue-index
specifies the index of
the first queue.

e end-queue-index
specifies the index of
the last queue.

If to end-queue-index is
not specified, the
scheduling mode is
configured for only the
queue specified by start-
queue-index.

start-queue-index and
end-queue-index are
integers that range from
0 to 7. A larger value
indicates a higher
priority of a queue.
NOTE

e When a queue profile
applies to a Layer 2
interface of the AR150,
AR160 (except the
AR161, ART6TEW,
AR161EW-M1, AR161G-
L, AR161G-Lc, AR161W,
AR169, AR169CVW,
AR169CVW-4B4S,
AR169JFVW-4B4S,
ART69JFVW-2S,
ART69EGW-L,
ART69EW, AR169G-L,
AR169-P-M9,
AR169RW-P-M9 and
AR169W-P-M9) and
AR200 series, start-
queue-index is an
integer that ranges
from 0 to 3. A larger
value indicates a higher
priority of a queue.

e When a queue profile
applies to a Layer 2
interface of the SPU on
the AR1200 (except the
AR1220C, AR1220F,
AR1220E, ART220EV,
AR1220EVW and
AR1220-8GE) series,
start-queue-index is an
integer that ranges
from 0 to 3. A larger
value indicates a higher
priority of a queue.

Queue profile view

2: Configuration level

Usage Guidelines

Usage Scenario
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When congestion occurs on a network intermittently, congestion management
needs to be performed to provide high QoS for delay-sensitive services. Congestion
management is implemented by using queue scheduling technologies.

When the network is congested, you can configure a scheduling mode for a queue
so that the delay and jitter of various service packets can be adjusted in the
following manners: The packets of delay-sensitive services, such as the video
service and the voice service, can be processed preferentially. Among the delay-
insensitive services, such as the email service, the packets with the same priority
are processed equally and the packets with different priorities are processed based
on their weights.

Follow-up Procedure

Run the qos queue-profile (interface view) command to bind the queue profile
to an interface.

Precautions

When you modify the scheduling mode in the queue profile bound to an interface,
the modification is synchronized to the interface automatically if the interface
supports this configuration. If the interface does not support this configuration,
the system displays a configuration failure message.

WAN-side and LAN-side interfaces of the device support different scheduling
modes. When the schedule command used in the queue profile view is not bound
to any interface, all scheduling modes can be configured. If the schedule
command is used in the queue profile bound to an interface, the system displays
an error message when you configure a scheduling mode denied by the interface.
Table 1 shows the scheduling modes supported by LAN-side interfaces and WAN-
side interfaces.
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Example

Table 20-22 Scheduling modes supported by each interface

Interface Scheduling Mode

LAN interface o PQ

e DRR

e WRR

e PQ+DRR
e PQ+WRR
NOTE

e Layer 2 interfaces on the AR150&AR160
(except the AR161, AR161EW,
ART61EW-M1, AR161G-L, AR161G-Lc,
ART61W, AR169, AR169CVW,
ART169CVW-4B4S, ART169JFVW-4B4S,
ART69JFVW-2S, AR169EGW-L,
ART69EW, AR169G-L, AR169-P-M9,
AR169RW-P-M9 and AR169W-P-
M9)&AR200 series support only PQ,
WRR, and PQ+WRR, but do not support
DRR.

e Layer 2 interfaces on the AR1200
(except the AR1220C, AR1220F,
AR1220E, AR1220EV, AR1220EVW and
AR1220-8GE) series SRU support only
PQ, WRR, and PQ+WRR, but do not
support DRR.

e Layer 2 VE interfaces only support PQ,
WFQ and PQ+WFQ.

WAN interface e PQ
e WFQ
e PQ+WFQ

The mixed scheduling mode indicates that some queues use PQ scheduling and
some queues use other scheduling modes. PQ scheduling can be configured for
one queue with the highest priority or multiple queues with consecutive higher
priorities.

e When a queue uses PQ scheduling, other queues whose priorities are higher
than the priority of this queue also use PQ scheduling.

e When a queue uses non-PQ scheduling, other queues whose priorities are
lower than the priority of this queue also use this scheduling mode.

A queue can use only one scheduling mode. If you set multiple scheduling modes
for a queue, only the latest configuration takes effect.

# Create a queue profile named hello-world and set the scheduling mode of
queues 0 to 3 to WRR.
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<Huawei> system-view
[Huawei] qos queue-profile hello-world
[Huawei-qos-queue-profile-hello-world] schedule wrr 0 to 3

Related Topics
20.4.3 display qos queue-profile
20.4.8 gos queue-profile (interface view)
20.4.9 gos queue-profile (system view)
20.3.17 queue gts
20.4.13 queue length
20.4.16 queue weight

20.4.20 wred

Function

The wred command configures a WRED drop profile based on DSCP or IP
priorities.

By default, a WRED drop profile based on IP priorities is used.

(11 NOTE

LAN-side subcards do not support WRED.

Format
wred { dscp | ip-precedence }
Parameters
Parameter Description Value
dscp Indicates that a WRED -
drop profile based on
DSCP priorities is used.
ip-precedence Indicates that a WRED -
drop profile based on IP
precedences is used.
Views

Drop profile view

Default Level

2: Configuration level
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Usage Guidelines

Example

Usage Scenario

A drop profile defines WRED parameters for queues and is used to implement
congestion avoidance for queues bound to the drop profile.

The device supports a WRED drop profile based on DSCP or IP priorities:

e The value of an IP priority ranges from 0 to 7.

e The value of a DSCP priority ranges from 0 to 63.

e Eight DSCP priorities correspond to one IP priority.

WRED based on DSCP priorities differentiates services more refinedly.

Follow-up Procedure

Run the dscp discard-percentage or ip-precedence discard-percentage
command to configure a WRED drop profile based on DSCP priorities or IP
precedences.

Precautions
If WRED parameters have been configured in the drop profile:

e If the priority specified by the wred command is different from the priority
used by the WRED drop profile, the WRED drop profile uses the priority
specified by the wred command and default values of WRED parameters are
restored: The lower drop threshold is 30%, the upper drop threshold is 100%,
and the maximum drop probability is 10%.

e If the priority specified by the wred command is the same as the priority used
by the WRED drop profile, default values of WRED parameters are not
restored.

# Configure a WRED drop profile based on DSCP priorities and set default WRED
parameters.

<Huawei> system-view
[Huawei] drop-profile drop-profile1
[Huawei-drop-profile-drop-profile1] wred dscp

Related Topics

20.4.1 display drop-profile

20.4.4 dscp discard-percentage

20.4.6 drop-profile (system view)

20.4.7 drop-profile (traffic behavior view)
20.4.5 ip-precedence discard-percentage
20.4.11 queue drop-profile

20.5 Filtering Configuration Commands
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20.5.1 deny | permit

Function
The deny | permit command configures access control for service packets based
on traffic classifiers.
e The deny command prevents service flows that match a specified rule from
passing through.
e The permit command forwards packets matching traffic classification rules
according to the original policy.
By default, the permit command is used to forward packets matching traffic
classification rules according to the original policy.
Format
deny | permit
Parameters
None
Views

Traffic behavior view

Default Level

2: Configuration level

Usage Guidelines
Usage Scenario

The device implements access control using a traffic policy. That is, you can use a
traffic policy containing deny | permit on the device so that the device provides
the firewall function to filter out specified types of packets. The deny | permit
command only filters data packets, but does not process control packets such as
STP BPDUs sent to the CPU.

Precautions

When you specify a packet filtering action for packets matching an ACL, if the ACL
rule defines permit, the device processes packets according to the action (deny or
permit) in the traffic behavior. If the ACL rule defines deny, the device discards

packets regardless of whether deny or permit is configured in the traffic behavior.

If the deny action is configured together with other actions in the same traffic
behavior, the other actions (except traffic statistics) do not take effect. For this
reason, before adding another traffic action that is not traffic statistics to a traffic
behavior, ensure that the traffic behavior does not contain the deny action or run
the permit command.
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Example

# Configure a traffic policy p1 to prevent the packets from VLAN 2 to pass
through Eth2/0/0.

<Huawei> system-view

[Huawei] traffic classifier c1
[Huawei-classifier-c1] if-match vlan-id 2
[Huawei-classifier-c1] quit

[Huawei] traffic behavior b1
[Huawei-behavior-b1] deny

[Huawei-behavior-b1] quit

[Huawei] traffic policy p1
[Huawei-trafficpolicy-p1] classifier c1 behavior b1
[Huawei-trafficpolicy-p1] quit

[Huawei] interface ethernet 2/0/0
[Huawei-Ethernet2/0/0] traffic-policy p1 inbound

Related Topics
20.1.44 traffic behavior

20.6 Statistics Configuration Commands

20.6.1 statistic enable (traffic behavior view)

Function
The statistic enable command enables the traffic statistics function in a traffic
behavior.
The undo statistic enable command disables the traffic statistics function in a
traffic behavior.
By default, the traffic statistics function in a traffic behavior is disabled.
Format
statistic enable
undo statistic enable
Parameters
None
Views

Traffic behavior view

Default Level

2: Configuration level
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Usage Guidelines
Usage Scenario

To view the statistics on a traffic policy, you can use the statistic enable
command to enable the statistics function. After the statistics function is enabled,
you can use the display traffic policy statistics command to view the statistics.

Follow-up Procedure

Run the traffic policy command to create a traffic policy and run the classifier
behavior command in the traffic policy view to bind the traffic classifier to the
traffic behavior containing the traffic statistics collection function.

Example

# Enable the statistics function in a traffic behavior test.
<Huawei> system-view

[Huawei] traffic behavior test
[Huawei-behavior-test] statistic enable

Related Topics
20.1.5 display traffic policy statistics
20.1.41 reset traffic policy statistics
20.1.44 traffic behavior

20.6.2 statistics enable (QoS profile view)

Function
The statistics enable command enables traffic statistics in a QoS profile.
The undo statistics enable command disables traffic statistics in a QoS profile.
By default, the traffic statistics function is disabled in a QoS profile.
Format
statistics enable
undo statistics enable
Parameters
None
Views

QoS profile view

Default Level

2: Configuration level
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Usage Guidelines
Usage Scenario

This command collects traffic statistics of successfully authenticated online users.
Then the device sends the statistics result to the accounting server, and the
accounting server performs accounting based on the statistics result.

Follow-up Procedure

Apply the QoS profile in the AAA service scheme view.

Example

# Enable traffic statistics in the QoS profile huawei.

<Huawei> system-view
[Huawei] qos-profile huawei
[Huawei-qos-profile-huawei] statistics enable

Related Topics
20.3.18 gos-profile

20.7 ACL-based Simplified Traffic Policy Commands

20.7.1 acl forward-algorithm hash

Function
The acl forward-algorithm hash enable command changes the algorithm used
to search for ACL entries to the hash algorithm for simplified ACLs on an interface.
The acl forward-algorithm hash disable command disables the function of
changing the algorithm used to search for ACL entries for simplified ACLs on an
interface.
By default, the function of changing the algorithm used to search for ACL entries
is enabled for simplified ACLs.
{11 NOTE
Only V200R010C10 and later versions support this command.

Format

acl forward-algorithm hash { enable | disable }
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Parameters

Parameter Description Value

enable Changes the algorithm -

Views

Default Level

used to search for ACL
entries to the hash
algorithm for simplified
ACLs on an interface.

disable Disables the function of | -
changing the algorithm
used to search for ACL
entries for simplified
ACLs on an interface.

System view

2: Configuration level

Usage Guidelines

Example

Usage Scenario

In scenarios where there are a large number of flow entries, if simplified ACL
services are configured on an interface, you can use this command to change the
algorithm used to search for ACL entries to the hash algorithm for simplified ACLs.
This improves the forwarding performance of the device.

Configuration Impact

If this command is run for scenarios where there are only a small number of flow
entries, the forwarding performance of simplified ACL services will be affected.
Therefore, use this command under the guidance of Huawei engineers.

# Change the algorithm used to search for ACL entries to the hash algorithm for
simplified ACLs on an interface.

<Huawei> system-view
[Huawei] acl forward-algorithm hash enable

20.7.2 display traffic-filter applied-record

Function

The display traffic-filter applied-record command displays the record about ACL-
based packet filtering.
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Format

display traffic-filter applied-record
Parameters

None
Views

All views

Default Level

2: Configuration level

Usage Guidelines

The display traffic-filter applied-record command displays the record about ACL-
based packet filtering. The command output helps you check the ACL-based
packet filtering configuration and locate faults.

Example

# Display the record about ACL-based packet filtering.

Table 20-23 Description of the display traffic-filter applied-record command

output
Item Description
Interface Interface to which ACL-based packet filtering is
applied.
Direction Direction in which ACL-based packet filtering is
configured:
e inbound: ACL-based packet filtering is
configured in the inbound direction.
e outbound: ACL-based packet filtering is
configured in the outbound direction.
AppliedRecord Record about ACL-based packet filtering.

Related Topics

20.7.3 display traffic-filter statistics

20.7.4 reset traffic-filter statistics

20.1.49 traffic-policy (interface view)
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20.7.3 display traffic-filter statistics

Function

Format

Parameters

The display traffic-filter statistics command displays statistics on ACL-based
packet filtering on an interface.

display traffic-filter statistics interface /nterface-type interface-number
{ inbound | outbound } [ verbose rule-base ]

display traffic-filter statistics interface virtual-template vi-number virtual-
access va-number { inbound | outbound } [ verbose rule-base ]

Parameter

Description

Value

interface /interface-type
interface-number

Displays statistics on
packet filtering on a
specified interface.

e /nterface-type
specifies the interface
type.

e /nterface-number
specifies the interface
number.

virtual-template v¢-
number virtual-access
va-number

Specifies the number of
a virtual template
interface.

Displays statistics on
packet filtering on a
specified virtual
interface.

e virtual-template v¢-
number specifies the
number of a virtual
template interface.
The value is an
integer that ranges
from 0 to 1023.

e virtual-access va-
number specifies the
number of a virtual
access interface. The
value is an integer
that ranges from 0 to
1023.
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Parameter Description Value

inbound Displays statistics on -
packet filtering in the
inbound direction.

outbound Displays statistics on -
packet filtering in the
outbound direction.

verbose rule-base Displays statistics on -
packets that are filtered
based on ACL rules.

Views

All views

Default Level

1: Monitoring level

Usage Guidelines
Usage Scenario

To view statistics on ACL-based packet filtering, run the display traffic-filter
statistics command.

Prerequisites
ACL-based packet filtering has been configured using the traffic-filter (interface
view) command.

Example

# Display statistics on outgoing packets that are filtered based on ACL on
GE1/0/0.

<Huawei> display traffic-filter statistics interface gigabitethernet 1/0/0 outbound

*interface GigabitEthernet1/0/0 outbound
Matched: 5,617 (Packets) Passed: 0(Packets) Dropped: 5,617(Packets)

# Display statistics on outgoing packets that are filtered based on ACL rules on
GE1/0/0.

<Huawei> display traffic-filter statistics interface gigabitethernet 1/0/0 outbound verbose rule-base

*interface GigabitEthernet1/0/0 outbound

rule 5 permit icmp

Passed Packet 0,Passed Bytes 0
Dropped Packet 0,Dropped Bytes 0
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Table 20-24 Description of the display traffic-filter statistics command output

Item

Description

interface GigabitEthernet1/0/0

Packets matching the ACL rule are filtered

outbound in the outbound direction on
GigabitEthernet1/0/0.
To filter packets based on an ACL, run the
traffic-filter (interface view) command.
Matched Number of packets matching ACL rules.
Passed Number of forwarded packets matching
ACL rules.
Dropped Number of discarded packets matching

ACL rules.

rule 5 permit icmp

Matched ACL rules.

Passed Packet

Number of forwarded packets matching
ACL rules.

Passed Bytes

Number of forwarded bytes matching ACL
rules.

Dropped Packet

Number of discarded packets matching
ACL rules.

Dropped Bytes

Number of discarded bytes matching ACL
rules.

Related Topics

20.7.5 traffic-filter (interface view)
20.7.4 reset traffic-filter statistics

20.7.4 reset traffic-filter statistics

Function

The reset traffic-filter statistics command clears statistics on ACL-based packet

filtering on an interface.

Format

reset traffic-filter statistics interface /interface-type interface-number { inbound

| outbound }

reset traffic-filter statistics interface virtual-template vi-number virtual-access

va-number { inbound | outbound }
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Parameters

Views

Default Level

Parameter

Description

Value

interface /interface-type
interface-number

Clears statistics on
packet filtering on a
specified interface.

e /nterface-type
specifies the interface
type.

e /nterface-number
specifies the interface
number.

virtual-template v¢-
number virtual-access
va-number

Clears statistics on
packet filtering on a
specified virtual
interface.

e virtual-template v¢-
number specifies the
number of a virtual
template interface.
The value is an
integer that ranges
from 0 to 1023.

e virtual-access va-
number specifies the
number of a virtual
access interface. The
value is an integer
that ranges from 0 to
1023.

inbound Clears statistics on -
packet filtering in the
inbound direction.
outbound Clears statistics on -
packet filtering in the
outbound direction.
All views

2: Configuration level

Usage Guidelines

Before recollecting statistics on ACL-based packet filtering on an interface, run the
reset traffic-filter statistics command to clear the existing statistics. Wait for a
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Example

period, and run the display traffic-filter statistics command to view the statistics
on ACL-based packet filtering.

# Clear statistics on ACL-based packet filtering on GE1/0/0.

<Huawei> reset traffic-filter statistics interface gigabitethernet 1/0/0 inbound

Related Topics

20.7.5 traffic-filter (interface view)
20.7.3 display traffic-filter statistics

20.7.5 traffic-filter (interface view)

Function

Format

Parameters

The traffic-filter command applies an ACL to an interface to filter packets on the
interface.

The undo traffic-filter command cancels the configuration.

By default, no ACL is applied to an interface to filter packets on the interface.

traffic-filter { inbound | outbound } { acl | ipv6 acl } { ac/-number| name acl-
name }

undo traffic-filter { inbound | outbound } [ ipv6 acl ]

Parameter Description Value

inbound Configures ACL-based -
packet filtering in the
inbound direction on an
interface.

outbound Configures ACL-based -
packet filtering in the
outbound direction on
an interface.

acl Filters packets based on | -
the IPv4 ACL.

ipv6 acl Filters packets based on | -
the IPv6 ACL.
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Parameter Description Value
acl-number Specifies the number of | The IPv4 ACL number
an ACL. ranges from 2000 to

4999, and the IPv6 ACL
number ranges from
2000 to 3999.

e The value of a basic
ACL/ACL6 ranges
from 2000 to 2999.

e The value of an
advanced ACL/ACL6
ranges from 3000 to
3999.

e The value of a Layer 2
ACL ranges from 4000

to 4999.
name acl-name Filters packets based on | The value must be the
a specified named ACL. name of an existing ACL.

acl-name specifies the
name of the ACL.

Views

Interface view

Default Level

2: Configuration level

Usage Guidelines
Usage Scenario

After the traffic-filter command is executed on an interface, the device filters
packets matching ACL rules:

e If the action in an ACL rule is deny, the device discards packets matching the
rule.

e If the action in an ACL rule is permit, the device forwards packets matching
the rule.

e If no rule is matched, packets are allowed to pass through.
Precautions

ACL-based packet filtering can be configured on the WAN interface and logical
interface that provides Layer 3 functions.

Loopback interfaces of the device support traffic-filter inbound acl { acl-number |
name acl-name } and undo traffic-filter inbound. That is, traffic-filter can be
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Example

configured on a loopback interface in the inbound direction, but IPv6 ACLs are not
supported.

(11 NOTE

When traffic-filter command is used on loopback interface, there has the following limitations:
e Layer 2 ACLs cannot be used.
e If the basic ACL based on the fragment flag is used, traffic-filter does not take effect.

e If the advanced ACL based on gre, igmp, ipinip, and ospf is used, traffic-filter does not take
effect.

If packets match an ACL rule with the deny action and a traffic policy (configured
using the traffic-policy (interface view)) command simultaneously on an
interface, the traffic policy does not take effect for the packets.

You can specify an empty ACL (ACL number) in this command, and configure this
ACL later.

You can apply only one ACL in one direction on an interface to filter packets.
Before modifying the ACL referenced by the traffic-filter command, run the undo
traffic-filter command to cancel packet filtering based on this ACL.

On a device equipped with 8FE1GE and 24GE cards that support forwarding at
Layer 3, if ACL-based traffic policies and ACL-based simplified traffic policies are
configured on VLANIF interfaces, the device processes traffic traversing the
8FE1GE and 24GE cards in the following ways:

e  For packets sent from LAN ports on the SRU panel and other LAN cards
(cards excluding 8FE1GE and 24GE) to LAN ports of 8FE1GE and 24GE cards,
the device forwards the packets to the sub-core CPU for forwarding. In this
case, ACL-based traffic policies and ACL-based simplified traffic policies can be
configured.

e  For packets transmitted between LAN ports of 8FE1GE and 24GE cards, the
device directly forwards the packets at Layer 3, without the need of sending
packets to the sub-core CPU. To configure ACL-based traffic policies and ACL-
based simplified traffic policies on an interface, run the set workmode lan-
card L3centralize command to disable the routing and forwarding function
on 8FE1GE and 24GE cards first so that ACL-based traffic policies can take
effect.

e  For packets sent from LAN ports on 8FET1GE and 24GE cards to LAN ports on
the SRU panel and other LAN cards (cards excluding 8FE1GE and 24GE), the
device directly forwards the packets at Layer 3, without the need of sending
packets to the sub-core CPU. To make ACL-based traffic policies configured on
interfaces effective, you need to run the set workmode lan-card [3centralize
command to disable the routing and forwarding function on 8FE1GE and
24GE cards first.

# On the Eth2/0/0, configure packet filtering based on the ACL that permits
packets with source IP address 192.168.0.2/32.

<Huawei> system-view

[Huawei] acl 3000

[Huawei-acl-adv-3000] rule 5 permit ip source 192.168.0.2 0
[Huawei-acl-adv-3000] quit
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[Huawei] interface ethernet 2/0/0
[Huawei-Ethernet2/0/0] traffic-filter inbound acl 3000

Related Topics
19.7.4 acl (system view)
19.7.18 rule (basic ACL view)
19.7.16 rule (advanced ACL view)
19.7.20 rule (layer 2 ACL view)
20.7.3 display traffic-filter statistics
20.7.4 reset traffic-filter statistics
20.7.2 display traffic-filter applied-record

20.8 Bandwidth Management Configuration
Commands

(1 NOTE

Only ART00&ART20&AR150&ART60&AR200 series support bandwidth management.

20.8.1 bandlimit

Function

The bandlimit command enables user bandwidth limiting and sets user
bandwidth limiting parameters.

The undo bandlimit command disables user bandwidth limiting and deletes user
bandwidth limiting parameters.

By default, user bandwidth limiting is not enabled and user bandwidth limiting
parameters are not configured.

Format

bandlimit interface { /nterface-type interface-number | interface-name } type { ip
ip-address { { inbound cir /in-cir-value | outbound cir out-cir-value} " } | user-set
user-set-name { { inbound cir /n-cir-value | outbound cir out-cir-value } "

[ share ] } } [ time-range time-range-name] [ description description ]

undo bandlimit interface { interface-type interface-number | interface-name }
type { ip ip-address | user-set user-set-name [ share ] }

Parameters

Parameter Description Value

interface /nterface-type | Specifies the type and The value depends on
interface-number number of an interface. | the interface type and
slot ID.
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Parameter

Description

Value

interface /nterface-name

Specifies the name of an
interface.

The value depends on
the interface type and
slot ID.

type

Specifies the bandwidth
limiting type.

ip /ip-address

Specifies the IP address
to which bandwidth
limiting is applied.

The value is in dotted
decimal notation.

inbound cir /n-cir-value

Specifies the inbound
committed information
rate (CIR), that is,
guaranteed average
transmission rate in the
inbound direction.

The value is an integer
that ranges from 8 to
4294967295, in kbit/s.

outbound cir out-cir-
value

Specifies the outbound
CIR, that is, guaranteed
average transmission
rate in the outbound
direction.

The value is an integer
that ranges from 8 to
4294967295, in kbit/s.

user-set user-set-name

Specifies the name of a
user group to which
bandwidth limiting is
applied.

The value is a string of 1
to 31 case-sensitive
characters without
spaces.

share

Specifies the bandwidth
limiting mode.

NOTE
When this parameter is
specified, rate limiting is
applied to all IP addresses
of a user group. If this
parameter is not specified,
rate limiting is applied to
each IP address of a user
group.

time-range time-range-
name

Specifies the time range
during which bandwidth
limiting is applied. The
time range must have
been configured using
the time-range
command; otherwise, the
time range does not take
effect after the
bandlimit command is
used.

The value is a string of 1
to 32 case-sensitive
characters without
spaces, starting with an
upper-case or lower-case
letter.
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Views

Default Level

Parameter

Description

Value

description description

Specifies the description
of a function.

The value is a string of 1
to 31 case-sensitive

characters. It can contain
special characters
excluding question

marks (?) and spaces.

Web view

2: Configuration level

Usage Guidelines

Example

Usage Scenario

Network resources are limited. When non-key services occupy much bandwidth,
packets of core services may be discarded. To address this issue, perform
bandwidth limiting for the non-key services. This command limits the maximum
bandwidth for some IP addresses or user groups on a WAN interface and ensures
the bandwidth of core services.

Prerequisites

A user group has been created using the user-set command when bandwidth
limiting is enabled based on the user group.

Precautions

If you run the bandlimit command multiple times in the web view, only the latest
configuration takes effect.

When the bandlimit command is executed in the web view, the device delivers the
gos car command configuration to the interface. If bandwidth limiting is based on
IP addresses in the inbound direction, the IP address in the web view is mapped to
the destination IP address in the qos car command. If bandwidth limiting is based
on IP addresses in the outbound direction, the IP address in the web view is
mapped to the source IP address in the qos car command.

When time-range is configured and the current time is out of the range specified
by time-range, the device deletes the qos car command configuration from the
interface. However, the bandlimit command in the web view remains unchanged.
If the current time is in the range specified by time-range, the device delivers the
gos car command configuration to the interface.

# On the GE1/0/0 in the inbound direction, set the CIR of packets with the IP
address of 10.10.0.5 to 3000 kbit/s.
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<Huawei> system-view
[Huawei] web
[Huawei-web] bandlimit interface GigabitEthernet 1/0/0 type ip 10.10.0.5 inbound cir 3000

# On the GE1/0/0 in the inbound direction, set the CIR of packets of the user
group huawei to 3000 kbit/s.

<Huawei> system-view

[Huawei] web

[Huawei-web] user-set huawei

[Huawei-web-user-set-huawei] quit

[Huawei-web] bandlimit interface GigabitEthernet 1/0/0 type user-set huawei inbound cir 3000

Related Topics
20.8.6 user-set
20.3.12 gos car
19.7.24 time-range

20.8.2 bandguarantee

Function
The bandguarantee command enables user bandwidth guarantee and sets user
bandwidth guarantee parameters.
The undo bandguarantee command disables user bandwidth guarantee and
deletes user bandwidth guarantee parameters.
By default, user bandwidth guarantee is not enabled and user bandwidth
guarantee parameters are not configured.
Format
bandguarantee interface { /interface-type interface-number | interface-name }
type { ip ip-address | user-set user-set-name} cir cir-value [ time-range time-
range-name ] [ description description ]
undo bandguarantee interface { /nterface-type interface-number | interface-
name } type { ip /p-address | user-set user-set-name }
Parameters
Parameter Description Value
interface /nterface-type | Specifies the type and The value depends on
interface-number number of an interface. | the interface type and
slot ID.
interface /nterface-name | Specifies the name of an | The value depends on
interface. the interface type and
slot ID.
type Specifies the bandwidth | -

guarantee mode.
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Parameter

Description

Value

ip /p-address

Specifies the IP address
to which guaranteed
bandwidth is applied.

The value is in dotted
decimal notation.

user-set user-set-name

Specifies the name of a
user group to which
bandwidth guarantee is
applied.

The value is a string of 1
to 32 case-sensitive
characters without
spaces.

cir cir-value

Specifies the committed
information rate (CIR),
that is, guaranteed
average transmission
rate.

The value is an integer
that ranges from 8 to
4294967295, in kbit/s.

time-range time-range-
name

Specifies the time range
during which bandwidth
guarantee is applied. The
time range must have
been configured using
the time-range
command; otherwise, the
time range does not take
effect after the
bandguarantee
command is used.

The value is a string of 1
to 32 case-sensitive
characters without
spaces, starting with an
upper-case or lower-case
letter.

description description

Specifies the description
of a function.

The value is a string of 1
to 31 case-sensitive
characters. It can contain
special characters
excluding question
marks (?) and spaces.

Views

Web view

Default Level

2: Configuration level

Usage Guidelines

Usage Scenario

When congestion occurs on a network, to prevent packet loss of core services due
to insufficient bandwidth, enable bandwidth guarantee for core services. This
command guarantees the minimum bandwidth for some IP addresses or user
groups on a WAN interface and ensures that core services are processed
preferentially when congestion occurs.
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Example

Prerequisites

A user group has been created using the user-set command when bandwidth
guarantee is enabled based on the user group.

Precautions

If you run the bandguarantee command multiple times in the web view, only the
latest configuration takes effect.

When the bandguarantee command is executed in the web view, the device
delivers the configuration of a traffic classifier and a traffic behavior and applies a
traffic policy to an interface. If bandwidth guarantee is performed based on IP
addresses, if-match acl is delivered in the traffic classifier view and the queue af
and statistic enable are delivered in the traffic behavior view. If bandwidth
guarantee is performed based on user groups, if-match user-set is delivered in
the traffic classifier view and the queue af and statistic enable are delivered in
the traffic behavior view.

# On the GE1/0/0, set the CIR of packets with the IP address of 10.10.0.5 to 1000
kbit/s and configure the description as huawei.

<Huawei> system-view

[Huawei] web

[Huawei-web] bandguarantee interface GigabitEthernet 1/0/0 type ip 10.10.0.5 cir 1000 description
huawei

# On the GE1/0/0, set the CIR of packets of the user group vip to 1000 kbit/s and
configure the description as huawei.

<Huawei> system-view

[Huawei] web

[Huawei-web] user-set vip

[Huawei-web-user-set-vip] quit

[Huawei-web] bandguarantee interface GigabitEthernet 1/0/0 type user-set vip cir 1000 description
huawei

Related Topics

19.7.24 time-range
20.8.6 user-set

20.8.3 enable bandlimit

Function

Format

The enable bandlimit command enables user bandwidth limiting.
The disable bandlimit command disables user bandwidth limiting.

By default, user bandwidth limiting is enabled.

enable bandlimit interface { /nterface-type interface-number | interface-name }
type { ip ip-address | user-set user-set-name [ share ] }
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disable bandlimit interface { /interface-type interface-number | interface-name}
type ip ip-address [ { inbound cir in-cir-value | outbound cir out-cir-value } *
[ time-range time-range-name ] [ description description] ]

disable bandlimit interface { /nterface-type interface-number | interface-name}
type user-set user-set-name [ { inbound cir /n-cir-value | outbound cir out-cir-

value} " [ share ] [ time-range time-range-name ] [ description description] ]

Parameters
Parameter Description Value
enable Enables user bandwidth | -
limiting.
disable Disables user bandwidth | -

limiting.

interface-type interface-
number

Specifies the type and
number of an interface.

The value depends on
the interface type and
slot ID.

interface-name

Specifies the name of an
interface.

The value depends on
the interface type and
slot ID.

type

Specifies the bandwidth
limiting type.

ip /ip-address

Specifies the IP address
to which bandwidth
limiting is applied.

The value is in dotted
decimal notation.

limiting in the outbound
direction.

inbound Enables bandwidth -
limiting in the inbound
direction.

outbound Enables bandwidth -

cir /in-cir-value

Specifies the inbound
committed information
rate (CIR), that is,
guaranteed average
transmission rate in the
inbound direction.

The value is an integer
that ranges from 8 to
4294967295, in kbit/s.

cir out-cir-value

Specifies the outbound
CIR, that is, guaranteed
average transmission
rate in the outbound
direction.

The value is an integer
that ranges from 8 to
4294967295, in kbit/s.
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Parameter

Description

Value

user-set user-set-name

Specifies the name of a
user group to which
bandwidth limiting is
applied.

The value is a string of 1
to 31 case-sensitive
characters without
spaces.

share

Specifies the bandwidth
limiting mode.

NOTE

When this parameter is
specified, bandwidth
limiting is applied to all IP
addresses of a user group.
If this parameter is not
specified, bandwidth
limiting is applied to each
IP address of a user group.

time-range time-range-
name

Specifies the time range
during which bandwidth
limiting is applied. The
time range must have
been configured using
the time-range
command; otherwise, the
time range does not take
effect after the enable
bandlimit command is
used.

The value is a string of 1
to 32 case-sensitive
characters without
spaces, starting with an
upper-case or lower-case
letter.

description description

Specifies the description
of a function.

The value is a string of 1
to 31 case-sensitive
characters. It can contain
special characters
excluding question
marks (?) and spaces.

Views

Web view

Default Level

2: Configuration level

Usage Guidelines

Usage Scenario

After maximum bandwidth guarantee is configured on a WAN interface, you can
use the enable bandlimit or disable bandlimit command to enable or disable

user bandwidth limiting.
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Example

Prerequisites

User bandwidth limiting has been enabled and user bandwidth limiting
parameters have been configured using the bandlimit command.

Follow-up Procedure

After the disable bandlimit command is used to disable user bandwidth limiting,
run the enable bandlimit command to enable bandwidth limiting configured by
the bandlimit command.

Precautions

When the enable bandlimit command is executed in the web view, the device
delivers the qos car command configuration to the interface. If bandwidth limiting
is based on IP addresses in the inbound direction, the IP address in the web view is
mapped to the destination IP address in the qos car command. If bandwidth
limiting is based on IP addresses in the outbound direction, the IP address in the
web view is mapped to the source IP address in the qos car command.

When the disable bandlimit command is executed in the web view, the device
deletes the gos car command configuration from the interface.

When enable bandlimit is configured and time-range is specified, if the current
time is out of the range specified by time-range, the device does not deliver the
gos car command configuration to the interface. If the current time is in the range
specified by time-range, the device delivers the gos car command configuration
to the interface.

# Disable bandwidth limiting based on IP addresses on the GE1/0/0.

<Huawei> system-view

[Huawei] web

[Huawei-web] bandlimit interface GigabitEthernet 1/0/0 type ip 10.10.0.5 inbound cir 3000
[Huawei-web] disable bandlimit interface GigabitEthernet 1/0/0 type ip 10.10.0.5 inbound cir 3000

# Disable bandwidth limiting based on user groups on the GE1/0/0.

<Huawei> system-view

[Huawei] web

[Huawei-web] user-set huawei

[Huawei-web-user-set-huawei] quit

[Huawei-web] bandlimit interface GigabitEthernet 1/0/0 type user-set huawei inbound cir 3000
[Huawei-web] disable bandlimit interface GigabitEthernet 1/0/0 type user-set huawei inbound cir 3000

Related Topics

20.8.6 user-set
20.3.12 gos car
19.7.24 time-range

20.8.4 enable bandguarantee

Function

The enable bandguarantee command enables user bandwidth guarantee.
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Format

Parameters

The disable bandguarantee command disables user bandwidth guarantee.

By default, user bandwidth guarantee is enabled.

enable bandguarantee interface { /nterface-type interface-number | interface-
name } type { ip /p-address | user-set user-set-name } cir cir-value [ time-range
time-range-name ] [ description description ]

disable bandguarantee interface { interface-type interface-number | interface-
name } type { ip /p-address | user-set user-set-name } cir cir-value [ time-range
time-range-name ] [ description description ]

guarantee.

Parameter Description Value

enable Enables user bandwidth -
guarantee.

disable Disables user bandwidth | -

interface-type interface-
number

Specifies the type and
number of an interface.

The value depends on
the interface type and
slot ID.

interface-name

Specifies the name of an
interface.

The value depends on
the interface type and
slot ID.

type

Specifies the bandwidth
guarantee mode.

ip /p-address

Specifies the IP address
to which bandwidth
guarantee is applied.

The value is in dotted
decimal notation.

user-set user-set-name

Specifies the name of a
user group to which
bandwidth guarantee is
applied.

The value is a string of 1
to 32 case-sensitive
characters without
spaces.

cir cir-value

Specifies the committed
information rate (CIR),
that is, guaranteed
average transmission
rate.

The value is an integer
that ranges from 8 to
4294967295, in kbit/s.
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Parameter

Description

Value

time-range time-range-
name

Specifies the time range
during which bandwidth

The value is a string of 1
to 32 case-sensitive

characters without
spaces, starting with an
upper-case or lower-case
letter.

guarantee is applied. The
time range must have
been configured using
the time-range
command; otherwise, the
time range does not take
effect after the enable
bandguarantee
command is used.

description description Specifies the description

of a function.

The value is a string of 1
to 31 case-sensitive
characters. It can contain
special characters
excluding question
marks (?) and spaces.

Views

Web view

Default Level

2: Configuration level

Usage Guidelines
Usage Scenario

After minimum bandwidth guarantee is configured on a WAN interface, you can
use the enable bandguarantee or disable bandguarantee command to enable
or disable user bandwidth guarantee.

Prerequisites

The bandguarantee command has been executed before you use the disable
bandguarantee command.

Follow-up Procedure

After the disable bandguarantee command is used to disable user bandwidth
guarantee, run the enable bandguarantee command to enable bandwidth
guarantee configured by the bandguarantee command.

Precautions

When the enable bandguarantee command is executed in the web view, the
device delivers the configuration of a traffic classifier and a traffic behavior and
applies a traffic policy to an interface. If bandwidth guarantee is performed based
on IP addresses, if-match acl is delivered in the traffic classifier view and the
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queue af and statistic enable are delivered in the traffic behavior view. If
bandwidth guarantee is performed based on user groups, if-match user-set is
delivered in the traffic classifier view and the queue af and statistic enable are
delivered in the traffic behavior view.

When the disable bandguarantee command is executed in the web view, the
configuration of the traffic classifier, traffic behavior, and traffic policy will be
deleted.

Example
# Disable bandwidth guarantee based on IP addresses on the GE1/0/0.

<Huawei> system-view

[Huawei] web

[Huawei-web] bandguarantee interface GigabitEthernet 1/0/0 type ip 10.10.0.5 cir 1000 description
huawei

[Huawei-web] disable bandguarantee interface GigabitEthernet 1/0/0 type ip 10.10.0.5 cir 1000
description huawei

# Disable bandwidth guarantee based on user groups on the GE1/0/0.

<Huawei> system-view

[Huawei] web

[Huawei-web] user-set vip

[Huawei-web-user-set-vip] quit

[Huawei-web] bandguarantee interface GigabitEthernet 1/0/0 type user-set vip cir 1000 description
huawei

[Huawei-web] disable bandguarantee interface GigabitEthernet 1/0/0 type user-set vip cir 1000
description huawei

Related Topics
19.7.24 time-range
20.8.6 user-set

20.8.5 user-ip

Function
The user-ip command configures an IP network segment for users in a web user
group.
The undo user-ip command deletes an IP network segment configured for users
in a web user group.
By default, no IP network segment is configured for users in a web user group.
Format

user-ip from jp_addr7 to ip_addr2 [ description description ]

undo user-ip from jp_addr7 to ip_addr2
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Parameters

Views

Default Level

Parameter Description Value

The value is in dotted
decimal notation.

from p_addri Specifies the start IP address of

the IP network segment for users
in a web user group.

to ip_addrz Specifies the end IP address of the ;he‘ Valt‘e is ir! dotted

IP network segment for users in a ecimal notation.

web user group.
descript?on Specifies description of the IP The value is g'string of 1to
description 31 case-sensitive

network segment for users in a

web user group. characters. It can contain

special characters
excluding question marks

(?) and spaces.

user-set view

2: Configuration level

Usage Guidelines

Example

Usage Scenario

The web system allows you to manage the bandwidth, application, website visit,
and file type based on user groups, facilitating management. You can run the
user-ip command to configure an IP address for a user in a web user group or an
IP address segment for users in the web user group, and add description for the IP
address or IP address segment.

Precautions

If the values of jp_addr7 and jp_addr2 are the same, an IP address is configured
for a user in a web user group.

A web user group supports a maximum of 30 IP address segments and 12K IP
addresses.

# Configure the IP address segment from 10.1.1.1 to 10.1.1.10 for users in the web
user group leader and set the description to develop-leader.

<Huawei> system-view

[Huawei] web

[Huawei-web] user-set leader

[Huawei-web-user-set-leader] user-ip from 10.1.1.1 to 10.1.1.10 description develop-leader
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Related Topics
20.8.6 user-set

20.8.6 user-set

Function
The user-set command creates a web user group and displays the web user group
view, or displays the view of an existing web user group.
The undo user-set command deletes a created web user group.
By default, the device contains two web user groups named VIP and Default.
Format
user-set user-set-name
undo user-set user-set-name
Parameters
Parameter Description Value
user-set-name| Specifies the name of a | The value is a string of 1 to 31 case-
web user group. sensitive characters. It can contain
special characters excluding question
marks (?) and spaces.
Views

Web view

Default Level

2: Configuration level

Usage Guidelines

The web system allows you to manage the bandwidth, application, website visit,
and file type based on user groups. You can run the user-set command to create a
web user group and enter the web user group view, or enter the view of an
existing web user group.

Example

# Configure a web user group named leader.

<Huawei> system-view
[Huawei] web

[Huawei-web] user-set leader
[Huawei-web-user-set-leader]
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Related Topics

20.8.5 user-ip
20.8.7 web
Function
The web command displays the web view.
Format
web
Parameters
None
Views
System view

Default Level

2: Configuration level

Usage Guidelines

To perform configurations related to the web system, enter the web view first. You
can run this command in the system view to enter the web view.

Example

# Display the web view.

<Huawei> system-view
[Huawei] web
[Huawei-web]

20.9 Application Control Management Commands
{1 NOTE

Only ART00&AR120&AR150&AR160&AR200 series support application control management.

20.9.1 app-profile

Function
The app-profile command configures the name of an application control profile.

The undo app-profile command deletes the name of an application control
profile.
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By default, the name of an application control profile is not configured.

Format
app-profile app-profile-name
undo app-profile app-profile-name
Parameters
Parameter Description Value
app-profile-name Specifies the name of an | The value is a string of 1
application control to 31 case-sensitive
profile. characters. It can contain
special characters, but
cannot contain question
marks (?) or spaces. If
the string is enclosed in
double quotation marks
(" "), the string can
contain spaces, for
example, "a b CD".
Views
Web view

Default Level

2: Configuration level

Usage Guidelines

Usage Scenario

When you want to manage a large number of applications of different types, run
the app-profile command to configure an application control profile. You can bind
the application control profile to one or more user groups to implement the same

application control management.

Configuration Impact

An application control profile applies to all members in the selected user group.

Follow-up Procedure

Run the application-control command in the web view to bind the profile to a

user group. Otherwise, the profile does not take effect.

Example

# Create application control profile research.
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<Huawei> system-view
[Huawei] web
[Huawei-web] app-profile research

Related Topics
20.9.4 application-control
20.9.3 application
20.9.2 category

20.9.2 category

Function
The category command configures the application protocol type.
The undo category command deletes an existing application protocol type.
By default, application protocol types are not added to the SA signature file.
Format
category category-name
undo category category-name
Parameters
Parameter Description Value
category-name| Specifies the type of [ The value is a character string without
application protocols. |spaces. The value range depends on the
applications supported in the signature
database.
Views

Application control profile view

Default Level

2: Configuration level

Usage Guidelines

Usage Scenario

When a large number of application protocols of the same type are configured,
you can run the category command to specify the application protocol type. By
doing so, you do not need to configure application protocol names of the same

type one by one.

Prerequisites
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Example

You have entered the application control profile view by running the app-profile
command. If you configure application protocol names in other views, the
configuration does not take effect.

Configuration Impact

After an application protocol type is configured, it applies to all members in the
selected user group.

Follow-up Procedure

Run the application-control command in the web view to bind the profile to a
user group. Otherwise, the profile does not take effect.

# Configure application protocol type Email in application control profile test.

<Huawei> system-view

[Huawei] web

[Huawei-web] app-profile test
[Huawei-web-app-profile-test] category Email

Related Topics

20.9.4 application-control
20.9.1 app-profile
20.9.3 application

20.9.3 application

Function

Format

Parameters

The application command configures the application protocol name.
The undo application command deletes an existing application name.

By default, application protocol names are not added to the SA signature file.

application application-name

undo application application-name

Parameter Description Value
application-name Specifies the name of an | The value is a character
application protocol. string without spaces.

The value range depends
on the applications
supported in the

signature database.
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Views

Application control profile view

Default Level

2: Configuration level

Usage Guidelines

Example

Usage Scenario

After you run this command to configure detailed application protocol names in
the application control profile, the router filters applications based on the
application protocol name. If application protocol names are not configured, the
router does not filter applications.

Prerequisites

You have entered the application control profile view by running the app-profile
command. If you configure application protocol names in other views, the
configuration does not take effect.

Configuration Impact

After an application protocol name is configured, it applies to all members in the
selected user group.

Follow-up Procedure

Run the application-control command in the web view to bind the profile to a
user group. Otherwise, the profile does not take effect.

# Configure application protocol name dns in application control profile test.

<Huawei> system-view

[Huawei] web

[Huawei-web] app-profile test
[Huawei-web-app-profile-test] application dns

Related Topics

20.9.4 application-control
20.9.1 app-profile
20.9.2 category

20.9.4 application-control

Function

The application-control command binds an application control profile to a user
group.

The undo application-control command unbinds an application control profile
from a user group.
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Format

Parameters

By default, application control management is not configured for a user group.

application-control user-set user-set-name app-profile app-profile-name type
{ cir cir-value | application-deny } [ time-range time-range-name] [ description

description-text ]

undo application-control user-set user-set-name app-profile app-profile-name

Parameter

Description

Value

user-set user-set-name

Specifies the name of a
user group.

The value is a string of 1
to 31 case-sensitive
characters. It can contain
special characters, but
cannot contain question
marks (?) or spaces. If
the string is enclosed in
double quotation marks
(" "), the string can
contain spaces, for
example, "a b CD".

app-profile app-profile-
name

Specifies the name of an
application control
profile.

The value is a string of 1
to 31 case-sensitive
characters. It can contain
special characters, but
cannot contain question
marks (?) or spaces. If
the string is enclosed in
double quotation marks
(" "), the string can
contain spaces, for
example, "a b CD".

type

Specifies the type of
application to be
controlled.

cir cir-value

Sets a rate limit for an
application.

The value is an integer
that ranges from 8 to
4294967295, in kbit/s.

application-deny

Prohibits users in the
user group from
accessing an application.
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Views

Default Level

Parameter

Description

Value

time-range time-range-
name

Specifies the time range
during which application
control is applied.

The value is a string of 1
to 32 case-sensitive
characters and must
begin with a letter. It
cannot contain question
marks (?) or spaces. In
addition, the word all
cannot be specified as a
time range name.

description description-
text

Indicates description of
the function.

The value is a string of 1
to 31 case-sensitive
characters. It can contain
special characters, but
cannot contain question
marks (?) or spaces. If
the string is enclosed in
double quotation marks
(" ™), the string can
contain spaces, for
example, "a b CD".

Web view

2: Configuration level

Usage Guidelines

Example

Usage Scenario

You can run this command to carry out application control management on
members in a user group. For example, you can limit the rate of Thunder or

prohibit access to Kugou.

Prerequisites

A user group has been created by running the user-set command. An application
control profile has been created by running the app-profile command.

Configuration Impact

An application control profile applies to all members in the selected user group.

# Prohibit members in user group owner from accessing applications in
application control profile research.
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<Huawei> system-view

[Huawei] web

[Huawei-web] user-set owner

[Huawei-web-user-set-owner] quit

[Huawei-web] app-profile research

[Huawei-web-app-profile-research] quit

[Huawei-web] application-control user-set owner app-profile research type application-deny

Related Topics
20.9.3 application
20.9.1 app-profile
20.9.2 category

20.9.5 enable application-control

Function

The enable application-control command enables the application control
management function for a user group.

The disable application-control command disables the application control
management function for a user group.

By default, the application control management function is disabled for a user
group.

Format

enable application-control user-set user-set-name app-profile app-profile-name

disable application-control user-set user-set-name app-profile app-profile-name
[ type { cir cir-value | application-deny } [ time-range time-range-name ]
[ description description-text] ]

Parameters

Parameter Description Value

user-set user-set-name | Specifies the name of a | The value is a string of 1
user group. to 31 case-sensitive
characters. It can contain
special characters, but
cannot contain question
marks (?) or spaces. If
the string is enclosed in
double quotation marks
(" "), the string can
contain spaces, for
example, "a b CD".
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Parameter

Description

Value

app-profile app-profile-
name

Specifies the name of an
application control
profile.

The value is a string of 1
to 31 case-sensitive
characters. It can contain
special characters, but
cannot contain question
marks (?) or spaces. If
the string is enclosed in
double quotation marks
(" "), the string can
contain spaces, for
example, "a b CD".

type

Specifies the type of
application to be
controlled.

cir cir-value

Sets a rate limit for an
application.

The value is an integer
that ranges from 8 to
4294967295, in kbit/s.

application-deny

Prohibits users in the
user group from
accessing an application.

time-range time-range-
name

Specifies the time range
during which application
control is applied.

The value is a string of 1
to 32 case-sensitive
characters and must
begin with a letter. It
cannot contain question
marks (?) or spaces. In
addition, the word all
cannot be specified as a
time range name.

description description-
text

Indicates description of
the function.

The value is a string of 1
to 31 case-sensitive
characters. It can contain
special characters, but
cannot contain question
marks (?) or spaces. If
the string is enclosed in
double quotation marks
(" "), the string can
contain spaces, for
example, "a b CD".

Web view
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Default Level

2: Configuration level

Usage Guidelines
Usage Scenario

An administrator can run the enable application-control command to enable the
application control management function for a user group. With this function, the
administrator can manage applications in the user group, for example, denying
access to an application or rate-limiting the traffic of an application for a user.

Prerequisites

A user group and application control profile have been created and bound. To
create a user group, run the user-set command; to create an application control
profile, run the app-profile command; to bind an application control profile to a
user group, run the application-control command.

Example

# Enable application control management for the user group owner.

<Huawei> system-view

[Huawei] web

[Huawei-web] user-set owner

[Huawei-web-user-set-owner] quit

[Huawei-web] app-profile research

[Huawei-web-app-profile-research] quit

[Huawei-web] application-control user-set owner app-profile research type application-deny
[Huawei-web] enable application-control user-set owner app-profile research

20.10 SAC Configuration Commands

(10 NOTE

SAC configuration commands take effect only after the deep security defense function is
enabled on the device.

20.10.1 application name cache type aging-time

Function

The application name cache type aging-time command sets the aging time of
the entry associated with pre-defined application identification.

The undo application name cache type aging-time command restores the
default setting.

By default, the value of the aging time of the entry generated upon multi-channel
application identification for ftp is 180 seconds and for other applications is 300
seconds.
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Format

application name name cache type multi-channel aging-time aging-time

undo application name name cache type multi-channel aging-time

Parameters
Parameter Description Value
name name Specifies the name of a | The value must be the name of
predefined application. an existing application.
multi-channel Specifies the aging time | The value is an integer ranging
aging-time of the entry generated from 1 to 60,000, in seconds. The
aging-time upon multi-channel default value of FTP is 180
application identification. | seconds, The default value of
other applications is 300 seconds.
Views

SA view

Default Level

2: Configuration level

Usage Guidelines

The application name cache type aging-time command sets the aging time of
the entry associated with the identification of predefined applications. The entry
associated with the identification of user-defined applications never ages.

Example

# Set the aging time of the entry associated with FTP data channel application
identification to 100 seconds.

<Huawei> system-view
[Huawei] sa
[Huawei-sa] application name FTP cache type multi-channel aging-time 100

20.10.2 category sub-category

Function

The category sub-category command configures a category and a subcategory
for a user-defined application.

The undo category command restores the default category and sub-category of a
user-defined application.

By default, the category and sub-category of a user-defined application are
General and Other, respectively.
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category category sub-category sub-category

Description

Value

Specifies the category of a user-
defined application.

See Category and
subcategory of applications.

Specifies the sub-category of a
user-defined application.

See Category and

subcategory of applications.

Format
undo category
Parameters
Parameter
category
sub-category
Views

User-defined application view

Default Level

2: Configuration level

Usage Guidelines

Usage Scenario

By default, the category and sub-category of a user-defined application are
General and Other, respectively. To add the user-defined application to another
category and sub-category, you can run this command so that user-defined

applications are classified based on the category.

Table 20-25 describes the categories and sub-categories of applications supported

by the AR.

Table 20-25 Category and subcategory of applications

Category

Subcategory

Description

Business_Systems

Auth_Service

Authentication service

NOTE
This subcategory is no longer
used but is retained for backward
compatibility. Do not add user-
defined applications to this
subcategory.

Data_Backup

Data backup software, such as
Rsync

Database

Database, such as MySQL

Electronic_Business

Electronic business, such as
eBay
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Category Subcategory Description

Email Email, such as Gmail

Enterprise_Application | Enterprise application
software, such as the
Concurrent Versions System
(CVS), Outlook Web Access

File_Access File access

NOTE
This subcategory is no longer
used but is retained for backward
compatibility. Do not add user-
defined applications to this
subcategory.

Finance Finance, such as Scottrade

Internet_Conferencing | Internet conferencing
applications, such as live-
meeting

Remote_Access Remote access control
software, such as Radmin, RSH

WebMail Web mail

NOTE
This subcategory is no longer
used but is retained for backward
compatibility. Do not add user-
defined applications to this

subcategory.
Entertainment Game Game software, such as
Warcraft
Instant_Messaging IM software, such as QQ, MSN
Media_Sharing Applications for online videos,

music, or radio, and music
download and upload, such as
Youtube, PPfilm, HTTP-audio,
and iTunes

MicroBlog Microblog

NOTE
This subcategory is no longer
used but is retained for backward
compatibility. Do not add user-
defined applications to this

subcategory.
PeerCasting P2P web video, such as
Livestation
Social_Networking Social networking websites,

such as Facebook
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Category

Subcategory

Description

VolP

VolIP software, such as MSN,
Skype

Web_Video

Web video, such as YouTube

WireLess

Wireless terminal application

NOTE
This subcategory is no longer
used but is retained for backward
compatibility. Do not add user-
defined applications to this
subcategory.

General_Internet

AppDownload

APP download, such as APP
Store and Google Play Store

Browser_Plugin

Website plug-ins, such as
LastPass

FileShare_P2P

P2P file sharing, such as BT
and eDonkey

File_Sharing

Fire sharing software, such as
Mozy, XDCC

IM_File_Transfer

Applications for IM file
transfer, such as file transfer in
Yahoo Messenger

Network_Storage

Network storage, such as
Huawei network disk and
SkyDrive

Search_Engines

Search engines, such as
Google and Yahoo

Software_Update

Applications for software
update, such as
Windowsupdate

Utility

Small tools, such as Google
Translate

Web_Browsing

Applications for web browsing,
such as Sougo browser

Web_Content_Aggreg
ate

Information gathering
software, such as EventBox

Web_Desktop

Web desktop system, such as
Windows Live, cloudo
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Category Subcategory Description
Web_Posting Web forum
NOTE
This subcategory is no longer
used but is retained for backward
compatibility. Do not add user-
defined applications to this
subcategory.
Web_Spider Web crawler software, such as
WebReaper
Network Attack Network attacks, such as
worms
CloudService Cloud service, such as Huawei
HiSpace and
Google_App_Engine
Encrypted_Tunnel Tunneling applications, such
as GRE, L2TP
Infrastructure Basic network protocols, such
as HTTP and HTTPS
Ip_Protocol IP-layer protocols, such as
ICMP and IPv6
Network_Admin Network administration, such
as Corba and Syslog
News_Group News group, such as
Sohu_News
Proxy Proxy software, such as
CCproxy
General General_UDP General UDP applications
General_TCP General TCP applications
Other Other general applications

Precautions

If you run the category sub-category command in the same user-defined
application view multiple times, only the latest configuration takes effect.

Example

# Configure the category Business_Systems and subcategory Database for the
user-defined application abc.

<Huawei> system-view

[Huawei] sa
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[Huawei-sa] user-defined-application name UD_abc
[Huawei-sa-user-defined-app-UD_abc] category Business_Systems sub-category Database

20.10.3 data-model

Function

The data-model command specifies a data model for a user-defined application.

The undo data-model command restores the default data model of a user-

defined application.

By default, the data model of a user-defined application is unassigned.

Format

data-model { browser-based | client-server | networking | peer-to-peer |

unassigned }

undo data-model

Parameters

Parameter Description

Value

browser-based | Indicates that the data model depends on the running
mode of the web browser, for example, web games.

client-server |Indicates that the data model is the client/server model,
such as client games.

networking Indicates that the data model is of common network
and is often used for communication between systems
so that network operations can be performed, for
example, HTTP and HTTPS.

peer-to-peer |Indicates that the data model is P2P, for example,
Thunder and BT.

unassigned Non-specified data model.

Views

User-defined application view

Default Level

2: Configuration level

Usage Guidelines

Usage Scenario
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The default data model of a user-defined application is unassigned. To specify
another data model for a user-defined application, you can run this command so
that user-defined applications are classified based on the data model.

Precautions

If you run the data-model command in the same user-defined application view
multiple times, only the latest configuration takes effect.

Example

# Configure the data model for the user-defined application UD_abc as client-
server.

<Huawei> system-view

[Huawei] sa

[Huawei-sa] user-defined-application name UD_abc
[Huawei-sa-user-defined-app-UD_abc] data-model client-server

20.10.4 description (user-defined application view)

Function
The description command configures a description for a user-defined application.
The undo description command deletes a description of a user-defined
application.
By default, no description is configured for a user-defined application.
Format
description description
undo description
Parameters
Parameter | Description Value
description | Specifies the description of a | The value is a string of 1 to 128 case-
user-defined application. sensitive characters with spaces.
Views

User-defined application view

Default Level

2: Configuration level

Usage Guidelines

The description command configures a description for a user-defined application,
which helps memorize and distinguish user-defined applications.
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Example

# Configure the description test for the user-defined application UD_abc.

<Huawei> system-view

[Huawei] sa

[Huawei-sa] user-defined-application name UD_abc
[Huawei-sa-user-defined-app-UD_abc] description test

20.10.5 description (user-defined application rule view)

Function
The description command configures a description for a user-defined application
rule.
The undo description command deletes a description of a user-defined
application rule.
By default, no description is configured for a user-defined application rule.
Format
description description
undo description
Parameters
Parameter | Description Value
description | Specifies the description of a | The value is a string of 1 to 128
user-defined application rule. |case-sensitive characters with
spaces.
Views

User-defined application rule view

Default Level

2: Configuration level

Usage Guidelines
The description command configures a description for a user-defined application
rule, which helps memorize and distinguish user-defined application rules.
Example

# Configure the description test for the user-defined application rule rule1.

<Huawei> system-view
[Huawei] sa
[Huawei-sa] user-defined-application name UD_abc
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[Huawei-sa-user-defined-app-UD_abc] rule name rule1
[Huawei-sa-user-defined-app-UD_abc-rule-rule1] description test

20.10.6 detect max-bytes

Function
The detect max-bytes command specifies the maximum number of bytes to be
detected by the SA module.
The undo detect max-bytes command restores the default maximum number of
bytes to be detected by the SA module.
By default, the maximum number of bytes to be detected by the SA module is
2048.
Format
detect max-bytes max-bytes
undo detect max-bytes
Parameters
Parameter | Description Value
max-bytes | Specifies the maximum number of | The value is an integer ranging
bytes to be detected. from 1 to 10240.
Views

SA view

Default Level

2: Configuration level

Usage Guidelines

This command is used to specify the maximum number of bytes detected by the
SA module to prevent certain applications from evading the detection by using
small packets.

In common cases, the default maximum value can meet the requirement. If the
value is too large, the device performance may deteriorate. If the value is too
small, the device may fail to detect certain applications.

Example

# Set the maximum number of bytes to be detected by the SA module to 4096.

<Huawei> system-view
[Huawei] sa
[Huawei-sa] detect max-bytes 4096
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20.10.7 detect max-packets

Function
The detect max-packets command specifies the maximum number of packets to
be detected by the SA module.
The undo detect max-packets command restores the maximum number of
packets detected by the SA module to the default value.
By default, the maximum number of packets to be detected by the SA module is
16.
Format
detect max-packets max-packets
undo detect max-packets
Parameters
Parameter |Description Value
max-packets| Specifies the maximum number | The value is an integer ranging
of packets in a session. from 1 to 64.
Views

SA view

Default Level

2: Configuration level

Usage Guidelines
The specified maximum number of packets to be detected covers both directions
in a session.

Example

# Set the maximum number of packets to be detected by the SA module to 20.

<Huawei> system-view
[Huawei] sa
[Huawei-sa] detect max-packets 20

20.10.8 detect max-time

Function

The detect max-time command sets the maximum duration in which the SA
module detects sessions.
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The undo detect max-time command restores the maximum duration to the
default value.

Format
detect max-time max-time
undo detect max-time
Parameters
Parameter | Description Value
max-time |Specifies the maximum | The value is an integer ranging from 0 to
session detection 60, in minutes. The default value is 1.
duration.
Views

SA view

Default Level

2: Configuration level

Usage Guidelines

None

Example

# Set the maximum duration in which the SA module detects sessions to 5
minutes.

<Huawei> system-view

[Huawei] sa
[Huawei-sa] detect max-time 5

20.10.9 detect uni-direction

Function
The detect uni-direction command configures the unidirectional detection on the
SA module.
The undo detect uni-direction command cancels the unidirectional detection and
restores the bidirectional detection.
By default, the SA module works in bidirectional detection mode.

Format

detect uni-direction
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undo detect uni-direction

Parameters

None

Views

SA view

Default Level

2: Configuration level

Usage Guidelines

SA detection falls into unidirectional detection and bidirectional detection. By
default, the SA module works in bidirectional detection mode. If the device is
deployed in unidirectional mode, use the detect uni-direction command to
configure the unidirectional detection mode of the SA module.

Example

# Configure the unidirectional detection mode of the SA module.

<Huawei> system-view

[Huawei] sa

[Huawei-sa] detect uni-direction

20.10.10 display application

The display application command displays information about applications in the

display application [ pre-defined | user-defined | name name]

Description

Value

Function
system.
Format
Parameters
Parameter
pre-defined

Indicates predefined applications.

user-defined

Indicates user-defined
applications.

name name

Specifies the name of an
application.

The value must be the name of
an existing application.
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Views

All views

Default Level

1: Monitoring level

Usage Guidelines

None

Example

# Display the information about all applications.

<Huawei> display application

Service Awareness Signature Database Information:

Total Applications: 1603

AppID Name
RiskLevel State

Category

Sub-category

1 BT General_Internet FileShare_P2
P 4 activated
2  PPLive Entertainment Peercasting
5) activated
3 Thunder General_Internet FileShare_P2
P 5 activated
5 FTP Network Infrastructu
re 3 activated
6  FTPS Network Infrastructu
re 4 activated
7 eDonkey_eMule General_Internet FileShare_P2
P 5 activated
9 QQlLive Entertainment Peercasting
5) activated
11 Fasttrack General_Internet FileShare_P2
P 5 activated
12 PPStream Entertainment Peercasting
5) activated
14 DirectConnect General_Internet FileShare_P2
P 3 activated
15 KuGoo Entertainment Peercasting
5) activated
18 POCO General_Internet Photo_Sharin
g 5 activated
20 Maze General_Internet FileShare_P2
P 3 activated
22 UUSee Entertainment Peercasting
4 activated
23 Vagaa General_Internet FileShare_P2
P 4 activated
25 QQDownload General_Internet FileShare_P2
P 4 activated
27 Filetopia General_Internet FileShare_P2
P 5 activated
28 Soulseek General_Internet FileShare_P2
P 5 activated
29 Sopcast Entertainment Peercasting
5) activated
31 KooWo Entertainment Peercasting
5) activated
---- More ----
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Table 20-26 Description of the display application command output

Item Description

Total Applications Total number of applications

ApplD Application ID

Name Name of an application

Category Category of an application. For details, see
Category and subcategory of applications.

Sub-category Subcategory of an application. For details, see
Category and subcategory of applications.

RiskLevel Risk level of an application

State State of an application

A predefined application can be in either of the
following states:

e activated: indicates that an application takes
effect.

e disabled: indicates that an application does
not take effect.

A user-defined application can be in either of
the following states:

e committed: indicates that an application is
configured and committed.

e not committed: indicates that an application
is created or modified but not committed.

# Display information on predefined application BT.

<Huawei> display application name BT
Application BT Information:

Application ID 01
Application Name : BT

Category : General_Internet
Sub-category : FileShare_P2P
Software : Other
Risk Level 14
Label : "Productivity-Loss", "Data-Loss", "Bandwidth-
Consuming",
"Evasive", "Tunneling", "P2P-Based"
State : activated
DataModel : peer-to-peer
Description : BitTorrent (BT) is a P2P protocol for multi-point downloading

an

d can be used for many different kinds of applications. The
clie

nt downloads and uploads data at the same time. Example:
BitTorr

ent, BitSpirit and BitComet.

Total Rule Number :0
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# Display information on user-defined application UD_123.

<Huawei> display application name UD_123

Application UD_123 Information:

Application ID  : 60001
Application Name :UD_123
Category : General
Sub-category : Other

Risk Level 1

Label :

State : committed
DataModel : unassigned
Description :-

Total Rule Number : 1

Rule Name crule_123

IP Address D -

IPv6 Address D -

Protocol : TCP

Port -

Context : flow

Direction : both

Type : plain string
Field : General-Payload
Signature : inout1

Table 20-27 Description of the display application name name command output

Item

Description

Application name Information

Application name information

Application ID

Application ID

Application Name

Application name

Category

Category of the application

Sub-category

Subcategory of the application

Software Software name to which the application
corresponds
This item is displayed only for predefined
applications.

Risk Level Risk level of the application

Label Label of the application
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Item

Description

State

Status of the application
A predefined application has two states:

e activated: indicates that the application
takes effect.

e disabled: indicates the application is
disabled.

A user-defined application has two states:

e committed: indicates that the application
configuration is committed.

e not committed: indicates that the application
is newly created or modified but its
configuration is not committed.

DataModel

Data transmission mode:
e unassigned

e client-server

e browser-based

e networking

e peer-to-peer

Description

Description of the application

Total Rule Number

Number of rules

For a predefined application, the parameter
value is fixed to 0. For a user-defined
application, the parameter is displayed only
after rules are configured.

Rule Name

Rule name

IP Address

IPv4 destination address

IPv6 Address

IPv6 destination address

Protocol Protocol type

e TCP

e UDP

e any
Port Destination port
Context Detection scope:

o flow

e packet
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Item

Description

Direction

Detection direction:

e both: any direction

e request: request data

e response: response data

Type

Match mode

Field

Protocol field

Signature

Keyword

20.10.11 display application name aging-time

The display application name aging-time command displays the aging time of
the entry associated with application identification.

display application name name aging-time

Description

Value

Specifies the name of an
application.

The value must be the name of an
existing application.

Function
Format
Parameters
Parameter
name name
Views
All views

Default Level

2: Configuration level

Usage Guidelines

The display application name aging-time command displays the aging time of
the entry associated with the identification of predefined applications. The entry
associated with the identification of user-defined applications never ages.

Example

# Display the aging time of the entry associated with FTP identification.

<Huawei> display application name FTP aging-time

Aging Time:
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Application Name : FTP
Acceleration Aging-time(sec) : 300

Multi-channel Aging-time(sec) : 180

Table 20-28 Description of the display application name aging-time command

output
Item Description
Application Name Name of an application

Acceleration Aging-time(sec) | Aging time of the entry generated upon
application identification acceleration

Multi-channel Aging- Aging time of the entry generated upon multi-

time(sec) channel application identification If the queried
application is not a multi-channel application, -
is displayed.

20.10.12 display sa application-list

Function
The display sa application-list command displays applications in the SA signature
file.
Format
display sa application-list
Parameters
None
Views
All views

Default Level

1: Monitoring level

Usage Guidelines

The SA signature file contains different application protocols. After a signature file
is loaded successfully, run the display sa application-list command to view
application protocols in the signature file.
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Example

# Display SA application protocols in the system.

<Huawei> display sa application-list
SA application list

Index
1

10

11

12

Protocol Name
BT

PPLive

Thunder

FTP

eDonkey_eMule

QQLive

Fasttrack

PPStream

DirectConnect

KuGoo

Fring_VolP

PPGou

Description

BitTorrent (BT) is a P2P protocol
for multi-point downloading and can
be used for many different kinds of
applications. The client downloads
and uploads data at the same time.
Example: BitTorrent, BitSpirit, and
BitComet.

PPLive is a kind of software for
watching online videos. It supports
the live and on-demand functions.
Example: PPLive, TTver, PPTV,
Wanneng TV.

Thunder is a kind of P2P-based
software for downloading. Example:
Thunder, Thunder movie, Web
Thunder, Diandian, Thunder Kankan,
and Thunder Tingting.

FTP is the abbreviation of File
Transfer Protocol which also has a
specific software can be applied to
various applications to control
file' s two-way transmission on the
Internet. Example: CuteFTP.

eMule is a kind of P2P client
software which supports files
sharing through the Internet.
Example: eMule Xtreme, easyMule.

QQLive is a kind of software for
watching online videos developed by
Tencent. Example: QQLive Web TV,
Wanneng Web TV, and TTver Web TV.

FastTrack is a protocol used in P2P
softwares such as Kazaa, Grokster,
iMesh, and Morpheus. It is called
the second generation P2P protocol.
Example: Fasttrack.

PPStream is a kind of software for
watching Web videos which supports
multiple channels. It is quite
popular all over China. Example:

PPS Web TV, PPStream VOD, TTver,
Wanneng Web TV.

DirectConnect, developed by
Neo-Modus, is a kind of free P2P
client software with the open
source code which supports file
exchange and chat. Example:
DirectConnect++, StrongDC++.

KuGou/KuGoo is a kind of P2P music

sharing software in China which
supports downloading and online
listening. Example: KuGoo music.

Fring is a kind of free VolP
software and is used for a mobile
phone to connect to the Internet
for communication and IM. Fring for
Android does not supporting flow
blocking in text chat. Example:
Fring

PPGou is a kind of downloading
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software which supports HTTP and
P2P downloading. Example: PPGou.

13 POCO POCO, developed by PoCo, is a kind
of P2P-based software for resources
sharing, albums management, and
electronic magazine online reading.
Example: POCO multimedia sharing
platform.

---- More ----

Total: 945

Table 20-29 Description of the display sa application-list command output

Item Description
SA application list SA application protocol list.
Index Index of an application protocol in the

SA signature file.

Protocol Name Application protocol name in the SA
signature file, for example, QQLive.

Description Description of the application protocol,
for example, QQLive, an online video
player software developed by Tencent.

Total Total number of application protocols
in the SA signature file.

Related Topics
19.9.1.26 update local
19.9.1.31 update restore sdb-default

20.10.13 display sa application-statistic

Function

The display sa application-statistic command displays statistics on packets of
different SA application protocols on an interface.

Format

display sa application-statistic { application application-name | top-n number |
all } interface { /interface-type interface-number | virtual-template vt-number
virtual-access va-number} [ inbound | outbound ]
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Parameters

Parameter

Description

Value

application application-
name

Displays statistics on
packets of a specified
application.

The value is a string of 1
to 34 case-sensitive
characters without
spaces.

top-n number

Displays statistics on
packets with the largest
number of bytes of the
first Mth SA application
protocols.

The value is an integer
that ranges from 1 to 20.

all

Displays statistics on
packets of all SA
application protocols.

interface /nterface-type
interface-number

Displays statistics on
packets of an SA
application protocol on a
specified interface.

e nterface-type
specifies the interface
type.

e nterface-number
specifies the interface
number.

virtual-template v¢-
number virtual-access
va-number

Displays statistics on
packets of an SA
application protocol on a
specified virtual
interface.

e virtual-template v¢-
number specifies the
number of a virtual
template interface.
The value is an
integer that ranges
from 0 to 1023.

e virtual-access va-
number specifies the
number of a virtual
access interface. The
value is an integer
that ranges from 0 to
1023.

inbound

Displays packet statistics

on the inbound interface.
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Parameter Description Value
outbound Displays packet statistics | -
on the outbound
interface.
Views
All views

Default Level

1: Monitoring level

Usage Guidelines

Example

Usage Scenario

After the SA statistics function is enabled on an interface, run the display sa
application-statistic command to view statistics on packets of different SA
application protocols.

Precautions

If there is no packet of an SA application protocol on an interface, statistics are
empty.

# Display statistics on packets of SA applications.

<Huawei> display sa application-statistic all interface GigabitEthernet 0/0/0
Protocol Direction Packets Bytes Rate(bps)

DNS Inbound 34,883,510 2,999,981,860 6,443,200

Table 20-30 Description of the display sa application-statistic command output

Item Description
Protocol SA application protocol.
Direction e Inbound: indicates the statistics on

incoming packets.

e OQOutbound: indicates the statistics
on outgoing packets.

Packets Number of forwarded packets on an
SA-enabled interface.

Bytes Number of forwarded bytes on an SA-
enabled interface.
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Item Description
Rate(bps) Rate of forwarded packets on an SA-
enabled interface, in bps.

Related Topics
19.9.1.31 update restore sdb-default
20.10.28 sa application-statistic enable

20.10.14 display sa category

Function
The display sa category command displays SA group information in the system.
Format
display sa category [ category-name ]
Parameters
Parameter Description Value
category- Displays names of SA groups The value i§ a stri_n.g of 1
name supported by the device. If this t‘; 31 case—m.sinsmve
parameter is not specified, the characters without
command displays information about Spaces.
all the SA groups.
Views
All views

Default Level

1: Monitoring level

Usage Guidelines

This command displays SA groups supported by the device and application
protocols in the SA groups.

Before and after configuring an SA group and application protocols, you can run
the display sa category command to check whether application protocols in the
SA group meet service requirements.
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Example

# Display the configuration of the SA group Email.

<Huawei> display sa category Email
SA Category

Name: Email
Index Application Name Description
1 MAPI_OETP_Exchange Mail or Messaging Application

Programming Interface (MAPI) is a
kind of open interface that
programmers used to create mail
writing and workgroup programs (for
example, Email, plan, agenda, and
file management). Example:
OETP_MAPI_ExchangeMapiCdo and

2 Mail.ru Mail.Ru is the most popular Russian
Internet portal. This portal
provides some kinds of services
including e-mail, on-line diaries,
social networking, video and photo
hosting and so on.

3 Kuikoo kuikoo is a website which provides
easy-to-use mail services, allowing
you to send and receive emails
anytime anywhere conveniently and
quickly . This service can be
applied to computer or mobile phone
platform freely.

4 In_Mail In.com is an Indian website
providing easy-to-use mail
services, allowing you to
conveniently and quickly send and
receive emails anytime anywhere.
This service can be applied on
computers or mobile phone platforms
freely.

5 ShangMail ShangMail is a professional mobile
mail service provided based on the
leading push technology.

Total: 5

Table 20-31 Description of the display sa category command output

Item Description

Name SA group name.

Index Index of an application protocol in the
SA group.

Description Description of the application protocol.

Total Total number of application protocols
in the SA group.

Related Topics
19.9.1.9 engine enable
19.9.1.31 update restore sdb-default
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20.10.15 display sa information

Function
The display sa information command displays the SA configuration.
Format
display sa information
Parameters
None
Views
All views

Default Level

1: Monitoring level

Usage Guidelines

The display sa information command displays the SA configuration, including the
SA status, number of protocols, and signature file status, and name.

Before and after configuring SA, run the display sa information command to
check whether the SA configuration is correct.
Example

# Display the SA configuration.

<Huawei> display sa information

SA status: enabled

App protocol num 11622

SA signature status : loaded

SA signature name  :sd1:/update/sa-sdb/sa_h30071000_2015030601.zip
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Table 20-32 Description of the display sa information command output

Item Description

SA status Whether SA is enabled:
e enabled: SA is enabled.

e disabled: SA is disabled.

NOTE
If SA is disabled, the information is not
displayed.
To enable SA, run the update restore
sdb-default command.

App protocol num Number of application protocols.
SA signature status Whether the signature file is loaded:
e loaded: The signature file has been
loaded.
e not loaded: The signature file is not
loaded.
SA signature name SA signature file name. To enable SA

and load a signature file, run the
update restore sdb-default
command.

Related Topics
19.9.1.26 update local
19.9.1.31 update restore sdb-default

20.10.16 if-match application

Function
The if-match application command configures a matching rule in a traffic
classifier based on application protocols.
The undo if-match app-protocolundo if-match application command deletes a
matching rule in a traffic classifier based on application protocols.
By default, a matching rule based on application protocols is not configured in a
traffic classifier.

Format
if-match application application-name [ user-set user-set-name] [ time-range
time-name ]
{1 NOTE

Only ART00&ART20&AR150&AR160&AR200 series support user-set.
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undo if-match application application-name

Parameters
Parameter Description Value
application- Specifies the name of an |The value is a character string. The
name application protocol. value depends on the applications
supported in the signature database.
You can run the display sa
application-list command to check
the value.
user-set user- Specifies the name of a | The value is a string of 1 to 32 case-
set-narme user group to which ACL |sensitive characters without spaces.
rules take effect.
tl'me-range Specifies the name of a | The value is a string of 1 to 32 case-
time-name time range during which |sensitive characters without spaces,
ACL rules take effect. If |starting with an uppercase or a
this parameter is not lowercase letter. In addition, the
specified, ACL rules are  |word all cannot be specified as a
always valid. time range name.
Views

Traffic classifier view

Default Level

2: Configuration level

Usage Guidelines

Usage Scenario

You can run the if-match application command to classify traffic based on the
application protocol. The device implements the same traffic policy for the packets

of the same application protocol.

You can flexibly configure the time range during which a matching rule takes
effect. If the specified time range does not exist, the matching rule does not take

effect.

Prerequisites

The deep security function has been enabled and a SAC signature file has been

loaded using the engine enable command.

Precautions

If you run the if-match application command multiple times in the same traffic
classifier view, multiple matching rules are configured.
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Example

If a traffic policy contains a matching rule configured using the if-match
application and the traffic policy needs to be applied to packets encapsulated by
multiple link layer protocols, apply the traffic policy to a Layer 3 interface that has
an IP address. For example, PPPoA packets are generated by encapsulating ATM
cells in a PPP header, while PPP packets are encapsulated by IP or other protocols.
You must create a virtual template (VT) interface and map the VT interface to the
ATM interface. In this case, apply the traffic policy to the VT interface. if-match
application in the traffic policy does not take effect if the traffic policy is applied
to the ATM interface.

If a traffic policy contains a matching rule configured using the if-match app-
protocol command and the traffic policy needs to be applied to packets on a sub-
interface, apply the traffic policy to the sub-interface. if-match application in the
traffic policy does not take effect if the traffic policy is applied to the main
interface.

A user group has been created using the user-set command when the ACL rules
take effect based on the user group.

# Define the traffic classifier class1 to match packets of the SA application
protocol 91farm.

<Huawei> system-view
[Huawei] traffic classifier class1
[Huawei-classifier-class1] if-match application 91farm

Related Topics

19.9.1.26 update local
19.9.1.31 update restore sdb-default
20.1.45 traffic classifier

20.10.17 if-match category

Function

Format

The if-match category command configures a matching rule in a traffic classifier
based on an SA group.

The undo if-match category command deletes a matching rule in a traffic
classifier based on an SA group.

By default, a matching rule based on an SA group is not configured in a traffic
classifier.

if-match category category-name [ user-set user-set-name] [ time-range time-
name |

(11 NOTE

Only ART00&ART20&AR1T50&ART160&AR200 series support user-set.
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undo if-match category category-name

Parameters

Parameter

Description

Value

category-name

Specifies the name of an SA
group.

The value is a character string
without spaces. You can run the
display sa category command
to check the value.

user-set user-
set-name

Specifies the name of a user
group to which ACL rules
take effect.

The value is a string of 1 to 32
case-sensitive characters without
spaces.

time-range
time-name

Specifies the name of a time
range during which ACL
rules take effect. If this
parameter is not specified,
ACL rules are always valid.

The value is a string of 1 to 32
case-sensitive characters without
spaces, starting with an
uppercase or a lowercase letter.
The value cannot be all.

Views

Traffic classifier view

Default Level

2: Configuration level

Usage Guidelines

Usage Scenario

You can run the if-match category command to configure a matching rule in a
traffic classifier based on an SA group so that the device processes packets
matching the same traffic classifier in the same manner.

The if-match category command defines a time range during which ACL rules
take effect. You can flexibly configure the time range during which a matching
rule takes effect. If the specified time range does not exist, the matching rule does

not take effect.

Prerequisites

The SA application group specified by category-name already exists in the
signature database. You can run the display sa category command to check
whether the application group exists in the signature database.

Precautions

When a traffic classifier contains if-match category, the relationship between
rules in the traffic classifier must be or.

If you run the if-match category command multiple times in the same traffic
classifier view, multiple matching rules are configured.
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Example

If a traffic policy contains a matching rule configured using the if-match category
and needs to be applied to packets encapsulated by multiple link-layer protocols,
apply it to a Layer 3 interface that has an IP address.

(11 NOTE

For example, PPPoA packets are generated by encapsulating ATM cells in a PPP header,
while PPP packets are encapsulated by IP or other protocols. You must create a virtual
template (VT) interface and apply the VT interface to the ATM interface. In this case, apply
the traffic policy to the VT interface. if-match protocol-group in the traffic policy that
applies to an ATM interface does not take effect.

If a traffic policy contains a matching rule configured using the if-match category
command and needs to be applied to packets on a sub-interface, apply it to the
sub-interface. if-match category in the traffic policy that applies to a main
interface does not take effect.

A user group has been created using the user-set command when the ACL rules
take effect based on the user group.

# Define the traffic classifier class1 to match the SA group Email.

<Huawei> system-view
[Huawei] traffic classifier class1
[Huawei-classifier-class1] if-match category Email

Related Topics

19.9.1.31 update restore sdb-default
19.9.1.26 update local
20.1.45 traffic classifier

20.10.18 ip-address (user-defined application rule view)

Function

Format

The ip-address command configures an IPv4 address for a user-defined
application rule.

The undo ip-address command deletes an IPv4 address of a user-defined
application rule.

By default, no IPv4 address is configured for a user-defined application rule.

ip-address /p-address [ mask | mask-length ]

undo ip-address { jp-address [ mask | mask-length] | all }
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Parameters
Parameter |Description Value
jp-address |Specifies an IPv4 address. | The value is in dotted decimal
notation.
mask Specifies a subnet mask. The value is in dotted decimal
notation.

Views

Default Level

mask-length| Specifies the mask length. | The value is an integer that ranges
from 1 to 32.

all Indicates all IPv4 addresses. | -

User-defined application rule view

2: Configuration level

Usage Guidelines

Example

After an IPv4 address is configured, the service detection engine can match
network packets based on the configured IPv4 address, transport layer protocol,
and port (triplet). When the triplet of traffic to be identified is determined,
configure a user-defined triplet so that the device can rapidly identify traffic. For
example, a user has a server. You can configure a user-defined triplet rule based
on the server address, port, and transport layer protocol so that the rule can be
used to identify all access traffic of the server. A user-defined application rule
based on the triplet contains at least one IP address or one port number. The
configured IPv4 address is the destination IPv4 address.

Precautions

You can configure a single IPv4 address or specify the subnet mask or mask length
to configure a network segment in a user-defined application rule.

A user-defined application rule allows a maximum of four IPv4 addresses.

# Configure the IPv4 address of 10.1.1.1 for the user-defined application rule
rulel.

<Huawei> system-view

[Huawei] sa

[Huawei-sa] user-defined-application name UD_abc
[Huawei-sa-user-defined-app-UD_abc] rule name rule1
[Huawei-sa-user-defined-app-UD_abc-rule-rule1] ip-address 10.1.1.1

20.10.19 label (user-defined application view)
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Function
The label command configures a label for a user-defined application.
The undo label command deletes a label of a user-defined application.

By default, no label is configured for a user-defined application.

Format

label /abel-name &<1-8>

undo label [ label-name ]
Parameters

Parameter | Description Value

label-name | Specifies the label of a user- For details about the label value

defined application. and category, see Table 20-33.

Views

User-defined application view

Default Level

2: Configuration level

Usage Guidelines

No label is configured for a user-defined application by default. You can run the
label command to configure a label for a user-defined application so that user-
defined applications are classified based on labels.

Table 20-33 describes label classification.

Table 20-33 Label classification

Dimension Label Name

Technology e Mobile-Supported: mobile phone-supported
applications

e Cloud-Based: cloud-based applications

e Encrypted-Communications: applications with
encrypted communication

e P2P-Based: P2P-based applications
e HTTP-Based: HTTP-based applications
e Tunneling: tunneling protocol-based applications
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Dimension

Label Name

Function

Network-Storage: network disk applications
Social-Applications: social applications
Plays-Game: game applications

Browses-Web: applications for web page browsing
Speech: applications for giving opinions
Sends-Mail: email sending applications
Supports-IM: IM applications

Supports-Video: video transfer applications
Supports-VolP: voice communication applications
Supports-File-Transfer: file transfer applications

Risk

The system automatically calculates the risk level (1-5)
of an application based on configured risk
characteristics. A higher risk level indicates a higher risk
of an application.

Exploitable: The application has known
vulnerabilities.

Malware-Vehicle: The malware can run on this
application. The application can be used by the
known malware to initiate attacks or intercept data,
and is spread with this malware.

Productivity-Loss: The application reduces the
working efficiency. Entertainment applications and
news and video websites affect working of
enterprise employees.

Bandwidth-Consuming: The application consumes
network bandwidth. Applications such as Thunder
and BT occupy much network bandwidth.

Evasive: The application has evasive characteristics.
The application uses a port or protocol to traverse
the firewall, proxy, or rejected webpages.

Data-Loss: The application causes data leakage, and
provides functions such as file transmission and text
upload. Using this application may cause enterprise

data leakage.

Others

Database: database-based applications

Business-Applications: enterprise applications

Follow-up Procedure

After adding labels to the user-defined application, you must run engine
configuration commit to commit it.
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Example

# Configure a label for the user-defined application UD_abc.
<Huawei> system-view

[Huawei] sa

[Huawei-sa] user-defined-application name UD_abc

[Huawei-sa-user-defined-app-UD_abc] label P2P-Based Encrypted-Communications Business-
Applications

Related Topics

19.9.1.8 engine configuration commit

20.10.20 port (user-defined application rule view)

Function
The port command configures a port number for a user-defined application rule.
The undo port command deletes a port number of a user-defined application rule.
By default, no port number is configured for a user-defined application rule.
Format
port port
undo port { port| all }
Parameters
Parameter | Description Value
port Specifies the port number of a user- |The value is an integer that
defined application rule. ranges from 1 to 65535.
all Indicates all port numbers. -
Views

User-defined application rule view

Default Level

2: Configuration level

Usage Guidelines

A maximum of four port numbers can be configured in a user-defined application
rule.

After a port is configured, the service detection engine can match network packets
based on the configured port, transport layer protocol, and IP address (triplet).
When the triplet of traffic to be identified is determined, configure a user-defined
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triplet so that the device can rapidly identify traffic. For example, a user has a
server. You can configure a user-defined triplet rule based on the server address,
port, and transport layer protocol so that the rule can be used to identify all
access traffic of the server. A user-defined application rule based on the triplet
contains at least one IP address or one port number. The configured port is the
destination port.

Example

# Configure port 80 for the user-defined application rule rule1.

<Huawei> system-view

[Huawei] sa

[Huawei-sa] user-defined-application name UD_abc
[Huawei-sa-user-defined-app-UD_abc] rule name rule1
[Huawei-sa-user-defined-app-UD_abc-rule-rule1] port 80

20.10.21 port-identification packet-number-threshold

Function
The port-identification packet-number-threshold command sets the threshold
of packet quantity for port identification in the SA module.
The undo port-identification packet-number-threshold command restores the
default threshold of packet quantity for port identification in the SA module.
The default threshold of packet quantity for port identification in the SA module is
16.

Format
port-identification packet-number-threshold packets
undo port-identification packet-number-threshold

Parameters
Parameter | Description Value
packets Specifies the number of The value is an integer ranging from

packets. 1 to 64.

Views
SA view

Level

2: Configuration level

Usage Guidelines

If packets exceeding the threshold are sent to the IAE and their applications
cannot be identified, the SA module identifies the application by port. A high
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threshold compromises the application identification performance while a low
threshold increases the false positive rate. The default value (16) is recommended.

Example

# Set the threshold of packet quantity for port identification in the SA module to
32.

<Huawei> system-view
[Huawei] sa
[Huawei-sa] port-identification packet-number-threshold 32

20.10.22 protocol (user-defined application rule view)

Function
The protocol command configures the transport layer protocol type.
The undo protocol command restores the default transport layer protocol type.
By default, a user-defined application rule uses any type of a transport layer
protocol, that is, the rule is valid for both TCP and UDP packets.

Format
protocol { tcp | udp }
undo protocol

Parameters
Parameter Description Value
tcp Indicates TCP. -
udp Indicates UDP. -

Views

User-defined application rule view

Default Level

2: Configuration level

Usage Guidelines

When a user-defined application rule is created based on the triplet, the default
protocol types are TCP and UDP. If only one protocol type needs to be matched,
run this command.

Precautions

If you run the protocol multiple times in the same user-defined application rule
view, only the latest configuration takes effect.
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Example

# Configure the transport layer protocol type as TCP in a user-defined application
rule.

<Huawei> system-view

[Huawei] sa

[Huawei-sa] user-defined-application name UD_abc
[Huawei-sa-user-defined-app-UD_abc] rule name rule1
[Huawei-sa-user-defined-app-UD_abc-rule-rule1] protocol tcp

20.10.23 rename (user-defined application rule view)

Function
The rename command renames a user-defined application rule.
Format
rename new-name
Parameters
Parameter | Description Value
new-name | Specifies the The value is a string of case-sensitive characters.
name of a user- |When the name does not contain spaces, the
defined value is a string of 1 to 32 characters. When the
application rule. | name contains spaces, the value is a string of 3 to
34 characters, and you need to put the string in
double quotation marks (""), for example, "user
for test".
The name cannot contain question marks (?),
commas (,), and hyphens (-). If the name does not
contain spaces, double quotation marks ("") are
not included. The name cannot be any or all.
Views

User-defined application rule view

Default Level

2: Configuration level

Usage Guidelines

You can run the rename command to rename a user-defined application rule to
facilitate memorizing and management.

Example

# Rename rule1 to rule2 for the user-defined application UD_abc.
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<Huawei> system-view

[Huawei] sa

[Huawei-sa] user-defined-application name UD_abc
[Huawei-sa-user-defined-app-UD_abc] rule name rule1
[Huawei-sa-user-defined-app-UD_abc-rule-rule1] rename rule2
[Huawei-sa-user-defined-app-UD_abc-rule-rule2]

20.10.24 rename (user-defined application view)

Function
The rename command renames a user-defined application.
Format
rename new-name
Parameters
Parameter | Description Value
new-name | Specifies the The value is a string of case-sensitive characters
name of a user- [and must start with UD_. When the name does not
defined contain spaces, the value is a string of 4 to 32
application. characters. When the name contains spaces, the
value is a string of 6 to 34 characters, and you
need to put the string in double quotation marks
("), for example, "user for test".
The name cannot contain question marks (?),
commas (,), and hyphens (-). If the name does not
contain spaces, double quotation marks ("") are
not included.
Views

User-defined application view

Default Level

2: Configuration level

Usage Guidelines
You can run the rename command to rename a user-defined application to
facilitate memorizing and management.

Example

# Rename the user-defined application UD_abc to UD_hello.

<Huawei> system-view
[Huawei] sa
[Huawei-sa] user-defined-application name UD_abc
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[Huawei-sa-user-defined-app-UD_abc] rename UD_hello
[Huawei-sa-user-defined-app-UD_hello]

20.10.25 reset sa application-statistic

Function

Format

Parameters

The reset sa application-statistic command deletes statistics on SA application

protocol packets.

reset sa application-statistic { application application-name | all } interface
{ interface-type interface-number | virtual-template vi-number virtual-access

va-number }

Parameter

Description

Value

application application-
name

Clears statistics on
packets of a specified
application.

The value is a string of 1
to 31 case-sensitive
characters without
spaces.

all

Clear statistics on
packets of all SA
application protocols.

interface /nterface-type
interface-number

Clears statistics on
packets on a specified
interface.

e /nterface-type
specifies the interface
type.

e /nterface-number
specifies the interface
number.

virtual-template v¢-
number virtual-access
va-number

Clears statistics on
packets on a specified
virtual interface.

e virtual-template v¢-
number specifies the
number of a virtual
template interface.

e virtual-access va-
number specifies the
number of a virtual
access interface.

The value of vé-number
is an integer that ranges
from 0 to 1023.

The value of va-number
is an integer that ranges
from 0 to 1023.
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Views

User view

Default Level

3: Management level

Usage Guidelines
Usage Scenario

The display sa application-statistic command displays all the previous statistics
on SA application protocol packets. Before recollecting statistics, run the reset sa
application-statistic command to delete the original statistics.

Precautions
The cleared packet statistics cannot be restored. Exercise caution when you use
the command.

Example

# Delete statistics on packets of all SA application protocols on GE2/0/0.

<Huawei> reset sa application-statistic all interface gigabitethernet 2/0/0

Related Topics
20.10.28 sa application-statistic enable
20.10.13 display sa application-statistic

20.10.26 rule (user-defined application view)

Function
The rule command configures a rule for a user-defined application and displays
the user-defined application rule view.
The undo rule command deletes a rule of a user-defined application.
By default, no rule is configured for a user-defined application.
Format

rule name name

undo rule { name name| all }
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Parameters
Parameter |Description Value
name name|Specifies the The value is a string of case-sensitive
name of a user- characters. When the name does not contain
defined spaces, the value is a string of 1 to 32
application rule. characters. When the name contains spaces,
the value is a string of 3 to 34 characters, and
you need to put the string in double quotation
marks (""), for example, "user for test".
The name cannot contain question marks (?),
commas (,), and hyphens (-). If the name does
not contain spaces, double quotation marks
("") are not included. The name cannot be any
or all.
all Indicates all user- |-
defined
application rules.
Views

User-defined application view

Default Level

2: Configuration level

Usage Guidelines

The AR supports rule creation based on the triplet, keyword, or the combination of
the triplet and keyword. The triplet falls into the destination triplet (server
address, protocol type, and destination port number) and source triplet (user
source address, protocol type, and source port number). The keyword refers to the
signature of an application, and the signature identifies the application.

You can run 20.10.18 ip-address (user-defined application rule view),
20.10.20 port (user-defined application rule view), and 20.10.22 protocol
(user-defined application rule view) to specify the triplet of an application.
After the configuration is complete and submitted, the AR first uses the
destination triplet of the first packet of a session to match traffic. If the traffic
matches the destination triplet, the traffic is originated from this application.
If the traffic does not match the destination triplet, the AR uses the source
triplet of the first packet of a session to match traffic. If the traffic matches
the source triplet, the traffic is originated from this application. If no match is
found, the application of the traffic is not the application specified in the
triplet.

A user-defined application rule based on the triplet contains at least one IP
address or one port number.

You can run 20.10.29 signature (user-defined application rule view) to
specify the keyword of an application.
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Precautions

e Multiple rules can be configured for a user-defined application
simultaneously. The relationship between rules is OR, that is, the traffic
matches one rule is originated from an application.

e  When the maximum number of user-defined application rules is reached but
the maximum number of user-defined applications is not reached, you can
continue to configure user-defined applications but cannot configure user-
defined application rules.

e  When configuring rules for user-defined applications, ensure that one flow
will not match two or more rules. Otherwise, the flow may be identified to
belong to multiple applications. For example, for a flow, the source IP address
is SIP, the source port number is SPort, the destination IP address is DIP, the
destination port number is DPort, and the protocol type is Pro. If DIP or DPort
is defined in the rule for user-defined application A, and SIP or SPort is
defined in the rule for user-defined application B, the flow matches the
destination triplet of application A and the source triplet of application B.
Therefore, the flow is identified to belong to both application A and
application B. In the SD-WAN dual-gateway scenario, if the identification
results of the same flow are different on the two gateways, packets of the
flow may be sent and received along different paths, causing a forwarding
failure.

Example

# Create rule1 for the user-defined application UD_abc and enter the rule view.

<Huawei> system-view

[Huawei] sa

[Huawei-sa] user-defined-application name UD_abc
[Huawei-sa-user-defined-app-UD_abc] rule name rule1
[Huawei-sa-user-defined-app-UD_abc-rule-rule1]

Related Topics
20.10.18 ip-address (user-defined application rule view)
20.10.20 port (user-defined application rule view)
20.10.22 protocol (user-defined application rule view)
20.10.29 signature (user-defined application rule view)

20.10.27 sa

Function

The sa command displays the SA view.
Format

sa
Parameters

None
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Views

System view

Default Level

2: Configuration level

Usage Guidelines

None

Example

# Access the SA view.

<Huawei> system-view
[Huawei] sa

20.10.28 sa application-statistic enable

Function
The sa application-statistic enable command enables the SA statistics function
on an interface.
The undo sa application-statistic enable command disables the SA statistics
function on an interface.
By default, the SA statistics function is disabled on an interface.
Format
sa application-statistic enable
undo sa application-statistic enable
Parameters
None
Views

Interface view

Default Level

2: Configuration level

Usage Guidelines
Usage Scenario

To collect statistics on Layer 4 to Layer 7 traffic on an interface, run the sa

application-statistic enable command to enable the SA statistics function.
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After the SA statistics function is enabled on an interface, you can use the display
sa application-statistic command to view SA statistics.

Precautions

Only Layer 3 interfaces support SA traffic statistics.

Example

# Enable the SA statistics function on GE1/0/0.
<Huawei> system view

[Huawei] interface gigabitethernet 1/0/0
[Huawei-GigabitEthernet1/0/0] sa application-statistic enable

Related Topics
20.10.13 display sa application-statistic
6.11.6 bridge (interface view)

20.10.29 signature (user-defined application rule view)

Function
The signature command configures a signature for a user-defined application.
The undo signature command deletes a signature of a user-defined application.
By default, no signature is configured for a user-defined application.
Format
signature context { flow | packet } direction { request | response | both } plain-
string plain-string [ field field ]
undo signature
Parameters
Parameter Description Value
context Indicates the context -
matching a signature.
flow Indicates flow-based -
matching.
packet Indicates packet-based |-
matching.
direction Indicates the detection |-
direction.
request Indicates the request -
direction.
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Parameter Description Value
response Indicates the response |-
direction.
both Indicates bidirectional |-
detection.
plain-string Specifies a common The value is a string of 3 to 128 case-
plain-string character string. sensitive characters. When the value
contains spaces and question marks
(?), you must put the string in double
quotation marks (""), for example,
"GET w?". In this case, the value
contains 5 to 130 characters. When
the keyword contains double
quotation marks, the double
quotation marks need to be
converted into \x22. For example, the
common character string abc"d is
converted into abc\x22d.
field field S{pecifies a signature When TCP or UDP is used, you can
field. search for General-payload.

Views

User-defined application rule view

Default Level

2: Configuration level

Usage Guidelines

Usage Scenario

In practice, data packets of some applications contain the same character string,
which is equivalent to a signature. To find traffic of a required application, you can
run the signature context command to configure the character string and
direction to be matched so that the AR can block or permit data traffic from this

application or take other actions.

Precautions

A user-defined application rule can be configured with only one signature.

Example

# Configure the signature of the user-defined application rule rule1 as abcde, and
configure packet-based matching and the request direction.

<Huawei> system-view

[Huawei] sa

[Huawei-sa] user-defined-application name UD_abc
[Huawei-sa-user-defined-app-UD_abc] rule name rule1
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[Huawei-sa-user-defined-app-UD_abc-rule-rule1] signature context flow direction request plain-string
abcde field General-Payload

20.10.30 user-defined-application

Function
The user-defined-application command creates a user-defined application and
displays its view.
The undo user-defined-application command deletes a user-defined application.
By default, no user-defined application is configured.
Format
user-defined-application name name
undo user-defined-application { name name| all }
Parameters
Parameter |Description Value
name name| Specifies the The value is a string of case-sensitive
name of a user- characters and must start with UD_. When the
defined name does not contain spaces, the value is a
application. string of 4 to 32 characters. When the name
contains spaces, the value is a string of 6 to 34
characters, and you need to put the string in
double quotation marks (""), for example,
"UD_user for test".
The name cannot contain question marks (?),
commas (,), and hyphens (-). If the name does
not contain spaces, double quotation marks
("") are not included.
all Indicates all user- |-
defined
applications.
Views
SA view

Default Level

2: Configuration level
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Usage Guidelines

Generally, the AR with the built-in signature file can easily identify common
applications. For the applications that are not predefined in the signature file, you
can define an application based on the application signature.

Example

# Create a user-defined application named UD_abc.

<Huawei> system-view

[Huawei] sa

[Huawei-sa] user-defined-application name UD_abc
[Huawei-sa-user-defined-app-UD_abc]
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